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Outline

“out-of-the-TCP/IP-box” thinking data / content / information networking

large flat labels
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SPSwitch: fast scalable forwarding 
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Rethinking concepts



Challenges & Paradigm

• Common challenge in data-oriented paradigms: 

– Take switching decisions 
• at wire speed (Gbps) 

• on a large universe (e.g., 256-bit hash values)

• of flat (non-aggregatable) identifiers 

• Let’s take advantage of the data-oriented paradigm:

– Pub/sub inherently tolerates false positives

– Opportunistic caching



Longest IP prefix vs. flat label matching

IPv4 
Dec. 81.216.171.106

Bin. 01010001 11011000 10101011 01101010

IPv6 
Hex. ca12:b9fa:655a:0000:0000:ac2f:ccef:f0ab

Bin. 11001010 00010010 10111001 11111010 11001010 01011010 00000000 00000000 
10101100 00000000 00000000 00101111 11001100 11101111 11110000 10101011 

256-bit
flat

label

Hex. 08090A0B0D0E0F10121314151718191A1C1D1E1F21222324262728292B2C2D2E

Bin. 11111010 11001010 01011010 00000000 00000000 10101100 00000000 00000000 
10101100 00000000 00000000 00101111 11001100 11101111 11110000 10101011 
11001010 00010010 10111001 11111010 01011010 00000000 00000000 10101100 
11101111 11110000 10101011 11001010 00010010 10111001 11111010 11001010

human

machine

Aggr.

256-bit flat ID matching is expensive @ wire speed



RTFM Architecture*

• Rendezvous: Matches subscriptions to publications.
• Topology: Creates and maintains delivery trees 

used for forwarding traffic.
• Forwarding: Actual data delivery operations. 

(label switching and fast forwarding tables)

• Mediation: Node-to-node link data transfer & More 
(opportunistic caching, collaborative and network coding)

• Metadata and hash-based identifiers

Identifiers space (approx.)
• 1015 rendezvous identifiers (256-bit RiD)
• 1010 scope identifiers (256-bit SiD)
• Forwarding identifies (256-bit FiD)

*[Särelä et al. 2008]

Rid DataSidFid

Flat IDs

…



The role of Bloom and family

• Well known Bloom filters 
– Efficient data aggregators 

– Performance:

f (memory / # elements)

• High-speed router requirements
– Low (bounded) packet processing time (constant time to hash) 

– High-speed memory limitations

• Our first naïve p-bank Bloom-filter-based switching approach:
– Bloom filter membership-problem

Is labelx in outport Py?

110010100110010 … 011111001010 
?
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SPSwitch– Abstract Switching Element

Pub/Sub 
Control 
Plane T

Assumption!

Given an incoming packet identified by a flat ID,
which is the output port/interface?

Rid DataSidFid

Flat IDs

…



Limitations of standard BFs

a) lack of associated values

b) expensive deletion

c) no notion of time

d) unbalanced usage of memory per outport

We need a more flexible (probabilistic) data structure!

→ d-left Fingerprint Compressed Filter (FCF)*

*recent results by Bonomi et al (2006)



Statefull d-left FCF approach



Experimental results
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Future work



Conclusions
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SPSwitch

Standard d-left FCF Fingerprint*

bits per element
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