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large flat labels SPSwitch: fast scalable forwarding



ReArchitecturing efforts
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Rethinking concepts

Table 1: Concepts of information-oriented networking versus the original

Internet design. Rethinking fundamentals.

Original Internet

Information-Oriented /
Content-Centric Internetworking

Sender Content producer (publisher)
Receiver Content consumer (subscriber)
Sender-based control Receiver-based control
Client/Server Publish/Subscribe
communications Sender and Receiver uncoupled

Host-to-host

Service access / Information retrieval

Topology / Domain

Information scope

Unicast

Unified uni-, multi- and anycast

Explicit destination

Implicit destination

End-to-End (E2E)

End-to-Data (E2D)

Host name
(look-up oriented)

Data/Content name
(“search” activity)

Secure channels,
host authentication

Integrity and trust
derived from the data




Challenges & Paradigm

A Commonchallengein data-oriented paradigms:
I Take switching decisions

Aatwire speed@hbps)
A on alargeuniverse (e.g., 256it hash values) X

A of flat (non-aggregatable) identifiers AP

A[ S G Qadvantageddthe dataoriented paradigm:
I Pub/sub inherently toleratetalse pOSItiVES g
i Opportunisticcaching ‘




Longest IPprefixvs.flat label matching

Dec. 81.216.171.106 human
Bin. 01010001 11011000 10101011 01101010  machine

= Aggr.
Hex. cal2:b9fa:655a:0000:0000:ac2f:.ccef:fOab

Bin. 11001010 00010010 10111001 11111010 11001010 01011010 00000000 000
10101100 00000000 00000000 00101111 11001100 11101111 11110000 101

Hex. 08090A0BODOEOF10121314151718191A1C1D1E1F21222324262728292B2C~

256-bit Bin. 11111010 11001010 01011010 00000000 00000000 10101100 OOO0O0000 0O00C
flat 10101100 00000000 00000000 00101111 11001100 11101111 11110000 101C
label 11001010 00010010 10111001 11111010 01011010 0OOOOO0O00 OOO00000 101C
11101111 11110000 10101011 11001010 00010010 10111001 11111010 110C

256-bit flat ID matchings expensiva® wirespeed
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RTFM Architecture*

RendezvousMatches subscriptions to publications.

Topology Creates and maintains delivery trees
used for forwarding traffic.

Forwarding Actual data delivery operations.
(label switching and fast forwarding tables)

Mediation: Nodeto-node link data transfer ore |
(opportunistic caching, collaborative and network coding) =

Metadataand haskbased identifiers *[Sar;g et al. 2008]

|dentifiers space (approx.)

A
A
A

10 rendezvous identifiers (256it RiD
100 scope identifiers (25®it SiD Flat IDs

Forwarding identifies (256it FiD : |




The role of Bloom and family

A Well known Bloom filters oy 2}
I Efficientdata aggregators
i Performance: |0|1|0|1\1\1\0\0\0\0\0\1\0\1\0\0\1\0\

f (memory / # elements) \,«%

A Highspeed routerequirements
I Low (bounded) packet processingie (constant time to hash)
I Highspeedmemorylimitations

A Our firstnaivep-bank Bloordfilter-based switching approach:

I Bloom filter membershipproblem
J—E l
E
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SPSwitch Abstract Switching Element

Assumption!
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Given an incoming packet identified by a flat ID,

which is the output port/interface?



Limitations ofstandard BFs

a) lack of associatechlues oy

b) expenSiV@eletion [OJ1JO[T[1[1]OJO[0[JOJO[LI[O[L1]O]O[L]0]
c) no notion ofiime v

d) unbalancedusage of memory pasutport

We need a moréexible (probabilistic) data structure!

Y {eft Fingerprint Compressed Filter (FCF)*

*recent results by Bonomi et al (2006)



Statefull dleft FCF approach

InsertDBRJIBF(s, p): Label (s) Port-Out (p)
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Experimental results

Table 2: Analytical and expenimeatal compansoa of different data strectares for the switching procederes.

Mem access Mem. size M (Mbuts)** (bpe) | Falscpositve  (predicied)™ (actual)*™*

[ Standard T2ble | O(n) — O(1)* ns(s+p) 25368 | 2660 0 0 =

Fangerpe. Table | O(n) —O(1)* n=(f+p) 28.61 30.00 27 954=10"° -

p-bank BF O(1) rme 4363 4575 | =27+062"/" | 291=10"" | 433+10°

d-left FCF O(1) d=b=h=(f+p) 4292 4500 | <dshs2"7 1.72=10— | 15110

d-left FCF DBR o(1) debs(hs(f+p)+c)| 4363 |4575| <d=+h+2F | 357+10° | 346+10°

* Assumes a perfect hash function. ** Parameters: »n = 1.000.008;:d = 3:6=83334; f =20 p=10: h = 6:c = 3;5 = 256.

*** Total memory of the p-bank Bloom filters egual to the value M of the d-keft FCF DBR. m = M /2%: k.. = 31.

20-bit fingerprint + 1Gbit port

fingerprint bits (f)
bits per element 0 10 20 30

0 I i |

45,75 30

fpr = O(10°)

Standard d-left FCF Hash table*

false positive rate [log]




Future work

etFPGA




