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Chapter 1

Introduction

1.1 Motivation

Great efforts for protocol and architecture standardization are Ipedig towards converged IP (Internet
Protocol) based telecommunications networks. In the wireless world, thedtioepship projects ad-
dressing the issue of standard development are the 3rd GeneratioartafrProject (3GPP) [3gp06a]
and the 3rd Generation Partnership Project 2 (3GPP2) [3gp06hbh thefixed access side, ETSI (Eu-
ropean Telecommunications Standards Institute) TISPAN (Telecoms & étteomverged Services &
Protocols for Advanced Networks) [tis06] is also moving towards an dixdtl-mobile network archi-
tecture named Next Generation Network (NGN).

The emerging of different wireless technologies and the developmenieoiedy of mobile terminals
are evolving to support better user mobility and to deploy new services whitgairang the support of
legacy services. NGNs are envisioned as the seamless integration mdrdiggisting wireless and wired
access network technologies such as Wireless Local Area NetworlR)ar Digital Subscriber Line
(DSL) and emerging access network technologies like Wireless MetropdlieanNetworks (WiMax).
There is a clear need for a converged network architecture that alloe/sitcess technology indepen-
dence when accessing to services. This is were the promising IP Multimeosa@&ion (IMS) defined
by 3GPP comes in play.

The IMS is being regarded as the fixed mobile convergence (FMC) entlhlas been adopted by the
international standardization groups to be the brain of the NGN. A studyedMB with regards to the
level of FMC requirements support is required. In addition to this, the imp&atsiking access networks
IMS compatible need to be understood and required enhancements tegwesitless convergence have
to be identified.

Mobility management over heterogeneous networks is a major requiremerifo systems. Users
expect an Always Best Connected (ABC) [GJ03] solution that previamtinuous and always best ser-
vice through always best available connection anywhere, anytime at\an The actual release of
IMS has to be enhanced with additional functions to support seamless mobditdifferent access sys-
tems. The most challenging issue is the provision of mechanisms to enable seeeniiesl handovers
between heterogenous access networks. How IMS can provide seamfetectivity when changing
the access point to the network is a complex matter of study. When consi@gmgaches to handle
this vertical mobility, many questions arise: Traffic anchoring architectu distributed one? Net-
work based or mobile station based? Network layer based or applicatidiésed? Mobile IP (MIP)
[SIPAO04] or Session Initiation Protocol (SIP)[SRSI2]? These questions have not a simply yes/no
answer, since each approach has pros and cons. A single solutiob&bfyr not enough by itself, a flex-
ible efficient combination may be the best fit. Such an adaptive, real dodaunous but still efficient
mobility management solution is called for by the next generation fixed mobilecogpes systems.

1



2 CHAPTER 1. INTRODUCTION

1.2 Scope and methodology

Since IMS is a technology driven by communications providers, the raferarchitecture is limited to
the domain of a provider. This domain is accessible through differensa¢eehnologies.

Through a study of the IMS features based on the available techniaaitsegnd standards from
3GPP, ETSI TISPAN and ITU regarding requirements from FMC systeéngsyrequired background
to investigate on possible enhancements and new functionalities for the epdIWGN is provided.
Open issues regarding the access using different technologies wiltdx disd the requirements on the
access systems will be identified. Mobility management plays a central role @ $yigtems, therefore
it is required to understand the difficulties of session continuity during etitti@ndovers in IMS based
networks.

A generalized model for handovers in NGN will help to understand the coditplef the processes
involved during vertical handovers. Only then, will it be possible to fullynitify the different issues
and challenges with regards to mobility across different access netmadid$. Existing solutions will
be surveyed and IMS based concepts and mobility management apweakie proposed within the
definition of a Mobility Management Function (MMF).

Much reference work is needed to fully understand the trade-offd tieninvolved technologies.
The research will be based on the available standards from 3GPR,IETEland IEEE and will consider
also the promising work in progress of the IETF through the deliveredneterafts and the documents
from the System Architecture Long Term Evolution (SAE-LTE) workingups from 3GPP. Thus, the
reader will note that the work is rich in references and many future waskipilities and alternatives are
pointed out. References to related work and specifications, mostly IETIS RRat are not so relevant
for the remainder of the work will be placed in footnotes to avoid and overbddhe references list.

The reader may already have noticed and should be alerted, that tekdated wwork is very acronym
intensive. In addition to this, terminology is an aspect that is in constangehdne to the dynamism of
the technology. Terms are subject to different interpretations and &msuns should avoid confusions
to the reader. Therefore, at the end of this chapter general term®#atthn convention are introduced
and at the beginning of each chapter additional relevant terms are ptiéogA list of abbreviations is
provided and during the work acronyms may be expanded as required.

The most important background information is the understanding of the Hst8tecture and func-
tionality. The basics of IMS are introduced in chapter 2 while related cas@eqml protocols will be
introduced when necessary during the work.

1.3 Related work

The research on IMS is being driven mainly by the industry, less rds@ank on the IMS architecture
has been found in universities. This is justified by the rapid advancedindbgy and by the difficulties
to set up a real IMS environment in university labs. Nonetheless, theetsity of Berlin in cooperation
with the Fraunhofer Instituteare leading the research on IMS in Germany. They successfully deploye
a testbed [MWKO05] and offer the chance to service developers to tésptbducts on their architecture.

FMC and IMS have become buzzwords used by equipment manufactwesttoeir products based
on these new technologies. Many whitepapers [CumO05] are availableldegtow IMS is becoming a
FMC enabler. But, these papers are mainly product marketing oriente@anain at a high level of the
IMS architecture when trying to explain the benefits of service, netwadldarnice convergence.

Although the concepts of NGN and IMS are relatively new, the termseofical handoverand
overlay networksvere first introduced by [SK98] from the University of Berkeley in 89t the Barwan
project [Bea98], they introduced a network architecture for heter@ges mobile computing.

Since then, significant work has been done on the development of tatkniations to the han-
dover of communications across heterogeneous networks. Many taekrdagpd protocols have been

'More information on the open IMS @ FOKUS playground is availablatigt//www.fokus.fraunhofer.de/ims/



1.4. REMAINDER 3

studied and the performance of vertical handovers between many pagsass technologies have been
evaluated [MYLRO4, aSB04, CGZZ04, CP04, DKea05].

[Yla05] is a dissertation on vertical handoff and mobility that proposessgery architecture for
vertical handoff in location-aware heterogeneous wireless networkss work describes very good
the complexity of vertical handovers. It provides an overview of the d@ycepts in next generation
wireless networks and identifies important issues in the emergence of #iegeks. The scope of this
work is limited to the vertical handover solution and does not consider telepamator requirements.
In addition to this, no reference to the IMS architecture is provided in thigwor

It can be said that researches on SIP mobility [SWO00] are led by A. DuttddaShulzriné. Appli-
cation layer techniques to achieve fast handoff for real-time multimedia traficSIP-based signaling
environment are presented in [DMQ3]. The authors discuss in [Pro02] issues associated with SIP sig-
naling for maintaining continuity of multimedia sessions in a mobile heterogeneoessenvironment.
Advances coming from IEEE have been evaluated in [DOea]. Both austimwed in [Soc05] how an
IEEE 802.21 centric approach increases the efficiency of seamledeveaia across heterogeneous net-
works. IEEE 802.21 works on the convergence of the link layer informatialifferent access networks,
currently 3GPP, 3GPP2, WLAN and WiMax.

During the last years, mobility management techniques for Next Generagitwokks, also referred
to by 4G, have tried to put some light on the challenges and issues comingétenogeneous network
convergence. [AXMO04, SHSO01, Wan, FHLO5, CFS05, Q.204] arg geod publications towards a
solution to mobility management for next generation wireless systems. Most oéskarch includes a
survey on available protocols and a large list of requirements for mobilityterbgenous networks.

Although many solutions have been proposed and evaluated to solveyistemshandover chal-
lenges, none of these have been studied in an IMS environment. The iropattis IMS, a network
architecture still under standardization, can be hardly reproducedarefany environments and have to
be first studied analytically with regards to the protocols that govern thedfhe. Thus, little work
to vertical handovers in IMS based systems can be found coming frooaainal institutions. Related
work comes from the industry, where 3GPP SAE LTE [Evo06] have sténiaking about the necessary
architecture evolution towards a mobility solution for 3GPP and non-3GR&sacetworks. Up to day,
only different approaches have been proposed and analyzed.spawfications and implementations
are expected in a time frame of 2-3 years.

1.4 Remainder

The remainder of the thesis is organized as follows. This introductorntehapds with the introduction
of general terms and notation used in this work. Chapter 2 introduces ¢kgrband information with
regards to the IP Multimedia Subsystem and related protocols. Chaptereystine concept of fixed-
mobile convergence and its functional requirements at different levelaandlysis of the IMS features
regarding these convergence introduces more details on IMS functioaatityresents the identified
open issues and required further work. Chapter 4 examines the probigrtical handover in NGN. A
model for the different steps during a vertical handover in NGN is pgedancluding a survey on current
research directions and available protocols. The chapter suggestsfadiguirements on the mobility
management of IMS based networks that will be used for the design obdiidanagement Function
(MMF). A reference architecture and mobility model for an IMS providemein are described. Finally,
the functionality of the proposed MMF is presented and alternative mobility amesims are studied
in order to satisfy the requirements of seamless service continuity duritigatdrandovers. Finally,
conclusions are put together and future work is suggested in chapter 5.

2This is not a surprise since H.Schulzrine is the (or one of the) fathe®oMore details about SIP history are provided
in chapter 2.4.
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1.5 Terminology

This part introduces general terms and notations. Further terminologyenpitdsented during the work
as needed. In general, RFC 3753 [SMKO04] can be used as reédianmobility related terms. Though
definitions and vocabulary coming from 3GPP [SA06b] should be theréifstence when referred to in
the frameworks of 3GPP architectures.

Access System (AS)A collection of entities that provides the user the capability to connect to the IMS
[SAO05bD].

Convergence: Coordinated evolution of formerly discrete networks towards uniformity ppsut of
services and applications.

Roaming: Ability to provide service to a user through access from a network diff¢han the network
he has subscribed to. This defines the visited and the home networkstieslpe

Mobile Node (MN): A user equipment (UE) with mobility capabilities. Also referred to as mobile
terminal (MT).

Correspondent Node (CN): The communicating partner in a session. Can take the form of another user
or machine sharing a communication with the originating node.

User Equipment (UE): A device allowing a user access to network services. The the interfagedre
the UE and the network depends on the access network (e.g. for thespuwp3GPP specification
is the radio interface).

Notation conventions

In general, the notation used in this work is the same as the one appeare@@RRespecifications.

User ldentities

UE#1’s public user identities araeiserl publicl@homel.netserl public2@homel.neadtc. UE#1's
private user identity isuserl_private@homel.n&imilarly, UE#2’s public user identities are:
user2_publicl@homel.neser2_public2@homel.netc. and UE#2's private user identity is:
user2_private@homel.net

Network Entities

UE’s associated entities (only UE#1 is shown, the same principles applyhfer aser):

e UE#1's home network ishomel.net

The P-CSCF serving UE#1 in homel.netpsscfl.homel.net

The S-CSCF serving UE#1 iscscfl.homel.net

The I-CSCF in UE#1's home network (between proxy and serving C&CKEscfl _p.homel.net



Chapter 2

The IP Multimedia Subsystem (IMS)

This chapter presents the basic background information on the IP Multimadgy&em (IMS) archi-
tecture defined by 3GPP. An overview on the history and evolution of IM&®isplemented with a
functional and architectural description. Relevant protocols areepted and at the end of the chapter
the two most important IMS operations, namely registration and session initiatinolude the funda-
mentals on IMS.

2.1 History and evolution

3GPP (3rd Generation Partnership Project) drives the specificatiostamdbrdization of 3rd generation
(3G) mobile. Standards bodies from Europe, USA, Japan, China auith 8orea are all involved.
After defining the wireless access infrastructure, UMTS Terrestrididraccess Network (UTRAN), in
Release 5 (2003), 3GPP introduced the IP Multimedia Subsystem (IMS).

IMS was initially developed as a call control framework for packet-basadices over 3G mobile
networks as part of 3GPP, some kind of overlay over GPRS to provideriifces. It was then extended
to include WLAN roaming and additional services such as presence aadtimsessaging in Release 6
(2004/5).

The key 3GPP Release 6 standards is that the IMS core is defined iddepdrom the access
technology, so that any specific requirements for the access shoukhlienithin the access network
(e.g. compression, security). In practice, the IMS’s access indepegrds still not a reality for fixed
network access, this is where TISPAN comes in play.

The role of TISPAN (Telecoms & Internet converged Services & Padtoimr Advanced Networks)
in ETSI is to standardize converged networks using IMS as the coréeattine of their NGN. This
means adding the ability for fixed network access to interface to IMS andredgeesting 3GPP to
enhance the IMS specification where it has been found to be wirelesificpBiscussions within these
groups are driving the IMS extensions to cover fixed networks in 3G&€aRke 7 (work-in-progress).

Recently, broadband providers such as CableLabs [cab06] hatedsséandardization activities to
adapt their access networks to the IMS.

2.2 Drivers

Although originally developed for mobile operators, a lot of interest in IMBies from fixed line oper-
ators. Their current fixed-line networks are old and due for replaneared enhancements to compete
with new services provided coming from the wireless and Internet woddhaeeded. The current fixed
telephone networks are limited to narrowband voice services and issstiféerisk of being displaced by
mobile and Internet telephony services (e.g. VolP, Skype). An IM&taetwork would enable fixed
line operators to offer a much wider range of services protecting thairque "walled garden".

5
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Despite the widespread industry support for IMS, many uncertaintiesestitiin over its real value.
The cost of a providing such a QoS-enabled managed network arbigargompared with the Internet’s
stateless model. In addition to this, no real IM8er services have been defined yet. In order to justify
the capital expenses in IMS, the resulting service must be significantly liedterthat available over
the Internet and people must be willing to pay for it. Whether IMS is a commesu@dess will be
determined over the coming years.

The 3GPP2 group adopted the IMS as a base for their Multimedia Domain (MidIDjion that
provides CDMA2000 based access networks with third generation Heilmasbile services. The 3GPP2
core definition follows the IMS definition of 3GPP closely but there are sligiférénces due to the
change of radio technology.

2.3 Architecture

IMS is basically an overlay to the packet-switched domain using Session InitRitaiocol (SIP) to pro-
vide multimedia services over IP. IMS decomposes the networking infrastelioto separate functions
with standardized interfaces between them. Each interface is specifigdfasemce pointA reference
point is a conceptual point at the conjunction of two non-overlappingtfonal entities that can be used
to identify the type of information passing between these functional entitiegfekance point may or
may not correspond to one or more physical interfaces between pieeggipment.

The standards do not mandate which functions should be co-locateds depends on the scale of
the application, and a single device may contain several functions. Thitegtare of IMS is based on
a collection of logical functions that can be divided into three layers (e&ethich is described by a
number of equivalent names), as shown in figure 2.1.

User or Transport Plane: The transport and endpoint layer initiates and terminates signaling to setup
sessions and provides bearer services between the endpoints. Meslisays are provided to
convert from/to analog/digital voice telephony formats to/from IP packetgyute Real Time
Protocol (RTP)

Control or Signaling Plane: IMS signaling is based on SIP on top of IPv6. The session control layer
contains the call control functions that enable endpoints to be registétedhe network and
calls to be setup between them. It also contains the functions that control the gageways and
servers so as to provide the requested services.

Service or Application Plane: Finally, the application server layer allows services to be built based on
the bearer services and the call control services of the other two |&8es&les supporting legacy
services, it can be used to provide novel non-telephony servicessdparation from the session
control layer allows heterogeneous sessions to be setup based oR tineeEhace.

The separation from the transport and endpoint layer allows multiple h&smgces to be combined
in a single call. This distributed architecture provides an extremely flexibleeaieble solution. Figure
2.1 shows the access networks supported in Releases 5,6 and 7. Dethdsatities within the access
systems are not relevant at this point and are later introduced in chaptéi@e that IMS functionality
is in its essence independent from the access technology.
The collection of network entities and interfaces that provides the undgrditransport connectivity
between the UE and the IMS entities is referred as IP-Connectivity Adéetsgork (IP-CAN) [SA05c].
IP-CAN and the termaccess systemefer to the same network concept and are used indistinctly in this
work. An example of an IP-CAN or an access system is GPRS.
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Figure 2.1: IMS layered architecture. Source [CumO05]

Functional elements

The IMS architecture defines the logical elements necessary to implemésgametation multimedia
services across multiple network types. It is important to note that thesellbgicéions do not neces-
sarily have an one-to-one relationship with physical equipment. The canpaf the IMS architecture
refer to functions, not platforms. Multiple functions can be mapped to a simgflgork device, and,
conversely, a single function can conceivably be implemented across mplipdical platforms. The
following are descriptions of functions and concepts of IMS [KMTO05,HM04, CumO05]:

Call Session Control Function (CSCF) The CSCFs provide session control for the IMS. They coor-
dinate with other network elements to control session features, routingeaadrce allocation.
There are three different types of CSCFs in the IMS architecture:

e Serving CSCF (S-CSCF)the main home network session control point for the user for
originating or terminating sessions.

e Proxy CSCF (P-CSCF)is the contact point into the IMS from the user.

e Interrogating CSCF (I-CSCF) the inter IMS contact point (eg. between home and visited
networks).

The S-CSCFacts basically as a registrar, as defined in IETF RFC 3261 [SR3[C In this role
it accepts SIP REGISTER requests and creates a binding between tleeyseb ID and the terminal
location. The S-CSCEF retrieves the subscriber profile from the HomecBbésServer (HSS), including
filter criteria that indicate the ASs providing service control for this usersupport service control, the
S-CSCF interacts with these ASs during SIP signaling. During sessiorigistabnt or modification,
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the S-CSCF monitors the Session Description Protocol (SDP) to ensurh¢hsgession is within the
boundaries of the subscriber’s profile.

The S-CSCF uses the filter criteria to involve application servers as néededer to provide the
services and features to which the user subscribes. It forwardm&¢Bages to each AS in the order
indicted by the filter criteria. After the last AS is contacted, the SIP messagerissént toward the
intended destination. The filter criteria can be set on various servicetpoges, including any known
SIP method (e.g. REGISTER, INVITE), the presence or absence/dfeater, the content of any header,
the direction of the request with respect to the served user, and SDP.

The S-CSCF also performs routing of SIP messages on behalf of theatimgiJE. It obtains the
address of an I-CSCF (or other IP endpoint) for the network opesatoing the destination subscriber
from a domain name server (DNS) by using the destination name of the termisabisgriber; it then
forwards the SIP request toward the destination. If the destination nathe términating subscriber
is determined to be a PSTN address, the S-CSCF forwards the requeBtXGF for routing toward
the PSTN. On behalf of the destination endpoint, the S-CSCF forwardslfhee§uest to a P-CSCF
according to the subscriber’s registered location, or, for an unregisseibscriber, it may send or redirect
the SIP request to an alternate endpoint according to call forwardiagiamilar service.

Thel-CSCF serves as the initial point of contact to the IMS home network from otherarksw It
performs a stateless SIP proxy function. It routes received SIRestg)to the S-CSCF assigned to the
user or selects an S-CSCF if one is not currently assigned. The I-@ss8ihs S-CSCFs upon initial UE
registration and when terminating services for unregistered users.-CBEF is responsible for IMS
interworking, providing means for network topology hiding and securitigfionalities. An Interconnect
Border Control Function (I-BCF) offers additional interworking ftinas such as IPv4-IPv6 translations
or firewall functions.

The P-CSCF serves as the initial point of contact for a user terminal to the IMS. Itoper$ a
stateful SIP proxy function, sending SIP REGISTER requests fronuth¢o an I-CSCF in the home
network, which is determined using the home domain name provided by the BER-BCCF sends all
subsequent SIP messages received from the UE to the S-CSCF vamosét inas received as a result of
the registration procedure. The P-CSCF also ensures that a valid pséticdentity for the IMS user is
inserted into UE-initiated SIP requests. It performs SIP message conoprésseduce the amount of
data sent to or from the UE. It supports resource and admission coafabilities by interacting with
the transport layer for networks where this approach is employed.

Application Server (AS): Host applications that support the delivery of services. For examieiders
can deploy application servers to support services such as messagiegence management. The
AS is connected to the Serving CSCF via the IMS Service Control (ISC¥acter The AS offer-
ing value added IP multimedia services resides either in the user's home ketioa third party
location. The third party could be another network or simply a stand-alonéA&8%cts as user
agents, proxy server, 3rd party call control [SRPSC04] or a BaezBack User Agent (B2BUA)
[SRSCF02].

Home Subscriber Server (HSS):Manages information about subscribers and their current location.
The profile and the preferences of each user are stored in this datadbasentralizing this in-
formation, service providers can simplify administration and ensure a tensigew of active
subscribers across all services. It supports IMS-level authenticatid authorization and holds
the IMS subscriber profiles. The HSS also stores the currently assgy@&CF. A home network
may contain one or several HSSs. The number of HSSs depends omthemaf subscribers, the
capacity of the equipment, and the organization of the network. A Substigation Function
(SLF) is then used as the HSS front-end to provide the information abott38econtaining the
information of a requested user.

Media Resources Function (MRF): Media resources stream basic media content to IP endpoints, allow
control of those streams, and enables jitter buffering, control ertesratc. for all IP-based
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services. Injecting tones, announcements, or other multimedia content Ilst@icaessions is
enabled by the media resource function control (MRFC) and media mséumction processor
(MRFP). While the MRFC provides the intelligence, the MRFP provides thgyhpeocessing
required for multimedia services.

Media Gateway Control Functions: The gateway control functions manage media gateways (MGW)
and handle the communications between the IP and SS7 networks to enallerikitey with the
PSTN. The breakout gateway control function (BGCF) selects the mletwvavhich the connection
to the PSTN is to occur for a given session. If the BGCF determines thateha&dut is to occur
in the same network in which the BGCF is located, then the BGCF will select a matiaay
control function (MGCF) element, which will be responsible for the intekivay with the PSTN
for signaling, (usually selecting the adequate signaling gateway (SGW)traihscoding of the
user data is done at the MGW.

2.4 SIP usedinIMS

The key technology behind IMS is the Session Initiation Protocol (SIPB[S®2]. Back to 1996,
H.Schulzrinne’s Internet draft of SIP was originally intended to createeahanism for inviting peo-

ple to large scale multipoint conferences on the Internet Multicast Baekfidbone). The first draft
was known as "draft-ietf-mmusic-sip-00"The standardization progress continued adding new request
and functionalities and in March 1999 SIP RFC 2543 was published. libvess modified further to
generate the actual version of RFC 3261 [SR8Z].

As described in the standar&IP is an application-layer control (signaling) protocol for creating,
modifying and terminating sessions with one or more participa8®PP has chosen SIP as the signaling
protocol in many of the important interfaces between elements in of the IMSp&forms multi media
session services including:

create, modify and release multi media calls

allow new party to join in an ongoing multi media call
user location management

user availability management

management of user’s capability set for call set-up
session negotiation

transparent mapping of user's name and services
security service by using challenge-response mechanism
encryption and privacy services

© 0o N OA®O®DNE

Carriers and service providers have been using SIP to build new gisoftwr sometime. There are
several big advantages to building a new feature or service using SIP:

Simple: Itis based on a request-response interaction model, very simple anded@npive for develop-
ers. Messages are text-based which makes them easy to parse reezhtenderstand and debug.
Thanks to its simplicity, SIP is very scalable, extensible, and adaptable toedifferchitectures
and deployment scenarios.

Extensible: Sessions can be set up for any media type, be it voice, video, applichtidng or upcom-
ing session types. Extensions can be easily defined (see chapter 2.4.3).

Ymmusic is an acronym for Multiparty Multimedia Session Control, nothing toitlo mvusic or voice applications. In those
days, IP telephony did not really exist.
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Flexible: Easy interaction with the individual protocol messages (within limits) is alloweelveldp-
ment based on SIP becomes much easier and allows the interaction with mémyolsrdgsee
chapter 2.4.2).

2.4.1 Basics

The two basic components within SIP are the SIP user agent (UA) andRheeStork server . The user
agent is the end system component for the session and the SIP sereenéwlork entity handling the
session signaling.

The user agent itself has a client element, the User Agent Client (UACa aidver element, the
User Agent Server (UAS) . The client element initiates session by se&ihgequests and the server
element answers by sending SIP responses. So, peer-to-peeolbaisaf client-server protocol model.

The main functions of the SIP servers is to provide name resolution andaesgion (Registrar
functionality). A caller is unlikely to know the current IP address or h@snae of the called partner.
SIP servers provide means to locate users and pass the messagesgergtrsrusing next hop routing
protocols.

SIP borrows the addressing system from the E-mail model (SMTP). &sahis identified through
a hierarchical URL that is built around elements such as a user’'s phankan or host name (e.g.
sip:esteve@ims.t-systems.com). By using DNS the requests to are delivemsshvtbeethat can appro-
priately handle them.

SIP servers can operate in two different modes: stateful and statefestateful mode stores the
incoming requests it receives, along with the responses it sends bathkeaoutgoing requests it sends
on. In a stateless mode no information is stored once it the request is sdptesit@ervers are likely
to be in the backbone of the network architecture (usually Proxy Séreedsstateful-mode servers are
likely to be the brain of the network controlling domains of users. In IMS, &l @SCF are stateful
servers since their operations are not limited to just receive and pasagesss

SIP Methods

In SIP there are two kinds of messages: Requests and Responsesnirhands that SIP uses are called
methods. Table 2.1 contains the methods specificated in [SBFC

| SIP Method|| Description |

INVITE Invites a user to a session
ACK Confirms that the client has received a final response to an INVITEestq
BYE Terminates a session between users or declines a call

o

CANCEL Cancels any pending searches but does not terminate a call that lzaly dleen accepte
OPTIONS || Queries UA's capabilities

REGISTER || Registers a user’s current location

INFO Exchange of any application layer information

Table 2.1: SIP methods and its description as in RFC 3261

SIP responses include a status code indicating the following:

1xx Informational (e.g. 100 Trying, 183 Session Progress)
2xx Successful (e.g. 200 OK, 202 Accepted)

3xx Redirection (e.g. 302 Moved Temporarily)

4xx Request Failure (e.g. 404 Not Found)

5xx Server Failure (e.g. 501 Not Implemented)

6xx Global Failure (e.g. 603 Decline)
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A SIP message includes a start line (one line), headers (one or morealitteabody (optional). SIP
uses MIME, the de facto standard for describing content on the Infdmeonvey information about
the protocol used to describe the session. As a result, SIP messagestzn almost everything (e.qg.
images, audio files, authorization tokens, billing data, etc.). Examples of Sifages and SIP signaling
flows for registration and session initiation are later presented in chapter 2.5

One important feature of SIP based communications is the separation of tlaérgig/control) and
data (transport) paths. While SIP messages between communicating p&€rarfdd UAS) usually pass
through intermediate proxies, the data path goes directly from one entitpdire other. This model is
typically referred as the "SIP trapezoid” (see figure 2.2).

The main advantages of this model for telecom operators is that it allowhiliat over the session
signaling and offers at the same time efficient end to end user data exchang

DNS Location
Server Server

SIP

Registrar

Incoming

Outgoing 1

Proxy Proxy
sIP sIp SIP,

S|P

Originating

Terminating
User Agent

User Agent

RTP

Figure 2.2: SIP trapezoid model shows the separation of signaling atedpd#ahs. Source [Bar05]

2.4.2 Session Description Protocol

SIP is used in conjunction with other protocols (DNS, RTP, Diameter, SDF, giorder to provide
complete services to the users. However, the basic functionality anctiopeo& SIP does not depend
on any of these protocols. Figure 2.3 shows the sit of SIP in the prottaad and its interworking with
other protocols.

| sop | | codecs |
Application | S%P | | R'lI’P R
Transport | TCP l || l lUDP l |
Network | l IP l |
Link & Physical | Wil\l/IAX | | solz.x | | 3GlPP |

Figure 2.3: SIP is an application-layer protocol. SIP messages cag 88P information and can be transported
over UDP or TCP.

The most relevant protocol used with SIP may be the Session DescriptitocBlr(SDP) [SHJ98].
As per RFC 2327SDP is intended for describing multimedia sessions for the purposes airsass
nouncement, session invitation, and other forms of multimedia session initiation
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SDP provides means for capabilities negotiation as specified in RFC 32&DP3IR Users involved
in a call can agree on the features supported while recognizing thatl nio¢ garties can support the
same level of features. The negotiation is based in an offer-answed.ng@fe includes:

Type of media (video, audio, etc.)

Transport protocol (RTP/UDP/IP, H.320, etc.)

Format and codecs of the media (H.261 video, MPEG video, etc.)

e Contact information to receive thee media (addresses, ports, formals, etc

Further relevant protocols in IMS will be during the work introduced amtlitie COPS [SDBE€00]
for QoS management and Diameter [SCL@3] for AAA functionalities.

2.4.3 Extensions for IMS

SIP itself does not provide services. Rather, SIP provides primitivascdrabe used to implement
different services in conjunction with other protocols. Although SIP isagmol that fulfills most of
the requirements for establishing a session in an IP network, for its use lecartearchitecture, SIP
required some additional extensions to provide the same services astlgustgported in wired (e.g.
PSTN) or wireless communications (e.g. GSM).

The requirements identified by 3GPP to support SIP for Release 5 of tR® 3KS in cellular
networks are expressed in RFC 4083. The list of requirements is ladge@ndes issues related to:

e Interaction with QoS resource allocation
e SIP compression

¢ Routing of SIP messages

¢ Identification of users

e Charging

e Access domain security

The response to these requirements appeared in RFC 3455 (now upd&tech05]). Private header
(P-Header) extensions have been defined to address those requgeme

e P-Asserted-ldentity: Allows the network (e.g. P-CSCF) to assert a public user identity for iden-
tifying the calling user.

e P-Called-Party-ID: Allows the terminating UE to learn dialed public user identity that triggered
the call.

e P-Access-Network-Info: Allows the UE to provide information related to the access network it is
using (e.g. cell ID).

o P-Visited-Network-ID: Allows the home network to discover, via registration, the identities of
the networks utilized by the user.

e P-Associated-URI:Allows the home network (e.g. S-CSCF) to return a set of URIs associated
with the public user identity under registration.

e P-Charging-Function-Addresses:Allows for distributing addresses of charging function entities.

e P-Charging-Vector: Allows for sharing of charging correlation information. Used to include IP
connectivity network charging information at the P-CSCF in the visited n&twor

In addition to the P-Headers, the SIP methods described in table 2.2 armtisedMS to leverage
SIP to be used for telecom services.
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]

| SIP Method || Description \
SUBSCRIBE|| Starts or stops session or user supervision to an event monitoring (gigtrRon state)
NOTIFY Informs subscribed user about occurred events
PUBLISH Enables a user to modify presence information
MESSAGE Permits instant messaging services
REFER Informs an recipient to contact another user (e.g. for session trafS&pa03]
PRACK Enables early two way media and ensures reliable delivery of provisiespbnses [SRS02I
UPDATE Used for media change (SDP) during session setup

Table 2.2: Additional SIP methods used in IMS

2.5 Operational overview

There are two important operations the reader needs to understanddeptsadiscussed in the following
chapters. First, the IMS registration and second the set up of a sesicQe® guarantees within IMS.
This operation overview familiarizes the reader with the functional entitiesSiadignaling in IMS.

2.5.1 IMS registration

Figure 2.4 shows the registration signaling flow when the IMS subscribemisidered to be roaming
(attached to a visited network). The flow also shows the authenticationdunecef the private user
identity. For the sake of simplicity the home network does not have netwofigooation hiding active

(THIG functionality of the I-CSCF). GPRS is access network providingdRnectivity [NTO5c]:

1: IP connectivity and P-CSCF discovery (UE to AN)
Getting IP connectivity from the access system is a prerequisite to initiategiiseration signaling.
The P-CSCF discovery can be performed using one of the following mexsha:

— As part of the establishment of connectivity towards the IP-Connectivitgess Network,
if the IP-Connectivity Access Network provides such means (e.g. In& Rk P-CSCF
address is included in the PDP context response).

— Alternatively, the P CSCF discovery may be performed after the IP camitgdas been
established, using DHCP to provide the UE with the domain name of the new ER&¥
and the address of a Domain Name Server (DNS) that is capable of regthigiRroxy CSCF
name, using methods such as those described in [SSch02] and [SSVO03].

2. REGISTER request (UE to P-CSCF) (see listing 2.1)
The user wants to register his SIP URI with a S-CSCF in the home networkrékhisst is routed
to the P-CSCF because it is the only SIP server known to the UE.

1 REG STER sip:registrar. honel.net SIP/2.0
Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] ; conp=si gconp; br anch=z9hG4bKnashds7
3 Max- Forwards: 70
P- Access- Net wor k-1 nf o: 3GPP- UTRAN- TDD; utran-cel |l -i d-3gpp=234151D0FCE11
5 From <sip:userl_publicl@onel. net>;tag=4f a3
To: <sip:userl_publicl@onel. net>
7 Contact: <sip:[5555::aaa: bbb: ccc: ddd] ; conp=si gconp>; expi r es=600000
Cal |l -1 D: apb03a0s09dkj df gl kj 49111
9 Authorization: Digest usernane="userl private@onel.net", real m="registrar. honel.net", <
nonce="", uri="sip:registrar.honmel.net", response=""
Security-Cdient: ipsec-3gpp; al g=hmac-sha-1-96; spi-c=23456789; spi-s=12345678; port-c <
=2468; port-s=1357
11 Require: sec-agree
Proxy- Requi re: sec-agree
13 CSeq: 1 REGQ STER
Supported: path
15 Content-Length: O
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Visited network (visitedl.net ) Home Network (homel.net )

DNS
P-CSCF |-CSCF S-CSCF HSS

L1 IP connectivity &
P-CSCF discovery

2. REGISTER
3.DNS Q-R

4. REGISTER

> 5. User Registration Q-R
[

6. REGISTER

7. Authentication

8. 401 Unauthorized
9. 401 Unauthorized
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<

11. REGISTER
12. DNS Q-R
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- 14. User Registration Q-R
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Figure 2.4: IMS registration procedures as specified in [NT05c].

Listing 2.1: SIP REGISTER request (UE to P-CSCF)

Request-URI: The Request-URI (the URI in the first line that follows the method name, "REG-
ISTER", in the first line) indicates the destination domain of this REGISTEReasty This
information is stored in the USIM. The rules for routing a SIP requestritessbow to use
DNS to resolve this domain name (“registrar.homel.net") into an addresgypeimt into
the home operator’s network (the I-CSCF).

Via: IPv6 address of the UE allocated during the PDP Context Activation psoce
Max-Forwards: Setto 70 by the UE and used to prevent loops.

P-Access-Network-Info: the UE provides the access-type and access-info, related to the serving
access network.

From: This indicates the public user identity originating the REGISTER request. Ulblecpuser
identity may be obtained from the USIM.

To: This indicates the public user identity being registered. This is the identity byhvdiier
parties know this subscriber. It may be obtained from the USIM.
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Contact: This indicates the point-of-presence for the subscriber - the IP a&ldfeke UE. This
is the temporary point of contact for the subscriber that is being registeBeibsequent
requests destined for this subscriber will be sent to this address. Thimition is stored in
the S-CSCF.

Authorization: It carries authentication information. The private user identity (useidate@homel.net)
is carried in the user name field of the Digest AKA protocol. The uri parantdieective)
contains the same value as the Request-URI. The realm parameter (d)rectiains the
network name where the username is authenticated.

Security-Client: Lists the supported algorithm(s) by the UE.

Supported: This header is included to indicate to the recipient that the UE supports the Path
header. Upon receiving this request the P-CSCF will set it's SIP ratjtrtimer for this
UE to the Expires time in this request.

3: DNS Query-Response (P-CSCF - DNS server)
Based on the user’s URI, the P-CSCF determines that UE is registerm@fuisiting domain and
performs the DNS queries (on the register domain irRbgquest-UR)Ito locate the I-CSCF in the
home network.

4. REGISTER request (P-CSCF to I-CSCF)
The P-CSCF does following actions:

— Adds itself to thePathheader value to stay in the SIP signaling path.

— Adds also the>-Visited-Network-ICheader with the contents of the identifier of the P-CSCF
network.

— Adds theP-Charging-Vectoheader and populates the IMS charging identifie parame-
ters with a globally unique value.

— Removes th&ecurity-Clienheader and associated "sec-agree" option-tags.
— Removes th@roxy-Requircheader as it is empty now.
— Forwards the REGISTER request from the P-CSCF to the I-CSCF in the domain.

The changes in the SIP REGISTER message are shown in listing 2.2.

Pat h: <sip:term@cscfl.visitedl.net;lr>
3 Require: path
P-Visited-Network-1D: "Visited Network Nunber 1"
5 P-Chargi ng- Vector: icid-val ue="Ayretylodm6Q2l r T5t AFr bHLs0=023551024"

Listing 2.2: SIP REGISTER request inserted headers (P-CSCF to I-CSCF)

5. User Registration Query-Response (I-CSCF with HSS)
Cx procedure using the Diameter protocol [SCL@3] to request information related to the regis-
tration status of the subscriber by sending the private user identity, pugliadentity and visited
domain name to the HSS. The HSS returns the S-CSCF required capabilitiéedr@dSCF uses
this information to select a suitable S-CSCF.

6: REGISTER request (I-CSCF to S-CSCF)
REGISTER request is forwarded from the I-CSCF to the selected SFCSC

7: Cx: Authentication procedure (S-CSCF with H3S)
As the REGISTER request arrived without integrity protection to the P¥ 8@ S-CSCF shall
challenge it. For this, the S-CSCF requires at least one authenticatiom (&¢)3 (available in

2For detailed description of the Cx procedure see 3GPP TS 29.228
3For detailed description of the authentication vector, see 3GPP TS 33.203.
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the HSS) to be used in the challenge to the user. The HSS stores the inforatatidrihe S-CSCF
assigned to serve this user.

8: 401 Unauthorized response (S-CSCF to I-CSCF)
The authentication challenge is constructed with the AV and is sent towartketirethe WWW-
Authenticatdield of the 401 Unauthorized response (see listing 2.3).

2 SIP/2.0 401 Unauthorized
Via: SIP/2.0/UDP icscfl_p.honel. net; branch=z9h4bK351g45.1, SIP/2.0/UDP pcscfl. «
vi si tedl. net; branch=z9h&4bK240f 34. 1, SI P/ 2. 0/ UDP [ 5555: : aaa: bbb: ccc: ddd] ; conp= <
si gconp; branch=z9hG4bKnashds7
4 From <sip:userl_publicl@onel. net>;tag=4f a3
To: <sip:userl_publicl@onel. net>; tag=5ef4
6 Call-ID apb03a0s09dkj df gl kj 49111
WAV Aut henti cate: Digest real ne"regi strar. honel. net", nonce=base64(RAND + AUTN + <
server specific data), algorithmAKAv1l-MD5, ik="00112233445566778899aabbccddeeff",
ck="ffeeddcchbbaall223344556677889900"
8 CSeq: 1 REGQ STER
Content-Length: O

Listing 2.3: 401 Unauthorized response (S-CSCF to I-CSCF)

WWW-Authenticate: The S-CSCF challenges the user including a nonce value the quoted string
encoded in base64 and formed by the concatenation of the AV paraniettis Case IMS
AKA“# was used: RAND, AUTN and server specific data). The S-CSCF ajspaiso the
Integrity Key (IK) and the Cyphering key (CK) for integrity protection.élbase64 encoded
value may look likenonce="A34Cm+Fva37UYWpGNB34JP"

9-10: Unauthorized response (I-CSCF to P-CSCF and P-CSCF to UE)
The 401 Unauthorized response is forwarded to the user first by @&CIF and finally by the
P-CSCF.
In order to complete a secure path with the UE, the P-CSCF offers thenegecurity algorithms
and parameters in@ecurity-Servefield (see listing 2.4). The lower the g value, the higher priority
has the protocol. In this case, 0.1 means IPgethe first preferred choice.

Security-Server: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi-c=98765432; spi-s=87654321;
port-c=8642; port-s=7531

Listing 2.4: 401 Unauthorized response inserted header (P-CSCF to UE)

11: REGISTER request (UE to P-CSCF)

The REGISTER message equals the request in step 2 but this time it carriespbase to the
authentication challenge received in the 401 Unauthorized responsendd$sage is protected by
the IPsec security agreement (SA) negotiated as representeddadhaty-Veriffield (see listing
2.5).

1 Authorization: Digest usernanme="userl_private@onel.net", realn¥"registrar.honel.net", «
nonce=base64( RAND + AUTN + server specific data), algorithnrAKAv1-MD5, uri=" «
sip:registrar. homrel.net", response="6629f ae49393a05397450978507c4ef 1"
Security-Client: ipsec-3gpp; al g=hmac-sha-1-96; spi-c=23456789; spi-s=12345678; port-c «
=2468; port-s=1357
3 Security-Verify: ipsec-3gpp; q=0.1; al g=hmac-sha-1-96; spi-c=98765432; spi-s=87654321;, <
port-c=8642; port-s=7531

Listing 2.5: REGISTER request inserted headers with challenge respséPsec secured (UE to P-
CSCF)

“Refer to RFC 3310 for the AKA specifications and 3GPP TS 33.203 fmild®n AKA used in IMS.
SIPsec security protocols are specified in RFC 2401.
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DNS Query-Response (P-CSCF - DNS server)

Same procedures as in step 3.

REGISTER request (P-CSCF to I-CSCF)

Same procedures as in step 4.

User Registration Query-Response (I-CSCF with HSS)

The difference to step 5 is that the HSS returns the S-CSCF name whichrevésugly selected
in step 5 (Cx: User registration status query procedure).

REGISTER request (I-CSCF to S-CSCF)

Same procedures as in step 6.

Authentication (S-CSCF)

Upon receiving an integrity protected REGISTER request carrying tligeatication challenge
response, the S-CSCF checks that the expected response matcleesitrezirchallenge response.
Registration(S-CSCF with HSS)

If successfully authenticated, then the public user identity is registered iS8-tB8CF. The S-
CSCEF informs the HSS that the user has been registered via a Diameter E€S+€gistration
notification procedure. The HSS includes the user profile in the respmmeo the S-CSCF.
The user profile includes all the relevant information of the user sultigerifo the IMS such as
registered services, charging information, initial filter criteria, etc.

200 OK response (S-CSCF to I-CSCF) (see listing 2.6)

The S-CSCF sends a 200 OK response indicating the successful efjfiegation. The S-CSCF
inserts two headers:

— A Service-Routdneader including its own URI and a character string in the user part to
differentiate the direction of the requests (mobile originating or termingting)

— A P-Associated-URheader includes other public URIs belonging to the registration set of
the user that have been implicitly registered (see chapter 3.2.2 for more détagsmplicit
registration procedure).

SIP/2.0 200 K

Via: SIP/2.0/UDP icscfl_p. honel. net; branch=z9hAbK351g45. 1, SI P/ 2.0/ UDP pcscfl. —
vi si tedl. net; branch=z9h4bK240f 34. 1, SI P/ 2.0/ UDP [5555: : aaa: bbb: ccc: ddd] : 1357; conp <
=si gconp; branch=z9h&4bKnashds?7

Pat h: <sip:term@cscfl.visitedl.net;lr>

Servi ce-Route: <sip:orig@cscfl. homel. net;Ir>

From

To:

Call-1D

Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>; expi r es=600000

CSeq:

Date: Wed, 15 April 2006 00:47:19 GVI

P- Associ at ed- URI :  <si p: user1_public2@onel. net>, <sip:userl_public3@onel.net> <sip: <
+1-212-555-1111@onel. net; user =phone>

Cont ent - Lengt h:

Listing 2.6: 200 OK response (S-CSCF to I-CSCF)

200 OK response (I-CSCF to P-CSCF and P-CSCF to UE)
The 200 OK response is forwarded towards the UE. The P-CSCF dav&alue of theService-
Routeheader and associates it with the UE for routing of future service resjues

2.5.2 IMS session initiation

In this subsection principles and signaling flows for establishing sess®apezified in [NTO05c] are
presented. For the sake of simplicity, the following assumptions as showmuie g5 apply:

SRFC 3680 describes a Service Route extension header to provide aniszolby which a registrar may inform a registering
user agent (UA) of a service route that the UA may use to requestundservices from the registrar’s domain



11

13

15

17

19

21

23

25

27

29

31

18 CHAPTER 2. THE IP MULTIMEDIA SUBSYSTEM (IMS)

e Mobile origination. The terminating signaling in the destination network is not show

e UE is located in a visited network (roaming scenario). In a non-roamingasicetihe signaling
flow would be the same but the P-CSCF would be located in the home network.

e The home network does not want to hide its network configuration anddinetbe I-CSCF is not
required in the signaling path.

e Terminating node is located in the IMS implies no breakdown into PSTN or othesorks is
necessary

e Both the UE and the P-CSCF are willing to compress the signaling by &g©omp

The procedures in figure 2.5 describe the signaling flows when the UHEdiiigitiate a session where
the S-CSCF has been assigned to perform the session origination sé&uiteg the CSCF discovery
process (step 1 in figure 2.4) a P-CSCF serving the UE has been detrifime P-CSCF associated
with the UE performs resource authorization (more details are describdtjter 3.2.6). As a result
of the registration procedure, the signaling path has been set up anohseirad for the life of the
registration.

1: INVITE (UE to P-CSCF) (see listing 2.7)

UE sends the INVITE request, containing an initial SDP [SHJ98], to theodéesed P-CSCF.
The initial SDP may represent one or more media for a multimedia session. Gndé&fL has
determined the complete set of codecs required for this session, it builB® a@taining the
session description (bandwidth requirements, codecs characteristi@isptwt numbers for each
possible media flow). Multiple media flows may be offered, and for each mexhig(ifh= line in
SDP), there may be multiple codec choices offered. For this example, UBKtE wo establish
a multimedia session comprising a video stream (either H.263 or MPEG-4 Visdettand an
audio stream (AMR codec).

INVI TE tel: +1-212-555-2222 SIP/2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp; br anch=z9h&4bKnashds7

Max- Forwar ds: 70

Rout e: <si p: pcscfl.visitedl. net: 7531; | r; conp=si gconp>, <sip:scscfl. homel. net;I|r>

P-Preferred-ldentity: "Jack Daniels" <sip:userl_publicl@onel. net>

P- Access- Net wor k- |1 nf o: 3GPP- UTRAN- TDD; utran-cel |l -i d-3gpp=234151DOFCE11l

Privacy: none

From <sip:userl_publicl@onel. net>;tag=171828

To: <tel:+1-212-555-2222>

Cal | -1 D: cb03a0s09a2sdf gl kj 490333

Cseq: 127 INVITE

Require: precondition, sec-agree

Proxy- Require: sec-agree

Supported: 100re

Security-Verify: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi-c=98765432; spi-s=87654321; port
-c=8642; port-s=7531

Contact: <sip:[5555:: aaa: bbb: ccc: ddd] : 1357; conp=si gconp>

Al low. | NVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

Content - Type: application/sdp

Content-Length: (...)

v=0

0=- 2987933615 2987933615 I N | P6 5555: : aaa: bbb: ccc: ddd
S=-

c=I N I P6 5555:: aaa: bbb: ccc: ddd

t=0 0

mevi deo 3400 RTP/ AVP 98 99

b=AS: 75

a=curr:qos |ocal none

a=curr:qgos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos none renote sendrecv
a=rtpmap: 98 H263
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a=fntp: 98 profile-level-id=0
a=rtpmap: 99 MP4V- ES

mFaudi o 3456 RTP/ AVP 97 96

b=AS: 25. 4

a=curr:qos |ocal none

a=curr:qos renote none

a=des: qos mandatory | ocal sendrecv
a=des: qos none renote sendrecv
a=rtpmap: 97 AMR

a=f mt p: 97 node-set =0, 2,5, 7; node- change- peri od=2
a=rtpmap: 96 tel ephone-event
a=maxpti me: 20

Listing 2.7: INVITE (UE to P-CSCF) step 1 of the session initiation prooes

Request-URI: contains the international E.164 number from the called user (line 1).
Via: contains the IP address or FQDN of the originating UE.

Route: contains the P-CSCF address learnt during P-CSCF discovery, pkiethents from the Service-
Route header from registration. The P-CSCF URI contains the port nulednat during the
security agreement negotiation.

Privacy: the user does not require privacy, therefore the Privacy headet s the value "none".
P-Preferred-ldentity: the user provides a hint about the identity to be used for this session.

P-Access-Network-Info: the UE provides the access-type and access-info, related to the seceirgs
network (e.g. UMTS cell id).

From: since the user does not require privacy, the this header containdtieer®guested by the user.
Cseq: is a random starting number.

Security-Verify: contains the security agreement as represented by the receivetys8ewver header.
Contact: is a SIP URI that contains the IP address or FQDN of the originating UE.

SDP: the SDP offer contains a set of codecs required for this session. DRaefjuests a confirmation
of the QoS preconditions [SCMRO02] for establishing the session.

2,4,7: 100 Trying provisional response
The SIP entity receiving the INVITE request (1,3,6) responds with aT¥§lhg provisional re-
sponse.
3: INVITE (P-CSCF to S-CSCF)
Prior to forward the INVITE request to the S-CSCF, the P-CSCF compie¢efollowing actions:

— Adds itself to theRecord-Routéeader and/ia header. As the request is forwarded to an in-
terface that is not compressed, the own P-CSCF SIP URI does notrcthr@dcomp=sigcomp"
parameter.

— Removes th&ecurity-Verifyheader and associated "sec-agree" option-tags.
— As theProxy-Requircheader is empty, it removes this header completely.

— Inserts the authenticated SIP URI in tAeAsserted-Identitheader field and it also removes
the P-Preferred-Identityheader field.

— Inserts théP-Charging-Vectoheader containing the icid parameters.

5: Evaluation of initial filter criteria (S-CSCF)
The S-CSCF validates the service profile of this subscriber, evaluatasttakfilter criteria and
performs any service logic required.
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6: INVITE (S-CSCF to S-CSCF)
Before the S-CSCF forwards the INVITE request, as specified by 88GF to S-CSCF proce-
dures in [NTO5c], the S-CSCF:

— Inserts aRouteheader with its address to ensure the routing to the I-CSCF in the destination
network.

— Adds the identifier of its own network as a Inter Operator Identifier (I@iameter of the
P-Charging-Vectoheader.

— Inserts the correspondiiigEL URL’ to theP-Asserted-ldentitieader so that the destination
network is aware of th@EL URLin case PSTN interworking is heeded and the INVITE is
forwarded to a MGCF.

— Translate$ the Request-URRrom: header) to a globally routable SIP-URL in case the
Request-URI of INVITE request is a TEL-URL (e.gl:+12125552223s mapped to
sip:user2_publicl@home2.net

The modifications of the INVITE message are shown in listing 2.8, the remagfdee message
does not suffer any change.

I NVI TE si p: user2_publicl@one2.net SIP/2.0

Via: SIP/2.0/UDP scscfl. honel. net; branch=z9hG4bK332b23. 1, SI P/ 2.0/ UDP pcscfl.visitedl. net; <
branch=z9hX4bkK240f 34. 1, SI P/ 2. 0/ UDP [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp; branch= «—
z9hG4bKnashds7

Max- For war ds: 68

Recor d- Rout e: <si p: scscfl. honel.net;lr>, <sip:pcscfl.visitedl.net;lr>

P- Asserted-ldentity: "Jack Daniels" <sip:userl_publicl@onel.net> <tel:+1-212-555-1111>

P- Char gi ng- Vect or: i ci d-val ue="Ayr et yuodm-6Q2I r T5t AFr bHLs0=023551024"; ori g-i oi =honel. net

Listing 2.8: INVITE modified headers (S-CSCF to S-CSCF)

8-9,11: 183 Session Progress (UE#2 to UE#1)
UE#2 determines the supported set of codecs from those appearingiDfheffer of the INVITE
request (1)(listing 2.7). The SDP response is sent with a 183 SessigreBs response back to
the originator (UE#1).
The CSCF (from both origination and destination networks) receivingf@amehrding the stores
183 Session Progress message store information about this sessigg foproviding enhanced
services, charging or any possible error recovery actions. Listingh@®s the information stored
at the S-CSCEF in the originator network.

Request - URI : si p: user2_publicl@one2. net
2 From <sip:userl_publicl@onel. net>;tag=171828
To: <tel:+1-212-555-2222>;tag=314159
4 Call-I1D cb03a0s09a2sdf gl kj 490333
CSeq(2dest): 127 INVITE
6 CSeq(2orig): none
Rout e(2dest): <si p: scscf2. home2. net;|r>, <sip:pcscf2.visited2.net;lr>
8 Route(2orig): <sip:pcscfl.visitedl.net;Ilr>
Cont act (dest): <sip:[5555::eee: fff:aaa: bbb]:8805; conp=si gconp>
10 Contact(orig): <sip:[5555::aaa: bbb: ccc: ddd]: 1357; conp=si gconp>

Listing 2.9: Storage of information at S-CSCF in the originating network

In step 11, the P-CSCF insertPaMedia-Authorizatiomeader with the media authorization token
generated from the PDF query. The P-CSCF also adds its own SIP URIRedord-Routbeader
to insert the secured port number and the sigcomp parameter

™URLSs for Telephone Calls" are defined in IETF RFC 2806.
8For this address translation, services of an ENUM-DNS protocol as @ 2.6 or any other suitable translation database
can be used.
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10: Authorization of QoS Resources
The P-CSCF authorizes the resources necessary for this sessigimgtiee PDF. The approval of
QoS commitment can either happen at this step or in (36) after reception aiah20D OK. This
action is based on operator local policy. More details about the authorizatthcommitment are
presented in chapter 3.2.6.
12,14-15: PRACK (UE to P-CSCF)
UE#1 determines which media flows and correspondent codecs shoukktdor this session.
If there was any change in media flows, or if there was more than one cbbiwedec for a
media flow, then the UE#1 includes a new SDP offer in a provisional adedigement message
(PRACK) sent to UE#2.
13: Resource Reservation (UE and Access Network)
After determining the media streams in step 12 the UE initiates the reservatiompresédor the
resources needed for this session.
16-18: 200 OK response (UE#2 to UE#1)
The destination endpoint acknowledges the PRACK request (12) witl® &R0response. The
200 OK message is forwarded via the signaling path established by the ENMiJuest. to the
UE#1.
19-21: UPDATE (UE to P-CSCF)
Once the resource reservation (13) is completed, the UE sends an ERBdiest to the terminat-
ing endpoint informing about the currently status of the QoS resoureeve®n. This indication
is reflected in the change of tioarr:qos localprecondition tag [SCMR02] fromoneto sendrecv
as shown in listing 2.10.

2 a=curr:qos |local sendrecv
a=curr:qgos renote none
4

Listing 2.10: Changes in the SDP body of the UPDATE message after rescaseevation completed.

When forwarding the UPDATE request to the S-CSCF, the P-CSCF &dalging information for
this session in th€-Charging-Vectotheader. In case of a GPRS access network, an example of
the charging information is shown in listing 2.11:

P- Char gi ng- Vector: icid-val ue="Ayret yuodm+-6Q2I r T5t AFr bHLs0=023551024"; ggsn=[ 5555 «—
11 4b4: 3c3: 2d2: 1el]; aut h-token=2A96B3AF30D1;
2 pdp-info="pdp-itemrl; pdp-sig=no; gcid= A93D238CAF; flowid=({1,1},{1,2}), pdp-itenr2; «
pdp- si g=no; gci d=F312D5E3BC;
flowid=({2,1},{2,2})"

Listing 2.11: P-Charging-Vector header example.

22-24: 200 OK response (UE#2 to UE#1)
The destination endpoint acknowledges the UPDATE request (19) wild ®K response through
the established signaling path.

25-27: 180 Ringing (optionally) (UE#2 to UE#1)
Optionally, the called UE may perform alerting signaling this by sending a pom&s180 (Ring-
ing) response to the calling UE.

28-30: PRACK (UE#1 to UE#2)
The UE#1 acknowledges the reception of the 180 (Ringing) provisiosglorse (27) with a
PRACK request.

31-33: 200 OK (UE#2 to UE#1)
The destination endpoint responds to the PRACK request with a 200 @lKdnse.

34-35,37: 200 OK (UE#2 to UE#1)

When the called party answers, the terminating endpoint sends a 200 (@Kj)esponse to the
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initial INVITE request sent by UE#1 (1).
36: Approval of QoS Commit (UE#2 to UE#1)
The P-CSCF approves the commitment (see chapter 3.2.6) of the QoScessduit was not
approved already in step (10).
38-40: ACK (UE#1 to UE#2)
The UE starts the media flow for this session and acknowledges to the 200r¢§ponse (37)
with an ACK request sent to UE#2.
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Figure 2.5: Session initiation procedures in a roaming scenario asfegem [NTO05c].
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CHAPTER 2. THE IP MULTIMEDIA SUBSYSTEM (IMS)



Chapter 3

Analysis of IMS based convergence

The IP Multimedia Subsystem (IMS) defined by 3GPP provides an enabithigiecture that is access
independent. This is critical in the move towards convergence. Now eaelsatype is being enabled
to work with an IMS core, be it DSL, WLAN, UMTS or any emerging techngloguch as WiMAX.

As a result of IMS becoming the convergence architecture of choicerder of standards bodies
are involved in defining converged architectures in both fixed and weeletsvorks.

Fixed Mobile Convergence (FMC) implies convergence of fixed and mobileanks to work irre-
spective of location, access technology or requested services. Miapsec introduces the FMC concept
and requirements followed by a study of IMS features regarding thgs@eeents.

3.1 Fixed mobile convergence and Next Generation Networks

A Next Generation Network (NGN) is defined by the International Telecomaation Union (ITU) as
follows [ITO4, Rec. Y.2001]:

A packet-based network able to provide telecommunication services dadoaimakeuse
of multiple broadband,QoS-enabled transport technologies and in whighvice-related
functions arendependent from underlyirigansport-relatedechnologies. It enablamfettered
access for users to networks and to competing service providers aselfgices of their
choice. It supportgeneralizednobility which will allowconsistenandubiquitousprovision

of servicedo users.

With Internet Protocol (IP) technology commonly deployed in actual pgaokivorks, a NGN is an
all-1IP Network (AIPN) as defined per 3GPP in [SAO5b]:

A collection ofentities that provide a set of capabilities for theovisionof IP services to
users based on IP technology whemriousaccesssystems can be connected. The AIPN
provides a set oEommoncapabilities (including mobility, security, service provisioning,
charging and QoS) which enable the provision of services to users@mukctivity to other
external networks.

NGN means the convergence of the fixed and the mobile telecommunications atatifferent
levels. A definition of FMC by ETSI [ETS98] is:

Fixed and Mobile Convergence (FMC) is concerned with pingvision of networkand
servicecapabilities, which aréandependenbf the accesgechnique. This does not neces-
sarily imply the physical convergence of networks. It is concernedthwthilevelopment of
convergedetworkcapabilities and supporting standards. Thitof standards may be used

25
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to offer a set otonsistenservices vidixedor mobile access to fixed or mobile, public or
private networks.

The main feature of the FMC is to allow users to access a consistent sewimfesefrom

any fixed or mobile terminal via any compatible access point. Extendingdhisept in a

roaming scenario, the users should be able to roam between differembnks and use the
same services through those visited networks. This feature is referredhe irtual Home
Environment (VHE).

It can be sayed that FMC is the matching of fixed network, mobile networlspadtrum resources
in order to meet end-user demand for mobile, voice, data, video and \dde€d aervices.

3.1.1 Motivation for convergence

In recent years, it has become evident that a number of forces watimdeoperators towards conver-
gence. Services can be used from a wide range of devices andugserslaim for a uniform access to
services independent of the type of access network and terminal bssdg u
Wireline providers are experimenting a declining of revenues (e.g. throatp, flat rates, mobile

communications) and started to consider ways to access the wirelessagagnbupdate their obsolete
legacy networks. Telephone services currently offered by mobileatqrarproviding users with a fixed
phone number to be used with their handsets (e.g. 02 Genion, T-Mobile @btmady compete in ser-
vice and rates with traditional fixed line operators. On the other side, wérefesrators aim to continue
their market expansion, adding to the sales of handsets and new cemherginess services. From a
telecom provider point of view, costs and services are from vital impogtan

Lower infrastructure and maintenance costs: An IP based converged network means the Circuit Switched
Core Network (CSCN) is no longer necessary. Open standards amgetiion are the reasons
why IP network components cost less compared to telephony equipmenéfdieeiconvergence
results in lower capital expenditure (CAPEX) for operators. Moregweavider can remove re-
dundant components that perform the same functions in both networks.

Converged network functions based on IP results in reduced mainteaagcoperations costs
(OPEX). The open standard management of IP networks is easier apetbtbecheaper in com-
parison to legacy circuit switch networks. One signaling and bearer nete@duces the costs of
developing expertise in multiple technologies.

Enhanced services and rapid service deploymentThe integration of voice and data networks offers
opportunities for deploying enhanced multimedia services. In our daigsnbt already offers a
competitive set of enhanced services and providers need to compatstagel at the same time
profit from that. A combination of Internet and telephony services opems revenue sources
opportunities for service providers.

Single standards in a converged network allow for rapid deploymentvofseevices. The devel-
opment and adaptation required to introduce new services is reductal ttheentegrated network
management in NGN.

3.1.2 Service, device and network convergence
FMC can be seen from the services, devices and network convergernspectives [Ame05, EUR99]:

Service convergence:Service convergence focuses on end-user requirements and viwe sxperi-
ence. The primary goal of service convergence is the concurriveigeof all media types (voice,
data, and video) in an easy to use user interface, with mobility and acakds\dne awareness. A
multitude of services (person-to-person, person-to-content, anerdein-person) can be provided
to the same user over different access networks and to differenedevic
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Device convergence:The Always Best Connected [GJ03] concept: anywhere and anytichyade-
vice of choice and when on the move. Devices such as traditional cellldaepthave historically
been devices with few functionalities. Presently, convergence in comselewronics is com-
bining many functions into single devices. End users will profit from extdnidinctionality in
the same mobile device (e.g. camera, multimedia streaming and storage, gaminij, \izeima
applications, true OS, etc).

Next generation multi-access devices will be provided intelligent accas®rieselection func-
tions. These multi-radio functionality will gain importance and will not be limited toagte

from the coverage and data rates (GSM+TDMA, or GSM/EDGE+WCDM#AMill support new

technologies like WLAN or WiMAX. Overall, there is a clear need to enable witdgs access
from the user’s preferred device.

Network convergence: Network convergence involves a unified core network, access rievibat
complement each other, and common multi-access aware service delividoynpéa A core net-
work based on IP for the transport plane will enable the bridging ofrsivéixed and wireless
technologies.

Network convergence is the enabler to facilitate better access to valee-addvices and appli-
cations. This requires investment from the network operator to deploy thedegies at the
network operator’s side that allow the provision of value-added serwiith telecom-grade qual-
ity of service. Despite of the initial capital expenses required, a unifiedp@t network with

common network functions will increase the cost efficiency of new ses\dedivery and deploy-
ment. Technologies such as Unlicensed Mobile Access (UMA) [umaO6pbt®?, \dnd enabling
machinery such as IMS, will be the driving forces of network convecge

3.2 Analysis of IMS on fixed mobile convergence

This chapter analyzes the IMS specified by 3GPP regarding a serieguwfements of FMC networks.
IMS is being regarded as the brain of NGN enabling the integration of multipksadechnologies. This
convergence requires the consideration of many challenging issues.

From the fixed access networks ETSI TISPAN is working on adoptioM&fflor their NGN [tis06].
They are studying the impacts of the use of IMS for fixed access. THgsa#& based on the con-
siderations of ETSI TISPAN and the requirements of the FMC paradigmt &8st of requirements is
established and then an evaluation of the IMS features presents howe fdetttified requirements are
met.

Where possible, modifications on the IMS to support non-3GPP accigsrke will be provided.
At the end, requirements of a fixed and a mobile provider with respect teettessary enhancements in
access and transport networks to support IMS are presented.

3.2.1 Requirements

From the definition and concepts of FMC a large list of system requiremantbe derived. When
considering fixed mobile convergence it is perhaps equally important terstashd the requirements
imposed by the end-users as well as the technical requirements of tieesaptwork and device con-
vergence. The identification of requirements is simplified by dividing them im@té&gories:

1. Convenience and ease of useequires simplified processes for identification and billing.
2. Service transparency:offers service and personal mobility support.

3. Network convergence:allows sharing of network resources.

4. Security: provides combined access control, authentication and security mechanisms.
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5. Always Best Connected:implies use of best available network, mobility support and QoS guar-
antees.

[Ame05, EUR99, GOC04] are some good examples from the literature that discuss the FMC
paradigm and its requirements. The next sections go through them arnydhstwdfar the IMS gives
technical solutions in every requirements area.

3.2.2 Convenience and ease of use

Convenience and ease of use are close related to the end-user dethBM{S communication network
should provide means to offer the following features:

e Single and unique user identity for all services, all network technologid$exminals
¢ Unified authentication and authorization for all services and network types
e Single bill for all type of services

In addition to this, the technical implementation has to be a user friendly solutibtidés not bother
the user with technical details or manual settings (smart user interactiolu sleopossible).

IMS uses SIP uniform resource identifiers (URI) [SR®R] and tel URI allowing access indepen-
dent unified naming and addressing. SIP provides a user with a logicsitydeegardless of the device
type he is currently using or the device’s physical location. This allowssuseroam and to switch
between devices (such as from a handset to a computer SIP phoile)remaining reachable through
a single address. Callers do not need to try numerous phone numbearsSiihcouting mechanisms
allowed the forking of calls to different devices.

The forking functionality of SIP [SRS02] allows the multiple contacts of a single address of
record (AOR) get sequentially or parallel called. IMS operator may implémisn aparallel ringing
function where multiple AORs (hot contacts as in SIP forking) will get called wheallehits an AOR
with the activated parallel ringing feature. The user preferences inicatidn with a presence server
should manage the parallel ringing operations to consider the user'stonte

The Single Sign On (SSO) concept is possible due to the IMS specificatianuafqueprivate
identity and multiple associatepublic identitiesand subscription profiles The scheme in figure 3.1
depicts this relationship:

Public

User Identity
Service
Profile
IMS Private Public

1
1
Subscription User Identity i | User Identity
i
1
: Public Service

User Identity Profile

Figure 3.1: Relationship between IMS private and public identitiefssuwiption profiles and the implicit registra-
tion set.

IMS enables implicitly registration of multiple public user identities authenticated indheemet-
work. After IMS registration the S-CSCF can be configure to automaticaifppe service registration.
The S-CSCF based on the information contained inrtitial filter criteria of the user’s service profile in-
forms the application servers about the registration status of the user. ABemastart communication
services with the user (e.g. delivering of messages, notifications, voite mhae user subscription-
related information is stored in a centralized HSS and can be made available¢®&
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The chargingcapabilities of IMS are almost unlimited and are specified in [SA05a]. Tharatpn
of service and transport planes allows different charging schemtearaport layer and IMS (service
and content) levels. Due to the flexibility of the SIP signaling, IMS chargimgbégities includeonline
andoffline charging, event charging (e.g. messaging), per media component charging (iBciim
of SDP) or calling/called party charging models. IMS charging providesaiprs to be more than "bit
pipe" provider.

Since all user identities are related to a single private ID, a single billing syfsteall types of
services is possible. Though IMS enables all these billing capabilities,| avosll deployment of
single billing is very complex. Different billing mechanisms from deployed sscetworks need to be
accommodated (see charging correlation in the FMC issues descriptioapitci3.3.4).

3.2.3 Service transparency

Users expect seamless transparency of features and continuityviteseas they roam between loca-
tions covered by different communication technologies (e.g. WLAN, GS&yvall as convergence
between mobile and wireline devices. Additionally, service transparenayeidad to manage incom-
ing and outgoing communications on any device based on the user's cofitextcontext can include
user’s availability and location, terminal capabilities and user preferer&esn a service perspective,
following requirements have been identified:

e Personal and service mobility support
e Support of a wide spectrum of services
e Adaptation of network and/or applications

SIP enables service apersonal mobilityindependent of the used network to access the IMS. Per-
sonal mobility is achieved by the SIP addressing scheme as previoushbeesin chapter 3.2.2 with
regards to convenience and easy of use.

Service mobilityrefers to the end user’s ability to maintain ongoing sessions and obtaineseimic
a transparent manner regardless of the end user’s point of attachrhergervice mobility includes the
ability of the home service provider to either maintain control of services uiges to the user in the
visited network or transfer their control to the visited network. The sesvit®uld have the "same look
and feel" even in different networks. This ability appears in the definitideMC in chapter3.1 and is
referred to as the Virtual Home Environment (VHE)

Means forpersonalizationare required to make user’s presence and preferences alwalgblava
offering the user the capability 8fiaving access to my data, through my preferred device, when | want it,
where | want it."The two main objectives of personalization and provision of a VHE strivEt¢H99]:

1. Maintain the QoS of ongoing sessions as the user roams around leeteusgetworks.
2. Ensure that the mobile user has access to all of its subscribed netweides and features.

IMS service architecture allows the provision of a VHE through the implementafiservices in
the home network. Thus, service knowledge is not required in the visitedre Figure 3.2 shows how
the service interworking between different providers is simplified by th® Idyered architecture (figure
3.3 shows the horizontal service integration). The IMS Service Corngal)(interface that connects S-
CSCF with AS allows flexible third party service deployment increasing thgerahservices offered to
the user and maintaining the control over user’s services.

By having the user related information stored in the HSS, the IMS offerabilities to manage
the user’'s environment. The user environment is defined as the "avemgsrk and terminal”. The

In online charging the user effectively pre-pays for a service whileffine charging a user is billed after the service.
Thus, the first charging method is implemented as a "pay-as-youygtém (e.g. prepaid cards), whereas the second method
is implemented where the user billing for used services happens atregatzals (e.g. monthly billing).

2In the literature this feature also appears referred to as User HomeBmént (UHE).
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Actual service architecture interconnection IMS based service architecture
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duplicated for each service re-used for all IMS services

Figure 3.2: IMS architecture simplifies the interconnection agreeméptween telecom providers. Source Erics-
son.

definition of this environment allows a roaming user to get his services lmasadcombination of his
subscription parameters and the technical constraints of the accesetarmtknbeing used. Access
network information is provided at the time of IMS registration by including thisrimiation in SIP
private headers. Based on these identifiers the S-CSCF an AS cartredppovision of services to the
user environment characteristics. This function is of major importance iteadgeneous environment,
while homogeneous systems do not require such data because they arigdlynipicame for all users.

The centralized HSS subscription database includes information su@pasitory data, IMS public
identities, IMS user state, initial filter criteria, location information, chargingrimfation, subscription
profiles, etc.

S-CSCF uses thimitial filter criteria to involve AS(s) as needed to provide services and features.
The S-CSCF forwards messages to each AS in the order indicated by therfiiga received from the
HSS in the subscriber’s service profile. After the last AS is contacted, ttfeemessage is sent to the
intended destination. IMS defines Service Point Triggers (SPTs), gaitite SIP signaling on which
initial filter criteria can be set, including:

Any initial known or unknown SIP method (e.g. REGISTER, INVITE, SIEAGE, etc.)
Presence or absence of any header or its contents

Direction of the request with respect to the served user (originatidagimation)
Registration status of the user

Session description information (e.g. any property in the SDP)

aprwdpeE

Itis important to remark that 3GPP standardizes IMS service capabilitiesaservices themselves
(following the principles of SIP). IMS standardization focuses primarilyttem IMS core network for
multimedia session control, including real time and messaging services. It iptreMobile Alliance
(OMA) [oma] who investigates the applications space by standardiziniceezmablers (e.g. presence,
directory, media handling, etc.) on top of IMS.

Nonekiller servicesbased on IMS are yet available, but there is a common belief that conibectiv
is thekiller servicein NGN. IMS is also usually referred askéler service delivery platform because of
its feature allowing:

e Sharing of common resources (services enablers)
e Seamless integration of legacy and emerging services

¢ Flexible and easy creation of new services (support for differemicgeplatforms through the ISC
reference point [SA05c])
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e Third party service support (developers and providers)

The SDP negotiation is a key feature that allows the adaptation of communicasisiorss to end
device capabilities or changes in the media (e.g. due to changes in the netrditions). The provision
of network based adaptation functions is also required to allow per se irtinepuser applications
to interconnect [SSSTKO06]. Once again the service architecture ofddt®s the definition of such
adaptation functions by calling the required AS when incompatibilities are ddtecte

3.2.4 Network convergence

The concept of network convergence has been presented in cl3api2r The requirements on the
network layer can be basically summarized in:

e Common network control and support functions
e Common transport networks
¢ Inter working with other networks (legacy support, other operator'S)M

A converged network using IMS allows the following resources to beeshaegardless of service or
access type (see figure 3.3):

e Charging (common subscription profiles)

e Presence and location (unified naming and addressing)

e Directory (group and list functions)

e Provisioning (control of QoS)

e Media handling (interworking with other networks such as PSTN)
e Session control (session management)

e Operation and management

e Security (authentication and authorization)

Figure 3.3: IMS architecture allows sharing of network resources iethelent service or access type. Source
TISPAN.

This set of resources are once defined by IMS and can be reussshiges based on IMS. There is
no need any more to define network functions such as charging, Qo$pgphathentication and autho-
rization, location and addressing, etc. for each service upon IM&étanore, services are supposed to
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interact with each other reducing the duplication of functionalities and istrgahe user’s experience.
One example of such a service interworkingissenceA presence server makes the location and status
information of user available to other services requiring this information. Miaide include, registered
user identities, available devices and capabilities, context information etc.

IMS layered architecture separates access from service plane epaason of signaling and data
path increases the efficiency and flexibility. Furthermore, the layerdutecture allows the use of
a core IP based common transport network for all services and atygess A so calledhorizontal
integrationis achieved through the replication of common network functions and routidgiigcovery
mechanisms for all IMS services. In traditional networks services aticakvertically integrated
functions at different layers need to defined for each service (@eef8.4). IMS reduces thus requiring
the efforts in service implementation and maintenance.

Vertically integrated services Horizontal integration
n n Routing & Discovery
Terminal Network logic Terminal Terminal Network logic Terminal
Replicated - not reusable Replication of common functions

Routing & discovery

Figure 3.4: IMS horizontal integration through replication of commamétions. Source Ericsson.

The I-CSCF acts as an inter IMS contact point and routes incoming andiogt8IP signaling. But
in same cases the destination party can be out of the IMS network, for é&xanfixed phone in the
legacy telephone network.

Interworking with the Public Switched Telephony Network (PSTN):  SIP Invite messages are routed
to the serving S-CSCF of the originator user. The S-CSCF, possibly jorueiion with an Application
Server, shall determine if the session should be forwarded to an extetnark such as the PSTN. If so,
the Invite request is forwarded to the BGCF in the same network respofwilsielecting the network in
which the interworking should occur. This process can be based drploloay based depending of the
destination address (To: SIP URI or tel URI).

If the BGCF determines that the interworking should occur in the same netieak the BGCF
selects the MGCF which will perform the interworking, otherwise the BGGWdod the invite informa-
tion flow to the BGCF in the selected network. The MGCF will perform the inteking to the PSTN
and control (SIP to PSTN signaling e.g. SS7) the MG for the media conmerRIP to e.g. G.711 au-
dio codec). [KHO02] analyzes how breaking out to external netwonkispassing through several media
gateways considerably increases the signaling delay. The high let&#lgquocess is shown in figure
3.5.

Interworking with the Internet: ~ With current SIP specifications of IETF and 3GPP interoperability
is difficult to achieve. SIP clients and servers software must be modifiedyfare to be used in IMS
network. The essential interfaces regarding SIP are:

3Note that Global Switched Telephony Network (GSTN) equals a PSTN
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Receipt of SIP
invite

S-CSCF determines if
the session is to be continued in IM CN
or in GSTN?

To GSTN via Network

Continued via
IM CN subsystem

Fibacr naserik BGCF selects network

Same network

. . BGCF forwards BGCEF selects &
Continue with signalling to forwards
SIP routing the selected the signalling
network to the MGCF

Figure 3.5: High level overview of the network based GSTN interworkimgakout process as in [SA05c].

e Gm-interface between the UE and the P-CSCF
e |SC-interface between the S-CSCF and the AS
o Mm-interface between IMS and other SIP networks

Due to the SIP use in 3GPP as described in chapter 2.4.3, available SIP wéedtsnodifications
to access IMS services and available SIP servers require changesuset as application servers in
the IMS. Some kind of SIP version adaptation is required to ensure intalmfiy. However, the stan-
dardization of the Mm interface from IMS to other SIP networks such atntieenet is still an ongoing
process. Interoperability between the IMS and the Internet would all@silpiity of multimedia ses-
sions between Internet and IMS users. To overcome interoperabilitgsis8GPP and IETF have to
cooperate to address current access network dependenciesy filigtussed in chapter 3.3.1, that in-
clude SIP end-to-end communications, new SIP header fields and sigpadtegures and different SIP
timers.

3.2.5 Security

Security is very important in the wired and Internet worlds as well as in mobtleanks. End-users
expect the same or better safeguards for their converged communicionsaditional voice services.
Security should be provided in the converged networks no matter whiaedmvaccess network is used.
Means to prevent spam, viruses, or fraud are also very valuabledditian to this, it is also be very
important to be able to identify the issuer of a communications session as wedl asdtis ability to
accept or deny it.

e Combined authorization and authentication mechanisms
e Means to guarantee non-repudiation, privacy, and integrity

IMS based networks split the authentication in two parts:

1. User authentication for services is done in the core network (homergdrsnetwork).
2. Terminal authentication granted by the access network that providasciivity.

While in the second part the device capabilities and access network teghmgtermine the avail-
able authentication procedures, the identification of user is done at a léghEby the IMS in the user’s
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home network. This service authentications is agnostic of the access ketsadt to access the IMS
services.

Having a central HSS containing the user’s subscription data allows tiséragign of multiple termi-
nals belonging to the same user and eases the merging of user identificatidiffenent authentication
methods. This feature is also referred to as Single Sign On (SSO). Bueahlde implementation of a
centralized HSS is not that simple. The convergence of coexisting usgag$or access network authen-
tication and service authorization implies complex agreements between sexwadeps and different
carrier and telecom operators. Besides the technical issues of a aranfidementation, providers are
not willing to share their user’'s databases without enough guarantees.

Therefore, the real implementation of a centralized HSS has to be combsateeecritical factor. In
addition to this, storing the authentication data in one central entity requir@sghaveference point
to the HSS and cannot be implemented for each access network point. pERRGH to solve this is
the definition of a AAA Proxy-Server architecture as specified for WLisdérworking [SA06a]. In
chapter 4.4.5, additional mechanisms for combining different AAA methodsreerging terminal and
IMS authentication procedures are proposed.

chapter 2.5.1 explained the IMS authentication steps and IPSec basgotiemgorocedures between
SIP UA (terminal) and the IMS entry point, the P-CSCF. These securityeproes are access technology
independent fulfilling the FMC requirement with regards to combined autlaisticmechanisms.

The IPsec security protocols defined by IETFovides the network layer with security services. The
Network Domain Security for IP based protocols (NDS/IP) offers:

data integrity

data origin authentication

anti-replay protection

confidentiality (optional)

protection against traffic flow analysis (limited when confidentiality is applied)

Confidentiality and integrity protection for SIP signaling are provided in alopop fashion. Key
exchange protocols defined by IETF are used for negotiation of IPAsde.g. see IMS registration in
chapter 2.5.1). The security mechanism is negotiated, but only IPSeqisrteghin the actual release.

The Service RouteVia and Record Routeorocedures defined for IMS SIP signaling are intended
to protect the network from malicious UEs that could try to bypass some INM&onle elements (e.g.
CSCEF, charging functions).

The I-CSCF offers topology hiding capabilities to protect the internal nétemnfiguration from the
signaling coming from visited networks. The CSCF servers provide meghario encrypt the user’s
identity due to a privacy request of the user.

In order to prevent the IMS from enan-in-the-middl® attack, the network domain security for
IMS includes hop-by-hop IPSec integrity protection deployed betweesigalbling nodes. End-to-end
security (e.g. encryption mechanisms) is not supported.

3.2.6 Always best connected

The ABC concept [GJ03] is concerned with users expectations onlesialmmunications, independent
of access, and guaranteed connection quafityaysclaims for seamless connectivity and ubiquitous
networking.

4RFC 2401 specifies the base architecture for IPsec compliant systempresented architecture provides various security
services for traffic at the IP layer (IPv4 and IPv6).

5A man-in-the-middle attack is a security threat where an attacker is abledo iresert and modify at will, messages
between communicating parties without either party knowing that the ctaondeetween them has been compromised. There-
fore, the attacker must be able to observe and intercept messapesged by the victims.

SUbiquitous networking, also used in the context of pervasive compugingompasses a wide range of research topics,
including distributed computing, mobile computing, sensor networks, heeoeputer interaction, and artificial intelligence.
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Reliability and security must be maintained by the operator by ensuring the sa®énQuture
networks that the user experience today. Connection quality expectatiomglite low in mobile com-
munications and require improvements in order for services and applicaticeanolessly exist in a
converged communications worl@estvaries according to user preferences and used services, Qual-
ity of Experience (QoE) and price. The use of the best available net(haded on user’s preference
rules, context information, user interaction, etc.) is expected. The folipvéquirements need to be
addressed:

e Network guarantees on end-to-end QoS
¢ Inter-technology access support (access-device independeicesg
e Seamless service continuity (enhanced inter-technology terminal mobilitpslipp

It is the IMS framework that guarantees transparent end-to-endtasfoethe end-user: mapping
QoS parameters and security methods, as well as applications methods.ugya8tges in the access
networks can be complemented wikliffServenabled core network guarantying end-to-end quality of
service.

Quality of Service in IMS

3GPP has adopted a layered QoS architecture that defines how appligaSaequirements are mapped
to appropriate Bearer Service (BS). The BS describes how a givetorkedefines and provides QoS in

its layer. Each BS relies on the QoS-enabled services of the lower |&teapter 3.2.6 provides further

details on the QoS layered architecture. 3GPP specifies four classaffiof tr

e Conversationaltraffic requires a guaranteed bitrate with low latency (e.g. real time applisation
such as voice and video conferencing).

e Streamingtraffic needs a guaranteed bitrate and tolerant delay (e.g. video strgaming

¢ Interactive traffic applies for services requiring some assured throughput in trgheovide good
response time (e.g. web browsing).

e Background traffic classes correspond to burst traffic with various priorities, btitout a guar-
anteed bitrate (e-mail).

In IMS during the call setup handled by SIP the access network has\lpithe required resources.
To ensure this, Ta Policy-based QoS control in IMS has been split bettmae entities: the Policy
Decision Function (PDF) and the Policy Enforcement Point (PEP). THetRKes a service level policy
request from the application layer (e.g. the SDP of an INVITE is pagseed the P-CSCF to the PDF)
and the PDF translates it into IP QoS parameters (e.g. a G.711 call woulchbkatea into real-time
priority with 80 kbps IP bandwidth required). The access network is tis&adaif it can provide this
Qo0S. How this is done and the next steps depend on the type of accesskngted.

Once authorized and approved, the network must guarantee thatéseseces are made available
to the legitimate users. An IMS session ensuring QoS must go through theifalsteps during setup:

1. Authorization of resources: During an IMS session setup the P-CSCF examines the media descrip-
tion in the SIP message and queries the PDF if the required QoS can beizdhdrhe QoS
query to the PDF is done using the Diameter protocol [SEQE. If authorized, the PDF answers
with an authorization token and the P-CSCF includes the token iRtkedia-Authorizatiortag
[SMar03] of the SIP message. The token will be used later by the UE td todbe PEP the
validity the of requested resources. The media policy features include:

e network-wide policies, which are typically enforced by the P-CSCF (eagirig of certain high-
bandwidth codecs).
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¢ individual policies, which are enforced by the S-CSCF. (e.g. user Adioet allowed to set up a
video session).

2. Reservation of resources:[SCMRO02] introduces the SDP preconditions mechanism that delays the
completion of a SIP session establishment until resource reservatioeesisccOnly the "gqos"
precondition tag has been defined and its supported is mandatory to éeexgddding the IMS.
During the session initiation SIP UPDATE messages are used to inform tideochanges in the
resource availability (see session establishment signaling flows in chapt&y. 2

3. Commitment of resources: The PEP receives the media authorization token an queries the PDF via
the COPS protocol [SDB00]. In 3GPP networks the token is carried in the PDP messages and
the PEP is implemented in the GGSN. If the traffic description conforms the palkgiesed from
the PDF the PEP opens the gate to the traffic flow (often refer to as gatefuntthe PEP).

The critical Go and Gq interfaces

When studying the multi access technology support of IMS it is easy to igightft a critical point
is the reference point connecting the access network gateway andttheeint to the IMS. The Go
interface [NTO5b] allows service-based local policy information to beshad" to or requested by the
Policy Enforcement Point (PEP) in the access network gateway (e.g.NfESn a Policy Decision
Function (PDF). This functions are shown in figure 3.6.

UE AF
. y . (Application Function)
pr— AF Session Signalling
i GGSN t Gq
Go
PEP L PDF
\(Policy Enforcement Point’ (Policy Decision Function)
IP BS Manager |P BS Manager
Translation/mepping Translation'mepping
function furction
: ;
<4—> Sgndling path
LMIBESRRRag UMTS BS Manager

Figure 3.6: The Go interface requires enhancements at the access ketdge points. Source [NTO5b]

The Application Function (AF) is an element offering applications the reduiomtrol of IP bearer
resources. The AF is capable of communicating with the PDF to transfemilyi@oS-related applica-
tion information via the Gq interface. AF session signaling is used to contr@fh@.g. IMS) session
and the AF information can include e.g. application identifier, type of medialvaath, IP address and
port numbef. One example of an AF is the P-CSCF and an AF session signaling is SIFR8EdM that
IMS may not be the only service architecture upon this access netwoekefdre the AF terminology.
The Translation/mapping function shown in figure 3.6 provides the intekingbetween the mecha-
nisms and parameters used within the access network specific bearees¢B5% e.g. UMTS Bearer
Service and those used within the IP Bearer Service.

"The protocol used in the Gq interface is Diameter [SCI03] and the encoding of the service information is provided in
3GPP TS 29.209

8Bearer Service: A type of telecommunication service that provides fhabdity of transmission of signals between access
points [SA06b].
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SIP sessions can handle multiple media simultaneously, that means diffei@me@orements and
IP addresses and ports need to be managed for a single session. Thisgis ehallenge for access
networks. They need to be capable of handling each media streamtegpfoacharging, resources
reservations or authorization purposes. For 3GPP that meant the riedthtoan additional parameter to
force the set up of a new PDP context for each new media stream in thersgSther access technologies
need to define and implement the required changes in their access systene thaimeown policing
requirements.

3.3 3GPP and TISPAN architectural and functional convergence

This section introduces the fundamental characteristics of 3GPP andNI&®ehitectures. A compari-
son of both architectures is required to understand the inherent diffesef both access networks.

The 3GPP PS Domain GPRS procedures for IP connectivity servicegrdiaiition and location
management are replaced in TISPAN by the Network Attachment SubSysi&8S) having the fol-
lowing main functionalities:

IP address allocation (e.g. using DHCP)

Authentication, taking place at the IP layer (prior or during the addressadibm procedure)
Authorization of network access (based on user profiles)

Location management, taking place at the IP layer

Resource control is done at the Resource and Admission Control yier$(RACS) in conjunction
with the Resource Control Enforcement Function (RCEF) and Bordmwiaa Function (BGF) entities
and includes the following functionality:

e Admission control

e Resource reservation
e Policy control

e NAT traversal

Session control is responsibility of the IMS regardless from the type adsacnetwork used. This
access independence for the cases of GPRS, WLAN and DSL netisatkpicted in figure 3.7, while
table 3.1 summarizes the different architectural entities of 3GPP, TISPAharenvisioned NGN.

| Architectural Element || 3GPP | TISPAN | NGN \
Network Attachment GPRS entities + HLR NASS entities ANG + HSS
(PS part)
Resource Control PDF and GGSN RACS entities +RCER PDF + PEP
and BGF entities
MM Session Control IMS (R6) (R1)IMS (R6) IMS (R7)

Table 3.1: 3GPP(R6) and TISPAN R1 and NGN architectural comparison.

3.3.1 3GPP IMS dependencies on access technology

3GPP IMS R6 has been defined access independent. How the SIP esegsatransported to the edge
of the IMS network does not affect the IMS functionality. Any accessitetogy that is capable of
transporting SIP messages to the P-CSCF may be used.
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Figure 3.7: 3GPP and TISPAN access networks acceding IMS Release tagr8ource [CumO05]

There should be no requirement in the IMS or associated UE for coafigarto a particular access
technology. 3GPP should investigate mechanisms to allow the P-CSCF and ttterhlike consis-
tent determination of the access technology. A huge issue is to detect eide de the mixtures of
technology an access system should be taken into account,

The access relevant aspects are only UE capabilities and QoS. G@GRRtIMS release dependen-
cies on access technology are:

e SIP timers: SIP defines in RFC 3261 [SRS02, page 264, table 4] a set of timers to use through-
out SIP transactions. To accommodate 3GPP air interface processirtgpaachission delays,
3GPP IMS modifies (lengthens) in [NT05a, Table 7.8] the timer values, to pieedpn the SIP
signaling between the P-CSCF and the UE. For broadband networksahcsesonsideration does
not apply and standard (or optimized) SIP timer values should apply.

e SigComp: 3GPP mandates in [NT05a] the UE and P-CSCF to support Signaling Caitpres
(SigComp) as defined in RFC 3320 and SIP compression as defined in 486C SigComp im-
plementation is required in 3GPP UEs and the P-CSCF. SIP compression miniteiags over
low bandwidth 3GPP radio access, for broadband access (e.g. x@aBle) this set of considera-
tions does not apply and should be optional. The P-CSCF should cotiether SIP compression
is enabled or not, based on local configurations or e.g. on the acdesskgype reported in the
P-Network-Access-Infoeader.

e Service based local policyThe Policy Decision Function (PDF) uses standard IP mechanisms to
implement Service Based Local Policy (SBLP) at the IP bearer layer PO makes decisions
in regard to the SBLP using operator’s policy rules, and communicates dieeggons to the IP
Policy Enforcement Point (PEP).

e Use of 100rel and preconditionsReliable Provisional Response is specified in RFC 3262 [SRS02b]
and defines a SIP request called PRACK that is used to enable early @w&dia and to ensure
reliable delivery of provisional responses. Support of PRACK chedptional for other access
networks. SDP preconditions, as introduced in RFC 3312 [SCMRQOQ}jneresource reservation
mechanisms at the UE and access networks. Non 3GPP access newwdksat support these
mechanisms.

e P-Headers: A set of private SIP headers for use by 3GPP have been specifieBGn3R55
[SDra05]. These P-Headers may not apply to other access systenmsaaiifications or addi-
tional P-Headers could be required to meet access network’s requitenT@SPAN is currently
preparing an IETF Internet Draft on additional P-Headers for itdrugéreline access networks.
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A critical mandatory private header is tReAccess-Network-Inforhis header enables the UE to
inform the network about the access technology (e.g. radio, 802.11), B& non-3GPP access
networks, support of th®-Access- Network-Infts optional at the UE. The UE can report this
information only if it knows the type access technology that it is using. Famgse, a dual mode
phone may know that its network access is over UMTS, while a soft clieat@ may not know
whether its access is over DSL or cable. According to IMS,Rh&ccess-Network-Infbeader
must be included by the UE in any SIP message (with some exceptions) senitynpeotected.
With this information, the CSCF is capable of:

— Optimization of SIP timers values

— Services based on (and optimized for) access network type
— Determination of whether SIP compression is needed

— Provision of emergency services (as described in [NT05a])

It is possible that an external SIP client does not support one or niithhe &IP extensions required
for IMS end points to set up IMS sessions (e.g. Preconditions, Updafeel) as described in chapter
2.4.3, then the UE or other SIP user agents within the IMS should be able tzatMlto SIP proce-
dures which allow interworking towards the external client. Further cenatibns are suggested on the
impacts on UE configured to one of the following two modes (e.g. 100rel of#ipn

1. Required: The UE must include option tag "100rel" in SRequireheader of the INVITE request,
so that it is able to establish sessions only with other UEs that also suppd@HeR

2. Negotiated: The UE must include option tag "100rel" in the SSBpportecheader of the INVITE
request so that it can negotiate whether PRACK is actually used or ned baswvhether or not it
is also supported by the remote UE.

Further studies should evaluate how making access network points Si€ eavasolve SIP imple-
mentation differences in the UEs by adding or modifying SIP headers asadq

3.3.2 Differences between fixed and mobile access networks

The IMS specifications were developed for use with cellular access fehand were based on certain
assumptions regarding the access network, such as the available blndWiv that IMS has been
adopted to support fixed and mobile access networks, the understarfidiveginherent differences be-
tween 3GPP and other access networks (e.g. XDSL) is required. Tihis atpre-requisite to any attempt
to adapt the 3GPP IMS specifications to the ETSI TISPAN requirementsaddion of IMS for NGN
requires the identification of the impacts on the IMS when considering nédtR3&cess networks. In
the following, the main differences, impacts and open issues are pressted on TISPAN studies
[tis06].

- Wireline versus Wireless: Constraints in terms of link characteristics, bandwidth scarcity and security
are different in wireline technology (e.g. xDSL) from those of 3GPReastetworks.

- Impacts: Consider optional the support of some features that are currentljdened manda-
tory or have fixed values (e.g. SIP compression, SIP timers for the djalogs

- Terminals: The 3GPP specifications place a number of strong requirements on tereyadiildies,
based on the assumption that dedicated terminals will be available. It is likellesisastringent
requirements will be placed on NGN terminals in the context of fixed accéssrs (e.g. manda-
tory support of IPv6, IMS SIM card) Though sophisticated terminalg@ritbme gateways might
be available at the customer side, access to multimedia services should estried to such
equipments.



40 CHAPTER 3. ANALYSIS OF IMS BASED CONVERGENCE

- Impacts: Relaxing the constraint on the support of IPv6 requires IPv4 supgpattthe corre-
sponding NAPT functionalities. Consequently, extensions for working MART function-
ality need to be specified in the IMS. Relaxing the constraint on the suppoHGL by
end-user equipments implies that alternative authentication proceduresvéltdbe taken
into account (e.g. relying on the subscription line identification).

- Location Information: Location information in 3GPP access networks and xDSL access networks
is different in nature. 3GPP terminals are aware of their own location (catitity, P-Visited-
Network-1D [SDra05]) while terminals connected to xXDSL networks argallg not aware of the
equivalent information (this information is usually provided by the identity ofBRAS and the
ATM VC that carries the user traffic).

- Impacts: Impact on various protocols which convey this information, both on signaliteg-in
faces and charging interfaces. The IMS may need a new interface tettherk attachment
functions of the IP-CAN to access the location information. Further studygigined on
how a SIP aware network identity could set the information about the atmgssology and
location in the SIP P-Visited-Network-1D field [SDra05] when the end whfice has no
means of doing this.

- Resource management:3GPP User Equipments (UE) have the ability to manage the resource reser-
vation (e.g. GPRS requests for PDP context activation/modification). No siprdaedures are
available for xDSL access networks (no interaction between UE and tivkel&fer). A suitable
mechanism should be available at the IP layer between the terminal and théeAdN@RAS in
case of xDSL).

- Impacts: Changes to the IMS resource authorization and reservation prosedsithe resource
reservation procedures for xDSL access networks will have to be iuitigta network entity
(e.g. the P-CSCF in case of SIP-based services) on behalf of endeasinals.

- Regulatory issues: Regulators may request network operators to fulfil specific requirenierad-
dition to the 3GPP specifications (privacy, lawful interception, locationrinfdion, emergency
calls, etc). For example, the ability for a certain category of subscribergetvide calling identity
presentation restrictions has to be provided. Emergency calls must bertaepfsom any access
point and are also required to provide accurate geographic informdtart the caller’s location.

- Impacts: Provide means for lawful interception at both the signaling and transpenreg of
IMS based networks. Once again, generation of location information isreebto provided
emergency calls services.

Some of the above differences may fade in the future (e.g. widely suppdiPv6, IP resource
reservation protocols in terminals and BRAS). But the inherent diff@®between wired and wireless
access systems raise the described impacts to be addressed in the INI&sipas in order to support
true FMC communications. Close cooperation between TISPAN and 3GPPBéster to address the
necessary changes to the base IMS standards and become pantefdlgases.

Further study and work is needed to identify the requirements and issu@gexf access technolo-
gies such as WLAN access to xDSL and IMS connectivity.

3.3.3 Requirements for IMS compliant access systems

Policy based QoS architecture from IMS offers providers a greatimmality to control the QoS of mul-
timedia sessions. But the proposed architecture also requires someanddansthe access networks.
Though the definition of IMS is made access independent, that does notthegsevery access tech-
nology is already prepared with the actual equipment deployment to dup®rservices. Figure 3.6
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shows the layered QoS architecture for IMS capable access syst@msfollowing main impacts when
planning IMS over different access networks have been identified:

e PDF extracts from the SDP passed by the P-CSCF the details about the-emnd-services that
need to be supported (e.g. description of IP flows and related QoSptEstiat least bit rate
information and a "traffic class" representing the delay/priority requirédm&he PDF is required
to perform a mapping of QoS parameters to IP bearer level QoS paramatisstood by the
access networks.

e PEP and Go interface implementation are required at the ANG to allow e.g. pglieirdata flow.

e The access system is required to provide mechanisms to interact with thefitidsge.g. RAN)
in order to:

— Translate IP bearer service level to lower layer QoS. The ANG may genan aggregate
for each traffic class consisting of all the end-to-end-services teatapped to the same
traffic class and their combined QoS description (at least bitrate).

— As well as the ANG, the UE is required to perform the same mapping of eeddeservice
IP flows to IP bearer services (see figure 3.6).

— With regards to the resource management, resource reservations at tippAauthorization
of a session are required to guarantee end to end QoS. In addition todtessasystem
must be capable of inform when the resources are available (as spécifiee IMS session
initiation procedures, see chapter 2.5.2).

— Indication of bearer modification are required in the access networkstarirgbout changes
in the QoS or connectivity at the link layer. The PEP in the ANG shall repitéithe PDF.
Then, the indication will be forwarded to the P-CSCF enabling a network irdtiséssion
release after a connectivity lost [SA05c].

e Further considerations include alternatives or means to transport a nudigization token from
the UE to the PEP point (e.g. in GPRS the token is included in the PDP context).

3.3.4 Openissues

Heterogeneous IMS controlled networks supporting fixed and mobilesgggpments and enabling fu-
ture and legacy services are constrained by the following factors:

e Legacy Equipment:
— Existing customer networks (e.g. hubs, routers, WLAN)
— Existing customer terminals (e.g. PC, PDA, phones, very diverse)
— Already deployed access networks(e.g. XDSL, transport backpone
e Core Network: support for non-3GPP access should require mininzadgels to 3GPP’s IMS
standards.
¢ IMS interoperability between telecom providers (roaming issues) and RSN interworking.

These constraints are consequence of a real world deploymentdimgyélae challenges of the FMC
paradigm. Due to the inherent fixed mobile differences of ETSI TISPAN3BPP architectures, the
adoption of IMS for all kind of access networks has important impactsg ikex large list of open points:

e Network attachment, IMS discovery and registration

%The external Bearer Service shown in figure 3.6 depends on thédeekopology of the transport network. IP traffic
engineering techniques such as DiffServ [SBEB] or MPLS [SRVCO1] are suitable for QoS capable communications in the
transport backbone. The reference architecture used in this wotkiigiiescribed in chapter 4.4.2
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— Static P-CSCF address configuration in terminal, DHCP based
— IMS signaling handling (in DSL best effort traffic)

QoS resource reservation, admission control and policy control

Mapping SDP parameters to QoS of the access network
Define TISPAN QoS classes (as done in 3GPP QoS classes)
Different triggers due to network-initiated vs. terminal initiated reservation
Media authorization token considerations (optional support for [SBJarO
PDF discovery by P-CSCF (access network type knowledge in IMS core
Optional support for SIP Precondition [SCMR02]
Service Identifiers (large discussion on unified identification of AS orreSgonsible for a service
or class of services)
Support of IPv4
— IPv4/v6 inter-working and NAPT in IMS core (under discussion in 3GPP)
— Introduction of NAPT between UE and P-CSCF
— IMS in residential network where NAT devices are widely deployed

x Residential GW role in IMS discovery (DHCP relay) and operate as SERUBA2
x Residential GW may play role in QoS provisioning/reservation

Security

— Security association on terminal or P-CSCF (IPsec vs Transport |Sg@urity). P-CSCF
shall be protected in secure manner, when it is used with actual wiresisacetvorks (direct
IP connection available).

— 3GPP security association between UE and P-CSCF broken by RGW dFNAT
— Alternative authentication procedures (e.g. PCs do not have smas) card
— ldentity authentication of a subscriber terminal

Charging correlation info generation and handling

— CDR generation by non-3GPP access networks (e.g. BAS/ARC for DSL)
— Correlation with IMS ICID (required changes to ICID info handling in IMS&p
Location information
SIP use of 3GPP (interoperability issues)
— SIP end-to-end encryption cannot be provided since it contradictetelegulatory require-
ments such as lawful interception.
— Support for SIP extensions and additional signaling proceduresefioed in RFC 3261.
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3.4 Mobility support on converged networks

A fundamental feature of true FMC systems is the provision of seamless mobilitysaeeterogeneous
access systems. The analysis on IMS regarding FMC pointed out thengeallef real access system
independence and presented a wide spectrum of open issues. Takimgatlconsideration, it is easy to
foresee that the provision of mobility management mechanisms for IMS thialieeseamless handovers
between heterogeneous networks will be a very challenging task.

3.4.1 Mobility concepts

The concept of mobility management can be described as the essentialbgghthat supports roaming

users with mobile terminals to enjoy their ongoing services through diffecerisa networks [SHSO01].
Mobility management (MM) is defined by ITU-T in [Q.204] athe set of functions used to manage

a mobile user accessing a local network other than that user's homerietWwhese functions include

communication with the home network for purposes of authentication, azdition, location updating

and download of user information.

The level of mobility support can be basically classified into nomadic and seamiebility [Q.204]:

Nomadic mobility: Nomadic mobility supports service continuity but with limited session continuity
across the different networks. As a user moves from one networkotiham it provides a limited
level of handover that may be adequate for non-real time servicedemgil service), but not for
realtime services. Nomadic mobility also includes the limited mobility concept of roaming.

Seamless mobility A user is able to change his network access point, as he moves, withouu friteg
the current service session, The objective of seamless mobility supportpi®vide seamless
session continuity by minimizing the session disruption during handover whimlre due to the
associated latency and data loss as the mobile terminal moves into a new ategs& negion
and changes its serving network point of attachment.

From a functional point of view, mobility management enables wireless IPank$vwprincipally to
[SHSO01, CFSO05, Q.204]:

Location management: Enables the network to discover the mobile user’s current point of attathme
Locate roaming terminals in order to deliver data packets (function for statitasio).

Handoff management: Maintain connections with terminals moving into new areas (function for dy-
namic scenario). Allows a user to continue its ongoing connection while atpitg point of
attachment to the network.

The former concerns how to locate a mobile node, track its movement, andeupealocation
information. Location Management is performed to identify the current métlecation of a mobile
terminal (MT) and to keep track of it as it moves. Location management isfaséltke control of calls
and sessions terminated at the MT. Location information is given to the calssion manager for
establishing a session. With the help of location management, the correspooderis able to locate
the MT and establish a session via appropriate signaling.

The later focuses mostly on the control of the change of a mobile nodegsspoint during active
data transmission. Note that many issues in location management are nobpd&pendent, while
handoff algorithms are much related to the network protocols of e.g. routishgegource management.

Domain-based mobility management model

The basic idea behind the domain based mobility management scheme is that the rMainiiyement
strategy should be based on a hierarchical mobility management scheme thahknmianagement of
mobility by introducing the concept of domain.
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The localization of the mobility aims to achieve higher levels of performance aritifity, espe-
cially for frequently moving hosts. Considering this, two kinds of mobility camléfned depending to
the movement span:

Intradomain mobility or local-mobility:  Allows a mobile user changes his point of attachment (e.qg.
cell or access point) within a subnet to within the same administrative domain.

Depending if the moving node changes the subnet and gets a new IRaddrkassification be-
tween intra- and inter-subnet mobility can be done [SDea05]:

Intra-subnet: The mobile moves between two radio access networks that are part ofrtiee sa
subnet and does not change its layer 3 identifier (IP address). Mobilignidled at the link
layer between the access points to the network.

Inter-subnet: The mobile is subjected to an inter-subnet handover when it moves between tw
different radio access networks that belong to two different subn&tsa result, its L3
identifier is changed thus giving rise to a need for any mobility managemetacpidhat
can take care of the IP continuity. Micro mobility protocols like CIP [SACG38)\WAII
[SRPT"00] or NETLMM [SKea06b] focuss mainly on a fast, efficient and seasasbility
support within a restricted coverage. Inter-subnet handover pdtemjiees rise to packet
loss and jitter because of delay associated with transition at layer 2 andlayer

Interdomain mobility or global-mobility:  Allows a mobile station to move from one subnet within an
administrative domain to another subnet in a different administrative domagiolfal mobility
solution looks for the advantages of flexibility, robustness, and scalalidkgmples of suitable
global mobility protocols are Mobile IPv6 [SIPA04], SIP [SR'SI2] or HIP [SMos04].

In addition to the movement span, changing the point of attachment to the ketvay end up
communicating using a different interface. This are referred as intratdogy (horizontal) and inter-
technology (vertical) handovers. The problem statement of verticaldvans in IMS based networks is
later discussed in chapter 4.

Types of mobility

Strictly speaking, terminal mobility is the only form of mobility currently supportgdnuireless cellular
systems (in 2G GSM, in 3G UMTS). Besides, in the next generation, with thelafament of com-
munication and computing technologies and the increase in users requireeexeial new mobility
types have emerged. A complete mobility management scenario includes hegsigieal mobility also
personal, service and session mobility [CFSO05].

Personal mobility: This is mobility for those scenarios where the user changes the terminafarsed
network access at different locations. The ability of a user to accessafeunication services
at any terminal on the basis of a personal identifier (as per ETSI, |TRGPP).

Service mobility: Service Mobility refers to the ability of a user to use the particular (substyiber-
vice irrespective of the location of the user and the terminal that is usetidbpurpose (as per
ETSI, ITU-T, 3GPP).

Session mobility: Session mobility is the ability of the mobile user to maintain sessions while changing
between terminal devices and moving across various access and twoeksgI TU-T).
Mobility impacts

Mobility affects the whole protocol stack, from the physical, data link, aetlvark layers up to the
transport and application layers [SS]:
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Physical layer: The wireless channel varies with most mobility factors (velocity, directiorgeplatc.)
Problems related to the frequency spectrum such as resource reuaecgding interference are
two important issues at the physical layer.

Link layer: The air interface brings problems of bandwidth, reliability, and securitynifmate these
effects compression, encryption, and error correction techniqeesesded. Other problems in-
clude fixed or dynamic channel allocation algorithms, collision detection asidavce measures,
QoS resource management, etc.

Network layer: Mobility requires routing algorithms capable of changing the routing of faates-
tined for a moving node to its new networks point of attachment in. Mobility mamagé mech-
anisms are required to track the node’s movement and to keep its connectivity

Transport layer: The end-to-end connection is independent of the underlying netwerds different
technologies, wired and wireless links) and congestion control is rejtaremooth the inherent
network differences. Packet loss can be caused not only by dimmgés the transport network
but also because of connectivity looses in the wireless link. For exampie ré€ansmission
mechanisms cannot differ the source of the packet losses and usamgcdsops the date rate
though the network is not congested.

Application layer: New requirements on this layer are required to offer discovery servig@S man-
agement, and adaption to the environment. That means that device-aywéoatagns should
adapt to different types of user devices and connection-aware atiptis should to the dynamism
of the network connectivity.

3.4.2 Requirements for mobility in NGN

Currently, 3GPP based networks provide IP mobility for 3GPP basedsc@&at, in order to support
seamless global mobility in all-1IP networks with heterogeneous access ketmany mobility manage-
ment functional requirements have been identified in [DT, CFS05, Q.204, IT0O4, EUR99, AXMO04].
Following the same approach as in the analysis of IMS with respect to oth€r fesfuirements,

a compacted list of requirements is presented. Features currently pdwdd1S are described and
suggestions on missing functionalities for further work is provided. A mobilitpagament scheme for
IMS based networks should offer the following features as much indkgpdas possible from the access
system technology:

Extended mobility types: Support of personal, service, session and terminal mobility. Capability to
provide seamless terminal mobility within and across access systems. Trehalexxperience
no service disruption due to terminal mobility.

Access control and authorization: Effective interaction with QoS and AAA management to verify the
user’s identity and policies as well as to ensure that the QoS requiremehtgpplications are
satisfied when changing the access network. Convergent functidmetise identification and au-
thentication mechanism in current access networks in order to avoid digiicd control mech-
anisms.

Extended location management:Location management functions can be divided in network location
and geographical location management. Network location managementgwdohtion data
(e.g. network access point) which are normally used by network functiods as traffic rout-
ing. Geographic location management provides location information thatecarelused to offer
location based servicks

10 ocation based services are required no only for the delivery of vadided services (e.g. "search the closest pizza
restaurant") but also for regulatory reasons as explained in chapt2r 3
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Efficient IP mobility: Solutions to enable a user keeping a fixed IP address during his time tethnec
to the network. Mobility management scheme to manage local and global aalulecH2 address
is required. At the same time, IMS resource control needs to be relocatesitaccess network.
Mobility mechanisms scheme should not be constrained to one mobility protodie&tf han-
dover strategies at IP layer or higher to provide seamless mobility (searakssers continuity)
[CGKT02, AXMO04].

3.5 IMS based mobility management

The key IMS components enabling mobility management are the CSCF (Calbhis€smtrol Function)
and the HSS (Home Subscriber Service). The HSS holds all of the kegrioér data and enables users
(or servers) to find and communicate with other end users. Many of thereddgfunctions are based
on some data which are either subscription data or network data (e.g.espreide, current network
access point, network location). The storage and the update of thesaredtandled by user profile
management functions based on the Diameter protocol [STR

The CSCF aids in the setup and management of sessions and forwardgesdsstween IMS net-
works. Enabling service access regardless of the end user’sagéneal location is critical for IMS.
Based on the list of requirements presented above, functions alrgagiyrsed by IMS will be described.

Need forpersonal and service mobilityas been already discussed as part of FMC requirements for
convenience of use (chapter 3.2.3) and service transparencygcBBap2). Once again, SIP is the key
to provide means for these requirements. SIP also supports methods/foe sed terminal mobility. In
the next chapter (4), the problem of handover in heterogeneoussatesvorks is stated and the impacts
on the IMS architecture are described.

Access control and authorizatidanctions have been also introduced in chapter 3.2.5. Service au-
thentication is provided at IMS level. Combined AAA mechanisms for netwodesg control have
been claimed. Chapter 4.4.5 suggests a SIP based terminal authenticatefupechat accommodates
access network specific existing AAA procedures and reuses thentinlimn procedures specified for
IMS.

The result of the authorization function is a yes/no to a connection requagst by the user and,
in a next step, to a global access network configuration adapted to the motbdic user, including a
global set of QoS levels for user connections determined from thesumdrscription and the technical
capabilities and constraints of the access network.

FMC and mobility requirements are very dependent from each other.e=8g8iillustrates the trade-
offs between the seamlessness of the mobility and the involved QoS and AigAdlisg.

Figure 3.8: Trade-offs in seamless mobility during vertical handovacdude AAAC, security and QoS require-
ments.

Network locatiormanagement in IMS is done by the SIP Registrar [SR&Z functionality of the
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CSCF and the HSS database. Access networks provide other acsess specific means for location
management to deal with local mobility.

The SIP registration provides location management for terminal mobility. Wheokile termi-
nal moves into a new network, it registers its current location by registégngew contact IP. If the
registration is accepted, the CSCF updates the HSS with the new location ititarma

Geographic informatiomequirements has been introduced in chapter 3.3.2. While 3GPP based ac-
cess networks can provide this information by adding the identification oatfie cell serving the user,
it is still an open issue how other access networks can be enhancedetatgelocation information of
the user.

Efficient IP mobilityis concerned with the provision of means for handling the user connec¢tiBn a
level. It is close related with the concepts of network location. In the followanggnalysis of IMS with
regards to the levels of mobility currently supported begins with the simple noityeglipport and ends
with the ideal seamless session continuity across different access systems

3.5.1 3GPP/3GPP2 approaches on mobility

The evolution of cellular networks to 3G has been driven by two organiratihhe 3GPP (UMTS) and
3GPP2 (cdma2000). Each network architecture has defined a patkedatess network that supports
IP mobility in various ways.

3GPP mobility approach

3GPP has defined a packet data network that comprises the gatewaysGfR® node (GGSN) and the
serving GPRS support node (SGSN). The packet core network geapghe GSNs. GPRS Tunneling
Protocol (GTP) [NTO06] is the tunneling protocol to support IP mobility aswahin figure 3.9. Packet

core network and the radio network are attached via the Iu Packet SditieS) interface. SGSNs
are connected to the radio network controller (RNC) via the IuPS interfabe RNC delivers the IP

datagrams to the serving node over the lub interface and are forwarttedmobile over the air interface
(Uu).

GPRS tunneling GPRS tunneling

protocol 2 profocol 1
lub | Radio network | | Serving GPRS
~—— controller [T support node
Node B
Cellphone -, ‘ - -
Uil Radio network | luPs Gateway GPRS | C R
- = A controller support node N Iple@——)

UMTS packet
core network

E

Handheld

computer Serving GPRS
support node
Node B

Node B

Figure 3.9: In 3GPP packet data network the GTP tunnels the IP trafficrsvdoe user. Source [Pat04].

GPRS mobile devices establish a packet data protocol (PDP) context wiBGB&l to access the
UMTS network. Through the PDP context activation procedures, thBNE&cts as a network access
server assigning the mobile device an IP address and acting as anafiofopdhe user’'s data. The
GGSN can be viewed from an ISP-model perspective. Mobility is handlgtido RNC as long as the
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user moves between base stations controlled by this RNC. Mobility across BNfone by the RNC
and SGSN.

Two GTP tunnels exist for carrying the IP traffic of the user, one batvtlee GGSN and the SGSN
and another between the SGSN and the RNC. Changing the point of attadonties network causes
the GTP tunnel redirected to the new access point.

The mobile node remains anchored at the GGSN all the time, thus no chaRjadidress is needed
and session continuity for IP applications is achieved.

3GPP2 mobility approach

3GPP2 has defined the cdma2000 network architecture presented JigQr It defines a IPv4 packet
data network comprising:

e Packet Data Serving Node (PDSN)
e Mobile IP (MIP) [SPer02] home agent and foreign agent
e AAA elements based on Radius [SRWRSO0Q].

IP/PPP

lub Base station
controller/Radio AT0/A11
network controller
BTS Packet data
serving node

( ) ¢dma2000 packet
data infrastructure
e
— Internet

=) ““"‘j AMA-H
Handheld sgon
computer

— AAA-V

Figure 3.10: 3GPP2 network architecture uses Mobile IPv4 to support litgbbource [Pat04].

The IP mobility support in cdma2000 networks is based on Mobile IPv4 [Epefhe Packet Data
Serving Node (PDSN) has MIP Foreign Agent (FA) functionality. The itecdittaches to the PDSN via
Point-to-Point Protocol (PPP) and obtains a care-of address (Ho)the FA. The mobile is assigned
a home address (CoA) that belongs to the home subnet where the horh@-&gjeis located.

The PDSN is connected to the radio network via the A10/A11 interface. Mohilityin the radio
network is managed by the base station controller (RNC equivalent). Wieemdtile moves to a
different PDSN as a result of attaching to a different radio networlytiios a new care-of address and
registers it with its home agent, as per Mobile IPv4. The tunnel end poinaisged from the previous
care-of address and session continuity is achieved.

3.5.2 Session continuity support

In order to achieve seamless mobility means for session continuity have téimeddé&ession continuity
is the ability of a user or terminal to change the access system while maintainingghig sessions.
This may include a session break and resume, or a certain degreeioésetsrruption or loss of data
while changing. The latter part is the missing requirement to achieve seamlbggyn@he simplest
form of mobility support is nomadicity.
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Nomadicity

The term of nomadic mobility has been defined at the beginning of the chaygteeters to the ability
of the users to change the access system. Nomadicity assumes that ukrs/sitheir service sessions
before moving to another access system. There are no session contirhatydover procedures. R7 of
IMS has been defined access independent, thus IMS is well prepasedgort nomadicity as discussed
within the FMC requirements analysis in chapter 3.2.6.

The actual nomadicity procedure for IMS due to a change of IP addregecified in [NT05c]. It
mandates to terminate all established dialogs and transactions and temporadhndis the UE from
the IMS until the new registration is performed. When changing the IP addine UE shall:

1. Terminate all ongoing dialogs (e.g. sessions) and transactions (esgrigtion to events).

2. Deregister all registered public user identities.

3. Construct a new valid IPv6 address.

4. Register the public user identities that were deregistered in step 2 alsaescribed in [SA05c]:

(a) Perform an initial registration.
(b) Perform a subscription to the reg event package.

(c) Subscribe to other event packages it was subscribed to befoohaimge of IPv6 address
procedure started.

In current IMS release, a change of the IP address affects thealefjcontinuous service offered to
the end user.

Mobility support within access systems

Session continuity is provided by the access systems with local mobility solutidependent from
IMS (e.g. 3GPP and 3GPP2 mobility approaches presented in chapter 3l&d pnly requirements
from current IMS standards on local mobility solution are:

e Dispose of a local mobility management with handover capabilities (e.g. limitedectian inter-
ruption and loss of data below certain limits)

e Keep a fixed point in the network at Go interface (e.g. ANG, GGSN, Rdzka Gateway, etc.)
e Keep the IP address stable

Mobility within an access system can include intra-technology (vertical) tnaard. How this han-
dovers are handled is independent to the IMS as long as the fixed poird teetiork is kept. User
equipments capable of such handovers should be provided with meamsite tiee differences between
the access technologies, for example by triggering a SIP (re) Invite with&Mpted to the link capa-
bilities of the new access network.

Mobility support between access systems

Changing the access system results in changing the fixed point in the kdsgoving ANG) and in
changing the IP address of the mobile node. Impacts on current IMSeedea that the authentication
of user and authorization of QoS bearers (including charging informdtiare to be repeated.

Support for session continuity in IMS can be possible with means offgr&ib(e.g. RE-REGISTER
to new P-CSCF and sending RE-INVITE to peers). But, service contitiuibugh pure SIP mobility
might be too slow. The degree of service interruption and seamlessn#ss wiobility might not be
acceptable for some kind of services.

In addition to this, IMS standards have not yet specified how to deal witinthacts of these SIP
procedures and additional considerations including charging functement subscriptions and other
network components and procedures.
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chapter 4 studies the impacts of inter access system mobility and provideseasie list of re-
quirements and consideration to keep in mind when designing the strategiesite Yartical handovers
in NGN IMS based networks. In the following, available solutions to provedess connectivity are
surveyed.

3.5.3 Potential solutions for seamless continuity of sessis

Numerous solutions to the seamless mobility problem have been proposed in taeiigg TCO3,
CGZZ04, DOea, ENO2, MZ04, TTL99], and these can be classifiedrdt to the layer of the OSI
model at which they’re implemented.

Every approach has its own principles, with its pros and cons, but thgaaldds always the same:
providing seamless continuity of applications or sessions in dynamic scenidgace, a short survey on
how mobility can be solved at the link, the network, transport or the applicatyem ia presented:

Application layer: Application-layer mobility essentially moves up the managing of the session and the
underlying changes at the IP layer to the application-layer protocol itself.

Rebuilding each applications to support mobility is not a viable solution. Butt@eshd mobility
by means of application layer signaling is a good approach. More thangndtdif support, vari-
ous types of mobility allow the provision of flexible services without dependem the underlying
transport network.

These are the basics and main advantages of SIP [SWO00, PCT03]hdteosnings come from
the fact that only SIP based sessions can profit from the mobility supfpleough SIP is capable
of initiate almost any type of communication sessions, in its current form, sufigonon-real
time application (e.g. TCP) is not possible [HDS03, Pro02].

Transport layer: UDP and TCP were not designed originally to be applied on wireless netwbiks
they lack on mobility functionality. Consequently, TCP behaves poor in wselesvorks since it
cannot distinguish between looses due to network congestion or to thdinkdionnection. TCP
enhancements have been proposed (e.g. M-TCP [BS97], I-TCPABBZP-Real [ZT01]) but
the required changes in existing equipments are considered prohibitive.

A new transport protocol called Stream Control Transmission Prot&@TP) [SSXM 00] pro-
vides means to handle the mobility of hosts thanks to its multi-homing capability andnétyna
address reconfiguration extensions described in the mobile version girdbacol: M-SCTP
[SRTO06]. Unlike techniques based on Mobile IP or SIP, the SCTP baséiditpecheme does
not require the addition of components such as home/foreign agents eeSkts to existing ar-
chitectures [XKWO02]. Compared with other mobility approaches, SCTPdoassbility scheme
presents the following advantages:

1. No third party other than the end-points participates in the handover
2. Support concurrent usage of any type of access routers
3. No additional network components or modifications of intermediate routers

In theory, allow seamless handover but the fact that it requires thegwgdBCTP at both commu-
nicating endpoints reduces considerably its applicability. Another distatyalis that the change
of access network of a user is not transparent to the communicating rreféormance eval-
uations are presented in [MYLRO04] show the effectiveness of the mdtrogeamless vertical
handover between UMTS and WLAN networks. M-SCTP seems to be a solotéderred by
service providers (e.g. multimedia streaming services) to offer mobility-aseaxeces.

Network layer: The IP layer is the neck of the hourglass destaf the current protocol stack. There-
fore, many solutions at the network layer have been extensively studégraposed for both

"The concept of hourglass to define the protocol stack appears in ttie'Bealizing the Information Future: the Internet
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local (e.g. HIP, CIP, HAWAII) and global (e.g. Mobile IP) mobility scopes

Network-layer mobility hides the changes in IP address and network attathifnem the upper
layers letting applications essentially unaware of the mobility. Mobility is provided! tpplica-
tions, rather than dealing with applications individually.

The Mobile IP scheme is the most developed and deployed model todaysidalyaextends IP

by allowing the mobile to effectively utilize two IP addresses, one for identifingpermanent

IP address or home address) and the other for routing purposes. &meand foreign agent
functionality keep the location of the mobile up to date and assign and care@bper security

associations to it. Some drawbacks of Mobile IP include required new entiigsast implemen-

tation and suffers from triangular routing when not used in optimized mode.

[AXMO04] surveys with great detail state of the art for mobility managemengeit generation IP
based wireless systems, analyzing micro- and macromobility proposedgsotdgood compar-
ison of IP mobility protocols can be found in [CGK?2].

Link layer: In this approach, the access technology handles all the mobility so that/tteviBrk layer
is unaware of the users mobility. This is the current approach to deal withlityob cellular
networks such as GSM, where the radio access networks handle the ma#iligam the cell base
stations in cooperation with the user device.

Mobility solutions below the IP layer are also referred as tight coupling soisibmd achieve high
performance during handovers. But, link-layer mobility solutions for sessnheobility across
heterogeneous access media are extremely complex. It requires linkysidgb layer integration
(signal interference, interoperability). Current 3G networks use fhe @& handle mobility be-
tween GPRS and UMTS networks. It is an 3GPP specific solution and dherexfily applicable
when the mobile device is within the scope of GPRS/UMTS networks.

IEEE 802.11 wireless LANs also provide link-layer mobility. A device movingoas 802.11
access points within the same distribution system maintains its sessions untegkrrup

Currently, much effort is being done on the Media Independent Harcktandard IEEE 802.21
[Soc05] specification promises to ease handovers between the 802.x fandiBGPP technolo-
gies. It provides link layer intelligence and other related network informatarpper layers to
optimize handovers between heterogeneous media (see chapter 4.3.3dodetals on IEEE
802.21).

There are many distinct but complementary techniques especially for mobiliggaarent to achieve
higher performance and scalability during handovers, including [SHSO01

Buffering and forwarding: to cache packets by the old attachment point during the MN in handoff
procedure, and then forward to the new attachment point after thegsingeof MN’'s handoff.

Movement detection and prediction: to detect and predict the movement of mobile host between dif-
ference access points so that the future visited network is able to piepgtteance and packets
can be delivered there during handoff.

Handoff control: to adopt different mechanisms for the handoff control, e.g. layer twoyer loree
triggered handoff, hard or soft handoff, mobile-controlled or nekammtrolled handoff.

Paging area: to support continuously reachable with low overhead on location updzitgragion through
location registration limited to the paging area.

and Beyond" by th&lational Academy of Sciencasd is available afttp://newton.nap.edu/html/rtifIn the ’hourglass’ model

of the OSA protocol, IP forms the thin waist of the hourglass. Below it, #&tapf link protocols have been define, while
above the waist sita uniform model of transport protocols (e.g. TO®)nd a suite of end-to-end application protocols (e.g.
HTTP, FTP, SIP, etc.).
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Domain-based mobility management:to divide the mobility into micro mobility and macro mobility
according to whether the mobile host's movement is intra-domain or inter-domain.

Tight and loose integration levels

When trying to integrate different access networks in a common core rettwar levels of integration
(coupling) can be defined, loose and tight integration [Yla05].

It has been already mentioned that link layer solution are usually assoevitedhe termtight
coupling. It is solution that can be as much efficient as complex. It requires linkphgdical layer
integration dealing with signal interferences and interoperability issugbeloase of a WLAN-UMTS
integration, WLAN would be integrated as part of the 3G radio access rietmal the traffic reuses the
same path through the 3G core network.

On the other siddpose couplingapproaches are referred to upper network layers integration requir-
ing more efforts in mobility management, horizontal and vertical handowvetingpand AAA consider-
ations. 3G cellular and WLAN would have independent data paths.

The different coupling solutions lead to different levels of reuse of otwork (e.g. UMTS) system
functionality (e.g. AAA, transport networks). In the FMC world, the retilon of CAPEX/OPEX plays
a major role. Therefore the development of network-layer solutionsemerglly preferred. However,
cross-layer solutions [AXMO04] show that cooperation between the mktand link layers is able to
improve the performance of mobility management in IP based heterogen@omusunication environ-
ments.

Table 3.2 summarizes the most relevant advantages and drawbacks of imtigntiee mobility
solutions at different network layers. [FHLO5] also provides an edeerreview of available mobility
support paradigms for the Internet and compares different layeoagipes in terms of performance and
architectural impacts.

| Layer || Pros | Cons \
Network independent Overhead
Application || Enhanced mobility types Delay
Session adaptation Additional entities required (UA, proxies, registrar)
No tunneling Application support
Transport Same routing approach Support at both end devices

Congestion control
no third parties involved
Complexity Handover latency
Upper layer transparency Signaling overhead
No efficient transport guarantee
Agents required
Link - Efficiency Complexity
tight coupling || Upper network functions reusedinteroperability

Network

Table 3.2: Pros and cons of mobility solutions at different protocgis.

3.5.4 Challenges towards seamless mobility in NGN

The IMS architecture relies on SIP as the underlying signaling protocalteed services. Thus, IMS
requires handover solutions that leverage SIP to converge wirelingiegldss networks. Current efforts
from 3GPP regarding mobility within IMS are put in the development and definiioa Voice Call
Continuity (VCC) [SAO05e] architecture. The current draft specifiexpdures to set up a second call
between the mobile device and a Call Continuity Control Function (VCCC) $8A0Then, a handoff
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between the cellular and IP networks can be triggered. Though, this is antéanpstep towards seamless
mobility across heterogeneous networks, this approach is limited to callsgr¥arther enhancements
are required to extend the service continuity to other services than voideas data or multimedia.

With this goal in mind, further work is needed to develop network functiortbetontrol layer to
leverage the converged network with following features and functionalities

Effective interworking among different levels (and layers) of MM proatis

Provision of mechanisms for context transfers at IP layer or aboeegasystem agnostic)

e Provision of a vertical handover management function for seamlesgas@antinuity (not only
voice services as in VCC)

Provision of mechanisms for identification of terminals (unique and regardfesccess technol-
0ogy)

The resulting functions should be independent from access netwtikdiegies and easy extensible

to emerging technologies. Interworking capabilities with established AAA andriy schemes is also
desired.

3.6 Conclusion

This chapter confirms how IMS greatly facilitates the trend of FMC by eliminatiegdiktinction be-
tween wired and wireless networks, though IMS was initially defined forlegsenetworks. However,
the wireline community soon realized the potential of IMS for fixed communicatonell. The IMS
concepts, architecture and protocols meet many of the expectations\argemt networks. The adap-
tation for wireline requirements seems to be an excellent way to achieveNi€al F

The applicability of IMS to both wireline as well as wireless networks makegjsrded by the ITU
for their NGN. However, some fixed mobile network differences must lseramodated. Features of
mobile devices (e.g. signaling compression) might not be required in batidridth fixed networks.
Alternative authentication procedures for subscriber terminals needfined, since e.g. SIM cards are
only contained in GSM phones. Current dependencies on accessketvave to be solved and some
enhancements to the user plane access points to the IMS such as seseideblicies are required.
But none of these items seem to be capable of stopping the evolution tow#sds hey are already
being cooperatively addressed by ITU, ETSI, and 3GPP standadieshto extend the reach of IMS.
The entire telecom industry stands to benefit from the FMC paradigm, Bingetheir products offer
and decreasing costs due to shared development of IMS products.

This chapter has also introduced the challenges of mobility management in EMOrks. The
mobility management in IMS based systems has been analyzed. Only fullrs@pmoobility within
cellular 3GPP networks is guaranteed. When adding other accessltagibaponly the following levels
of mobility support can be provided:

e Nomadicity is provided due to the access independent definition of IMS.
¢ Mobility within access systems is handled by local mobility solutions.

e Some level of service continuity across different access systems iiblgogdth SIP mobility
concepts.

But service continuity as supported today in IMS does not fulfill the regoémts for seamless mo-
bility. SIP mechanisms alone are not enough to maintain session continuityefgrtgpe of service (e.g.
TCP connections).

It is still an open research issue how to realize seamless handoverebhetoeess systems in the
context of IMS. Mobile IP will play a role (as it does in 3GPP2) but the allesolution is still unclear.
The biggest challenge to face is how to keep IP continuity while relocatingrBd8urce control to the
new access. Context transfers will be required on different levels.
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As today, there is no straightforward solution that takes account of the muttiglfomobility man-
agement requirements and the heterogeneity of next generation systaussthere is a claim for open
interfaces to IMS such as mobility management services in order to easerttiealemobility across
different access systems. Therefore, the next chapter studies dtenges of vertical handovers in
IMS based networks in order to consider these issues during the désigi&N mobility management
scheme.



Chapter 4

Seamless vertical handovers in NGN

A survey across the fixed mobile convergence requirements clearly idsrsfia key issue the support of
efficient mobility through different access network. Therefore, inteeas system mobility mechanisms
need to be define to ensure seamless vertical handovers in NGN. Withrédgesds, the challenges of
vertical handovers and the impacts on the IMS need to be studied.

This chapter surveys different approaches and operational séstegking forward towards a han-
dover management function that ensure seamless service continuity. A destdeibing the different
steps during a vertical handover in NGN is presented and intends to outifiertttional requirements
when addressing mobility between different access systems in IMS baseolrks.

4.1 Definitions

In general terms, seamless mobility is an approach that allows users toebagehn application domains
and communication networks without being aware of the underlying mechathatsnable them to do
so. This includes the scenario where a user moves between environniemts different networking
capabilities are present, but the network provides negotiation to allowdonlessly transparent access.
This differs from today’s environment, where handover betweendgeeeous networks is not supported
in most cases, and users are required to stop one communication sewbicgtiate another between
different networks.

One definition ofseamless handovappears in [ENO2]'Ensuring a seamless (or transparent) mi-
gration of an element from one domain to anoth&he major difficulty is how to hide from applications
any differences between the service during the migration interval andthgahservice. Difficulties in
seamless handover are also described in the context of the third gemevmétess system in [TTL99].
Relevant terms and definitions for this chapter include:

Context aware computing: An application design pattern where the application uses knowledge related
to a set of environment states to determine and change the application b¢NERNIO3].

Handover: The process by which a mobile node obtains the preservation of facilitiesufggorting
traffic flows upon occurrence of a link-switch event. The mechanismgunidcol layers involved
in the handover may vary with the type of the link-switch event (e.g. with the afplee serving
and target point of attachment and the respective subnet associabdfesent types of handover
are defined based on the way facilities for supporting traffic flows @asgpved [Soc05]. The term
handoff has the same meaning and can be used indistinctly.

Seamless Handover:Handover associated with a link switch between heterogeneous intenfdtas
the mobile node either experiences no degradation in service qualityjtgeand capabilities,
or experiences some degradation in service parameters that is mutualhyadtedo the mobile
subscriber and to the network that serves the newly connected interface

55
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Handover Policies: A set of rules that contribute to shaping the handover decision for a matxile n
[Soc05].

Intra-AS handover: A handover where the MN changes its point of attachment inside the sanes#\cc
System (AS). Such a handover is not necessarily visible outside then&8sé the ANG serving
the MN changes, this handover is seen outside the AS due to a changedutthg paths (compare
with Intra-AN handover as per [SMKO04]).

Inter-AS handover: A handover where the MN moves to a new AS requiring support for macro mo
bility. Note that this would have to involve the assignment of a new IP accesessl(e.g. a new
care-of address) to the MN (compare with Inter-AN handover as paK[Bl]).

Horizontal handover: This involves MNs moving between access points of the same type (in terms of
coverage, data rate and mobility), such as, UMTS to UMTS, or WLAN to WLBBUally referred
as intra-technology handover, a handover between equipment ofrtieeteehnology [SMKO04].

Vertical handover: This involves MNs moving between access points of different type, ssiddMTS
to WLAN. Also usually referred as inter-technology handover, a haedbetween equipment of
different technologies [SMKO04].

Note that vertical handovers can happen in intra-AS handovers @ndirty over from Bluetooth to
WLAN maintaining the fixed access point to the network). The focuss of thi& v8 limited to vertical
handovers during inter access system mobility.

4.2 Challenges and requirements of seamless vertical handovers

Mobility in communication networks is an old problem and faces multiple technicdlesiges. Seamless
mobility implies a perfect orchestration of mechanisms to deal with the mobility chaewigall-IP
networks. A problem statement for heterogeneous handover is UsiiEmork in progress in [SDea05].

Roaming across wireless heterogeneous access systems (e.g. UMTS, 86iIMAX, CDMA) and
wired access networks such as cable or DSL is a requirement of NGNtharen additional feature.
Supporting seamless roaming between heterogeneous networks cay bbalkenging because of the
different mobility, QoS and signaling requirements of each access network

In order to achieve seamless handovers, several issues suchdasdrametrics and decision algo-
rithms, and mobility handling to maintain ongoing user connections, need to besadd. In the case of
vertical handoff, the following challenges have to be faced:

Criteria: In traditional handovers, the use of the signal strength criterion limits the abflitye net-
work to initiate a handoff for control reason. New criteria and metrics lshbe considered and
evaluated. During a handoff procedure, the metrics upper-layer afiplic are really interested
in, are network conditions (available bandwidth and delay, user preferetc.), rather than the
physical layer parameters such as received signal strength antitsignierference ratio.

Access system selectionin a heterogeneous environment, more than one access technologyeould
available and a decision about the selection of the suitable network to uteli@taken.

Context: The delivery of the context describing the information flow between the mabiie and the
network becomes more complex. Context information may include informatidm asicsecu-
rity associations, QoS parameters or authentication information. The trafsfentext informa-
tion has important benefits e.g. saving of signaling during connectivity lestatent and session
(re)initiation.

Interoperability: In heterogeneous environments, mobile nodes and network routers enabtebto
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interoperate with different networks. Different QoS and AAA mechanibawve to be accommo-
dated.

In addition to this, additional technical challenges and issues from the Wstftectural and func-
tional point of view can be identified:

Separation of transport and control planes: While the separation of the SIP signaling path from the
user data path has important efficiency benefits, this feature turns intléioaal problem in the
case of handovers. Both paths need to be moved in a seamless way.

IMS (re)registration: Acceding the IMS through a new access network probably implies not @ty g
ting a new IP address. IMS registration steps have to be repeated aferardiP-CSCF will be
probably assigned. Means to reduce the registration time fast registratioadores should be
available, at least at the service plane (AAA at the access system frane®ne technology to
the other).

IMS session (re)initiation: Though SIP provides means to support mid-call mobility (sending re-IEVIT
to the CN), in the actual version of IMS session set up procedureslisgeer 2.5.2) still need to
be repeated. These procedures are very time consuming, therefane foeéast session estab-
lishment should be possible.

Charging: A change of access technology usually implies changes in the tariffs falatlaetransport.
User control over the charging changes is needed. In addition to thidyiBi@rovider requires
means for charging adaptation and continuity when moving through diffaceess networks.

Interoperability when roaming: New network functions (e.g. mobility specific) can not be imple-
mented in every visited network (e.g. differences in P-CSCF implementatians)ng mobility
mechanisms to fail. The selected schemes should be implemented as much as ipdbsifhleme
network an be independent from access systems in order to minimize theereeunts on vis-
ited networks. Detection of visited networks capabilities and alternative mischa for mobility
should be provided.

Support for IPv4 and IPv6: While the IMS standardization works of 3GPP are based with IPv6 in
mind, support for mobility management in IPv4 networks has to be considémability solution
that works for both IP versions is desirable.

The analysis on the issues of vertical handovers in general andetelyaregarding the IMS architec-
ture and functions has pointed out a number of requirements. Theséremdexuirements are summed
up in the following section.

Requirements on the vertical handover function

There are many other requirements besides the basic functions that impteengoal of mobility man-
agement in IMS based networks. Additional requirements on performamitescalability should be
carefully taken into account when trying to design a mobility management sc&®01, SKea06a].
Requirements for the mobility management in envisioned next generation Ib&8l Ib@tworks include:

1. Seamless Handover:The handover mechanisms should minimize the packet loss rate into zero or
near zero which, together with fast handoff. Required operationddle quick enough in order
to ensure that the mobile node can receive IP packets at its new location avits@sonable time
interval (e.g. fast IMS session (re)establishment, bi-casting duringdvans).

2. Signaling traffic overhead: Reduction of signaling overhead in the network and reduction in handover
related signaling volume (e.g. number of signaling packets or accessewmbaskes) should be
minimized.
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3. Efficient use of wireless resourcesSince wireless spectrum is a limited and constrained resource,
any new signaling or increase existing signaling over the wireless link sheukl/dided (e.g.
increasing packet size by adding tunneling or other per packet @arbee efficient header com-
pression techniques).

N

. Support for heterogeneous access technologieSupport for multiple access technologies requiring
minimal work to interface with a new link technology. It is required not to uselenk specific
informatiort.

al

. Support for unmodified hosts: To ensure interoperability, new mobility mechanisms should require
minimal special changes on existing components (e.g. mobile node, routeorkg, other com-
munication nodes, etc.) and should support multiple global mobility managenwaoteis (e.g.
SIP, HIP, Mobike, Mobile IPs) for both IPv4 and IPv6 environments.

(o2}

. Support of different service types: Support of both real-time and non-real-time multimedia services
(both TCP and UDP/RTP based applications). Transparent suppd&®fbased applications
implies no changes to TCP or TCP-based applications.

~

. QoS adaptation: The mobility management scheme should support the establishment of neechdap
QoS reservation in order to deliver a variety of traffic, while minimizing theugigve effect during
the establishment and considering the heterogeneous network capatiliffesences in device
and network capabilities should be reconciled.

0o

. Routing efficiency: To achieve QoS guarantees, the routing paths between the communicatsn nod
to the mobile nodes should be optimized after the handover to avoid ineffioigmsror redundant
paths (e.qg. triangle routing).

[(e]

. Fast security: Support different levels of security requirements such as data daimmngnd user au-
thentication, while limiting the traffic and time of security process (e.g. fastrég@greements
(re)negotiation).

These requirements establish a basis for the design of the mobility managememiesto handle
vertical handovers in IMS based network architectures. During theifgfaion and evaluation of the
mobility mechanisms of the Mobility Management Function in chapter 4.4, refeseiocthese require-
ments are meant to point out the pros and the cons of the different ahpsa

4.3 Mobility management model for NGN

"UE better knowswas true in 2G and 3G, where the horizontal handover was based amirtlless
link conditions. In NGN networks the wireless link is supposed to be oneierit@ore in the handover
decision, since other factors should be taken into account. For exampder anay decide to have a
worse video quality on a video stream if he pays less for the service. ht8tecture offers a great
flexibility to deploy a mobility management functionality that generates contextrivgion and assists
the UE and the network during the handover procedures and helpseathia tise handover decisions.

For the purposes of this work, the notion of mobility management will be defisetie process of
sequentially performing the following actions:

e Collect information from the UE and access and core network entities tesatbseneed or oppor-
tunity for a handover.

e Choose a handover target, as a result of deciding the next accesslatil point of attachment
based on the evaluation of the collected information, QoS needs and olicég0

tUnifying heterogeneous link information and triggers is one of the motiwataf IEEE 802.21 Media Independent Han-
dover (MIH) [Soc05]. Principles of MIH are later introduced in chapte}.3 for basic routing management, though it may be
used for other purposes (e.g. mobile node identification).
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e Execute the required handover procedures such as switching batdietinks, preparing the IP
connectivity over the new link and performing the location updates.

This definition does not make any assumption of which side between the kenoithe terminal
decides of the handoff target.

By modeling the handover process in a general manner, it becomesteddientify all the entities
(UE, network entities, AS, etc.) that could contribute or participate to theatiieter domain handover
process. This approach tries to benefit from the distributed contextiat®n to take better handover
decisions and execute efficient procedures to achieve a seamlessdraridhis systematic analysis eases
and supports the design of new mobility functions and concepts.

The handover process is split into the tasks of monitoring, initiation, evalyatémision and execu-
tion. This work focusses on strategies to support mobility, that means thateephase of a handover
procedure. It is not aimed in this work to define in detail how the initiation of thwedbver should
happen or how the evaluation and decision is carried out. But, in orded&rstand the complexity of
the global process, all the processes will be described and possiisteaapes are proposed. Figure 4.1
shows the vertical handover moéligroposed in this work.

Monitoring
Evaluation

Execution

Figure 4.1: General handover model used in this work identifies requaekis during vertical handovers.

Monitoring: Collection of information regarding the UE, available networks, link conditi@csive
sessions. Generation of context Information (static and dynamic) gdtfrera different network
entities.

Evaluation: Evaluation of the context information collected within the monitoring task andrgéor
of suitable metrics. Can be done at the end device and/or a network babéilynneanagement
agent.

Initiation: Triggered by the UE or a network entity based on the definition of triggersimvthluated
parameters.

Decision: Definition of rules and decision algorithms to determine the execution of mobilitegtes.

Execution: Based on the context information and considering ongoing sessiongéssrquirements,
device and network capabilities, etc.) different handover proceduesstarted.

2The handover model diagram of figure 4.1 intends only to show the nefatietween the different steps in a vertical
handover and must not be seen as an UML flow diagram.
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4.3.1 Monitoring

The monitoring activity is a continuous action carried out by different elésnandifferent levels. The
goal is to collect as much useful information about the communication pexé&senhance the service
provision to the users.

Gathering information from different IMS elements and access netwtdgesadefining a set of con-
text information. Context-aware computing can optimize the network servical &2 heterogeneous
environment fulfilling the user needs and application requirements.

The concept of context-aware HO implies intelligent HO decision and efteElD strategies consid-
ering a rich set of context information. This work explores context-awtd within IMS for performing
effective mobility strategies. This includes a decision on which mobility mechaaismeeded and in
the transfer of context information to the new access network.

The required information may available at different network layers andfierent physical and
functional entities. This information includes registration data, available mesywoetwork and link
conditions, state parameters, active communication sessions, deviceditapaetc. The Candidate
Access Router Discovery (CARD) [SLSO5] protocol or the Media Independent Handover Information
Server (MIH 1S) of 802.21 [Soc05] (later introduced in chapter 4.3t8)pgomising options to request
information about the network capabilities (QoS, MM protocols, price,r#gceatc.).

Context-aware handovers presents some problems, namely becatesdé odarmation is diverse,
dynamic and distributed among network entities and mobile hosts. The managdémmemtext informa-
tion in mobile environments includes context collection, exchanging and gsimge In addition to this
the wireless links imposes constrains on the exchange of context infornsattbras limited bandwidth
and connectivity.

[BI04, aSB04, MPWO03] agree on a context information taxonomy distifguisthe originator of the
information (user, network) and the information dynamism (dynamic or state)table 4.1). [QFMO3,
aSBO04] show how context-aware computing can improve the services demebworking systems. The
research work focusses on the optimization of handover decisiond hasenly on the signal quality,
but also on the knowledge about the context of mobile devices and network

| Context information|| User \ Network |
Dynamic QOE, interaction QoS, link & network conditions
Static Preferences, terminal capabilitieConfigurations, provider policies

Table 4.1: Context information classification regarding dynamidistenformation and user/network originated.

4.3.2 Evaluation

In traditional handovers, only signal strength and channel availabiléycansidered [HNHO5]. But,
in heterogeneous wireless network environment, the handoff evaluatimoris challenging as there
does not exist comparable signal strength at the physical-layer to bediikzeertical handoff decision
metrics due to the overlay nature of heterogeneous networks and thewliffdnysical techniques used
by each network. Vertical handovers face the following challengeZ[K3]:

e Horizontal handovers rules cannot always be reused.

¢ \ertical handovers have no comparable signal strength available to ald¢tston as in horizontal
handovers.

e During a handover procedure, the metrics upper-layer applicatioma@eeinterested in network
conditions such as available bandwidth or delay rather than the physiealdayameters such as
received signal strength.

e Service adaptation is required to smooth the differences between sowartarget network capa-
bilities.
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Inter-system mobility means the ability to switch between access technologieg gessions. Some
reasons for inter-system mobility are:

Throughput

Price

Load balancing
Service quality support

The complexity of heterogeneous networks opens the question of witatsdahould be considered in
the handoff decision. Therefore, after considering the main playdtegiroblem, the most important
decision factors were identified. The envisioned IMS based systentdstmnsider following proposed
metrics [MZ04, HNHO5]:

e Service description: Includes information about service types and costs. Combinations of reli-
ability, latency, and data rate in addition to different billing/charging strategffest the user’s
choice of handoff

e Quality of Service:

— Network conditions: Traffic, available bandwidth, network latency, congestion, packet loss
etc.

— Link performance/conditions: Channel propagation characteristics such as path loss, inter-
channel interference, signal-to-noise ratio, bit error rate, etc.

— Quality Of Experience (QoE): User perception of the quality of the service is variable and
should be adjustable.

e Mobile node conditions: Power requirements, velocity, moving pattern and histories, location
information, etc.

e User preferences/interaction:Can be used to cater to special requests for one type of system over
another.

e Security: Risks of wireless technology, security associations, AAA capabilities, etc.

Theservice descriptiomsually includes a complete description of the required media (codecs, band
width, delay, max. packet loses) and is associated wstiraice costThe cost of the different services to
the user is a major issue, and could sometimes be the decisive factor in the ahaitetwork. Different
service providers may provide a variety of billing options that will probabfluance the customer’s
choice of network and thus the handover decision.

Quiality of Servicaleals with the provision of improved service levels. A handover to a netwibhk
better conditions and higher performance would usually improve the Qa8sifission and error rates,
link and network conditions and other characteristics can be measuredeintordecide which network
can provide a higher assurance of continuous connecti@itality Of Experience (QoE}¥ concerned
QoS perceived by the final user and may vary depending of the corftextexample, one user may
consider acceptable a low quality streaming service while another user mqaserbetter quality for this
service and is willing to pay the quality difference. Therefarggr preferenceshould be always taking
into account and user’s interaction capabilities during a handover desisauld be provided.

Information aboutmobile node conditionshould be part of the decision strategy. For instance, if
a device’s battery level is critical handing off to a network with low powenstomption can increase
the usage time (e.g. WLAN to WWAN would be a smart decision regarding battersumption). In
vertical handovers, the velocity factor has an imperative effect indward decision than in traditional
horizontal handovers. Because of the overlaid architecture of lyeteeous networks, a handover to a
network with small coverage when moving at high speeds is discourageandoff back to the original
network would occur very shortly afterwards. This effect of conyydranding over is called the "ping-
pong" effect and can be avoided by managing the moving patterns anddssioacceding to location
information of the available networks.
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Finally, securitythreats are inherent in any wireless technology since the technologyéslyimg
communications medium, the airwave, is open to intruders. Thereforejtgeshould be chosen as one
of the main factors for vertical handoff decisions.

4.3.3 Initiation

The initiation is the process recognizing the potential need for a handogesudsequently initiating it.
The initiation of the handover procedures can be triggered at diffptanés:

e User plane:

— UE: Radio link conditions, battery status

— User preferences: Perceived Qo0S, user interaction, subscriptifitep, security require-
ments, etc.

e Network plane: Network load (terminating), connectivity lost (P-CSCF initiated)
e Service plane:New service requirements (e.g. security, QoS)

Many different triggers can be defined at the different planes. Agtitthe result has to be the same,
to sign the potential necessity of a handover to the entity handling the usdniitynoThe initiation
criteria very simple. A handover may be required when the battery life of theidps below a certain
threshold. Then, in the next step an evaluation engine should decideaduiess network can be selected
to optimize the battery life.

But, the initiation algorithm can be very complex if it tries to process many parasnatel decide
whether a handover to another system may be required. Additional teesmége required to compute
the input parameters.

[MYPOO, MK02, CSHe01] have studied how to apflizzy logicto the handover process. A fuzzy
logic algorithm is separated into three different stages. In the first staggefrom the system is converted
into fuzzy sets. A fuzzy set is a set without a clearly defined boundadyase defined by a degree of
membership to the set. The system data can be formed by values definieiy@arQoS, network
coverage, bit error rate and average signal strength measureméctisardrmapped into a membership
value of a fuzzy set.

In the second stage, a set of IF-THEN fuzzy rules is applied to the syBigzmy rules are conditional
statements that specify how the fuzzy system is intended to work. The examtigling 4.1 illustrates
this concept:

IF signal strength is strong, AND QoS is good, AND Bit Error Rate is medium
AND Networ k Coverage is nedium THEN handover = NO

I F signal strength is poor, AND QS is nmedium AND Bit Error Rate is nedium
AND Network Coverage is strong, THEN handover = Possibly YES

Listing 4.1: Fuzzy rules define handover initiation triggers

The possible outcomes have been defined to be: Yes, Possibly Yespssily? No. A table is
generated that shows the outcomes for all possible values of the inpuiacriene final step is the
defuzzification process, where all outputs are aggregated to pradiingle number that represents the
handover factor. This final handover factor determines if the hamdinarild be initiated or not.

[MP0O1, MYPOOQ] have proposed inter technology handover algorithinguaguronal networkbased
pattern classification. In [MYPOQ] signal strength measurements arefarspdth identification. Then,
as a user moves away from a WLAN access point, the system recogrezegtation path from trained
samples and therefore knows the most optimal handover initiation time. Driewbtat type of han-
dover initiation algorithm requires prior knowledge of the radio environrserihat the neural networks
can be trained before system deployment. The author’s argue, howvlesethis training can be con-
ducted gradually by such calledhline training
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Inputs likesignal strengthare difficult to be compared in heterogenous systems, thus the evaluation
task should accommodate heterogenous information and provide compiaetbies. Following this
convergence philosophy started the work of IEEE 802.21

Principles of IEEE 802.21 Media Independent Handover (MIH)

The work in progress of IEEE 802.21 Media Independent Handdwé ) [Soc05] provides link layer
intelligence and other related network information to upper layers to optimizéokars between het-
erogeneous media.

The (MIH) function is a shim layer within the mobility-management protocol stdddoth the mo-
bile node and network elements. It is designed to enable handoversaésgowith heterogeneous
link switching. The MIH function provides services to the upper layersuginoa single technology-
independent interface and obtains services from the lower layergtiheovariety of technology-dependent
interfaces or Service Access Points (SAPs)[Soc05].

Standard draft version 3 of IEEE 802.21 defines a MIH architectureectly covering 802.03,
802.11, 802.16 and 3GPP/3GPP2 SAPs and their primitives. MIH principkkslesign assumptions
provide:

e Supported media independent services can help with network discondrpeswork selection
leading to more effective handover decisions

e List of available networks (802.11, 802.16, 3GPP)
e Link layer information (e.g. neighbor network graphs)
e Higher layer services (IMS, VPN, ISP services, etc.)

e Link layer intelligence (events based on trigger) to improve device mobility in mudidranvi-
ronment.

MIH is designed for existing and evolving networks and does not modiftiag handover princi-
ples. No redesign of existing PHY/MAC nor new mobility protocols are defiB@@.21 stacks between
layer 2 and layer 3 as shown in figure 4.2. MIH does not handle handoezution nor mandates
handover determination based on events. The events offered by Miidfarmational in nature.

802.21 will play a major role in the development of FMC because of the "téagponelting” nature
of this media independent protocol. [DOea] presents an experimentadestplementation and perfor-
mance results confirming that 802.21 can reduce disconnection times dwat loss during handovers.
Figure 4.3 shows a snapshot that illustrates how SIP based handamdys optimized with 802.21.

The monitoring process defined in this work can greatly benefit from tloerivetion provided by
the services of MIH. [Gup] describes a generalized model for link l&yggers in 802 based networks.
These proposed triggers and the proposed trigger may form the basigémeralized trigger service
to be defined in 802.21. Key L2 triggers that can be used in the handmeegs across heterogeneous
networks are for exampleink_Up, Link_DownLink_Quality Crosses_Thresheldink_Going_Down
or Better_Signal_Quality_AP_Availabl&uch MIH triggers or other type of events trigger the evaluation
process that decides whether a handover should happen and how.

4.3.4 Decision

One of the chief issues that aid in providing seamless handoff is the abilityrtectly decide which
and whether or not to carry out vertical handoff at any given time. ddasion engine is triggered by
the initiation routine. While the trigger to initiate a handover may come from manyreliffesntities,
the decision engine should be located at one point (network or UE). Buhput parameters can be
distributed among different locations. Although the reason for a hamdoi@tion may be sufficient
during the decision phase to start the handover, other factors may ide@u by the decision engine.
In addition to this, a decision algorithm should decide to which of the availalbleonies handoff. So the
main tasks to be accomplished are:
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APPLICATIONS
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Figure 4.2: IEEE 802.21 Media Independent Handover function as a shyer kaithin the mobility management
protocol [Soc05].

1. Handover decision: Compute the handover initiation request with additional available metrics.
2. Network selection: Decide the target available network for the handover.

The evaluation criteria described before, tries to provide suitable metritsdalecision engine. In
multi-network environments, the decision function is very challenging arditoesichieve as there does
not exist a single factor than can provide a clear idea of when to handoff

The handoff decision should be service aware and it should be possibieve only some of the
ongoing sessions to another network. For billing reasons one availatblerkanay have preference but
it does not assure the QoS that are currently guaranteed in the adtuatinerlhe solution is often func-
tion of many variables, some of them could be sometimes not available. Thighisrfaomplicated by
the fact that different wireless access technologies offer diffelgmamic QoS parameters such as avail-
able access bandwidth and access delay, which could be difficult to of#0d] proposes a handover
decision making process which uses context information regarding asiered, user location, network
environment and requested QoS. In the following, several apprsadlie examples and references for
related work are presented.

Rules based decision

One approach is the definition of rules inter system mobility. This techniquedsefisred to as policy
based networking. Policies are rules that govern the choices anditbebfia system. Considerable
amount of work is being done to use policies to provide NGN with flexible ankyigdaptive capabil-
ities [VCPO04].

The rules decide whether handover is necessary and to which netwaristwvering questions such
as: 'When to change from access technology A to access technology B? Wéserné switch back from
access technology B to access technology &he scenario could consider all services are required to
use the same access technology. But it is reasonable to consider thetbptisome services use A,
others B. The following examples show how simple rules for inter-systerdwans can be defined:
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802.21 assisted SIP-based mobility — Optimized handoff

Figure 4.3: Optimized SIP based mobility assisted by 802.21 by reduttiaglisconnection time [DOea].

Case 1: Only one access technology can be activated at a time. Assume higheritidmnamd cheaper
price for WLAN access, but no service quality support for streaming.

If (using data services AND using GPRS AND W.AN hot spot avail able) then «—
Begi n
3 If NOT (stream ng sessions active) then
handover (GPRS, W.AN)
5 End

Listing 4.2: Rule-based decision algorithm where only one access témoan be activated at a time

Case 2: WLAN and GPRS can be simultaneously active. WLAN assumed to be chaagdp have
higher throughput. No streaming service quality support in WLAN assunigetision as to
whether to handover data session X from GPRS to WLAN.

If (using data services AND data session X using GPRS AND WLAN hot spot <
avai |l abl e) then
3 handover (GPRS, W.AN, session X)

Listing 4.3: Rule-based decision algorithm where WLAN and GPRS can beltsinaously active

It has been shown during the initiation phase how the definition of ruleesestablish a decision
mechanism. Therefore, in the case of network selection, fuzzy logic dmulgsed to determine the
best available network for the handover [Yla05]. [MMPO03] preseniiszay logic based inter-system
handover initiation algorithm. The algorithm decides the time to initiate a handoyeeseto another
available access network based on QoS and pricing tariffs.

VHO Decision Function

This approach suggests the use of a mathematical expression to evaluaedhaf vertical handover
depending on the input variables. The function can be applied to measugaddness of a network
or to express the requirements of a service. The decision function camiky forms and have many
different input types and parameter weights.

One example is presented in [HNHO5], the authors descrideetecal handover decision functighat
evaluates the metrics and assists the handover process. A so calledrptaldy (Q) factor provides a
measure of the usability and appropriateness of a certain network measagefunction that ponders
the listed metrics and factors:

Q = f(0.4aC,0.16W,0.05¢S, 0dU, 0.2e N, 0.1 f P,0.05gV) 4.1)
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In equation 4.1,b,c,d,e,f and gre coefficients to adapt the heterogenous units of the factors. would
mean that the overall value of the network, relevant to vertical handofieavily dependent on the
monetary cost@) of the network. SecurityS) and velocity ¥) in this case have a small effect on
the decision and user preferendg) (is not considered at all. The weighting factoesd) show the
priority ratios between the different characteristics; for instance monetat is twice as important as
network (N) conditions and quadruple times more imperative than poRjergguirements and network
performance \(V). Considering ongoing services, a value can be calculated for eadalde access
network e.g. AN1, AN2, etc.:

AN1 = S1%((Cly * P14+ C2 % P2) x Servicel + (C31 %« P34+ ...) x Service2 +...) (4.2)

AN2 = 82 % ((Clg * P14+ C2 % P2) % Servicel + (C32 * P34+ ...) % Service2+...) (4.3)

Self-learning Strategies

Note that the presented decision algorithms are not exclusive. A mixedagtpwould firstly define a
rule based decision process and whenever an unknown situatiors @decision function takes care
of it. This model could also work in conjunction with a self-learning strategy.ifkelligent algorithm
could learn from the users feedback and consider the users hangteferences for future handoff
decisions. One approach could be based on neuronal networks simite principles presented in
[MPO1, MYPOO] for handover triggers.

The selection and decision process could take place at the network or matiéleand must appro-
priately adjust the constraints (e.g. authorization, billing). It should besbewho hast the final control
on the handover process, either defining his standard preferenitesugh his interaction.

4.3.5 Execution

Once the vertical handoff decision has been made, the next step faméngsystem is how to maintain
connection and service continuity after a vertical handoff.

There is much work being done at the physical and network level to exeandovers at the connec-
tivity access network. But mobility management in real world deploymentsrejunplementations at
different layers. As outlined in [oGMCTOQ0], handover execution asreeterogeneous networks faces
following challenges:

1. Connection Changes: Changing radio links often means changing radio access nodes. New
connections need to be set up and superfluous connections released.

2. Switching and bridging: If data is to be transmitted on two connections (packet duplication) or
if data coming on two connections is to be combined on one connection, a loodgection is
required. Bridge connections are used, for instance, to preverdfildssa. Once this feature is no
longer needed the bridge is released.

3. Combining and multicasting: In the case where macro diversity is supported by the layer network
involved, connections are added to and released from multi-casting amulrdog points. In this
case, adding a connection does not imply releasing another.

4. Re-routing: Handover may imply re-routing of connections through the fixed netwedqg eut-
side the access network that is currently involved.

5. Control point transfer: If a user moves from one domain to another, it could be required to
transfer control.

6. Security functions: Handover often requires the transfer of security keys and authenticatio

To overcome these issues, upper layer context transfers havelbesiyadentified in chapter 3.5.4
as a required feature of NGN.
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Context Transfers

Context transfer is designed to allow communication entities to exchangd irdefmation. This in-
formation is referred as state or context information and may consist oapéce preferences and
technical parameters, such as access delay, available bandwidtlapatiilites of the terminal.

In the absence of context transfer there may be large delays. Therketignaling required to re-
establish QoS flows, re-authentication the mobile user at the new acceissetine header compression
algorithms, etc. [SKem02] explains the main reasons why context transfesqures may be useful in
IP networks.

e Mobile Nodes establish network state at their ANG (AAA like IPSec or chgr@iformation,
QoS, Header compression, etc.)

e State needs to be re-established in the new access network
e Context transfer during handovers:

— saves signaling overhead over the air interface
— provides performance benefits for transport protocols
— helps to make handovers seamless

Horizontal context transfer already happens among in the accessrkettvthe link layer (e.g.
IEEE 802.11F). The transfer of context information during verticaldoamrs presents some difficul-
ties [MZ04, MPWO3].

Context information characteristics: It is difficult to collected the high amount of dynamic and dis-
tributed context information. For a handover between different nesy®s&me context infor-
mation is not relevant or missing. To compile the relevant context informatfectefly, data
structures as in chapter 4.4.4 have to be carefully defined.

Performance: If the context transfer delay is too large the advantages of contexfdramsve been
removed.

Quality of service (re)negotiation: In VHO there may be a change in service quality (differences in
bandwidth availability, congestion, interference). Means for sessiaptet may be required.

Inter-operability: Context transfer messages must be specified and formatted so as to peiatde
by the target network. Different access systems may not be able to mgecemtext information
(e.g. different QoS parameters).

To overcome these difficulties a common efficient context transfer prioteeals to be implemented
in the ANG and the S- and P-MMF. Context transfers below the network kEgenot new. They are
specifically defined for each access technology (e.g. between AP inNMtAdetween base stations in
cellular networks). In heterogeneous environments, the transfemtéxds should be considered at IP
layer or higher. Therefore, two alternatives are suggested:

1. Use SIP to transport the context information in the message body.
2. The Context Transfer Protocol (CXTP) [SLNPKO05].

SIP and XML for context information transport:  Re-using the signaling protocol of IMS is the main
advantage of using SIP to transfer context information. The IMS SlReadihg can be re-used as well
as the deployment experience on SIP communications. SIP methods like NEES@ASUBSCRIBE-
NOTIFY can carry application information in their message bodies. A valiiaitien for the Content-
Typeheader such as "application/contextinfo+xml" would be required. Fuwbégt would be required
on the specification of the operations of the context transfers flows aoohtext data representation.

XML has been proofed to be good technology to represent informatiotiPic@nmunications (NO-
TIFY body). A simple example of context information representation is shiafigure 4.4.
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<?xm_version="1.0""?>
<mfinfo xm ns="urn:ietf:paranms: xm :ns:regi nfo" version="0" state="full">
<regi stration aor="sip:userl_publicl@onel.net" id="as9" state="active">
<contact id="76" state="active" event="registered">
<uri >si p: [ 5555: : aaa: bbb: ccc: ddd] </ uri >
<unknown- par am nane="audi 0"/ >
<an-i nf o>
<an-info/ >
</ cont act >
<session id="76" state="active">
<cont act -i d>si p: [ 5555: : aaa: bbb: ccc: ddd] </ cont act -i d>
<sdp><sdp/ >
<p-mf >< p-mmf/>
</ session >
</registration>
</ mfi nf o>

Listing 4.4: Data representation of context information in XML

Context Transfer Protocol (CXTP): The Seamoby (Context Transfer, Handoff Candidate Discov-
ery, and Dormant Mode Host Alerting) IETF working group [SIET0&¢tently (July 2005) concluded
their work with the publishing of the experimental Context Transfer Prot@xTP) [SLNPKO05]. The
protocol is designed to work in conjunction with other protocols in order twide seamless mobility
with supports to both IPv4 and IPv6. Chapter 3.5.4 already anticipated daefoiefor context transfers
capabilities at IP layer. CTXP seems to be a good candidate and defines fmean

e Representation for feature contexts.

e Messages to initiate and authorize context transfer, and notify a mobileafidde status of the
transfer.

e Messages for transferring contexts prior to, during and after hamdov

CXTP proposes support for several scenarios of context trangggnaling flows are presented for
network and mobile controlled transfers. The initiator of transfers in thearktaan be the previous
(predictive) access router or the new (reactive) access router.

The message types used in this protocol are:

Context Transfer Request (CT-Req) Message

Context Transfer Activate Request (CTAR) Message
Context Transfer Activate Acknowledge (CTAA) Message
Context Transfer Data (CTD) Message

Context Transfer Data Reply (CTDR) Message

Figure 4.4 shows an example of the use of CXTP. After a context trai3tgrtrigger, the UE sends
a request (CTAR) for context transfer to the new access routernRiR nAR sends a CT request (CT-
Req) message containing the type of context information is required. Thextanformation is carried
in the CTD message from the previous access router (pAR). Acknoasmeelgts to the context transfer
messages can be optionally sent (CTAA to MN and CTDR to pAR).
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Figure 4.4: Network controlled CXTP [SLNPKO5] flow example initiated hgw access router.
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4.4 Mobility Management Function (MMF)

Seamless mobility in IMS based networks has been identified as an issuengduither work and
enhancements to the actual NGN architectures. A vertical handover eraeagfunction for seamless
service continuity has been claimed regardless of the access technekayyAiter the identification of
the challenges of vertical handovers in NGN networks, this work intenalddoess some of the issues by
proposing mechanisms and strategies to provide a framework for defj\sramless service continuity.

Pure IP-level connectivity transfer may not suffice to provide seantasdoff experience to end
user in many cases. It is the lack of knowledge of the application semantit lat¢l that prevents
seamless continuation of the session. Hence, there is a need for addieetenisms, which can take
into account application semantic and perform relocation of applicatiocifgpkinctionality at the time
of handoff.

A Mobility Management Function (MMF) for IMS is designed with the goal ofieg user's mo-
bility across heterogeneous access systems. By using information gafiteenethe network, the MMF
combines this information and decides about the execution of mobility mechanigms/ide seamless
service continuity over the new access network. The surveys ondlifferobility mechanisms and cur-
rent standardization work in progress is a step forward on the way toBlecdncept [GJ03] envisioned
for NGN. Before introducing the functionality of the MMF, relevant termd #re reference architecture
are presented.

4.4.1 Terms and definitions

Hard handover: Handover where facilities for supporting traffic flows are subject to detepunavail-
ability between their disruption on the serving link and their restoration on tgetthnk (break-
before-make) [Soc05].

Soft handover: Handover where facilities for supporting traffic flows are continuouséjlable while
the mobile-node link-layer connection transfers from the serving poiatta€hment to the target
point of attachment. The network allocates transport facilities to the target goattachment
prior to the occurrence of the link-switch event (make-before-brgadg05].

Terminology consensus

Terminology used in the literature and industry are usually subject to diffénéerpretations and a
consensus should avoid confusions to the reader. At this point, it isivgryrtant to understand the
distinct terms that refer to network elements that are functionally comparaltihe tdefinition of the
Access Network Gateway (ANG) used in this work.

The actual IMS release of 3GPP has been done access type indeppémaeeverything "below" the
IMS entry point is defined as IP-CAN [SAO05c]. IP-CAN and the termcéss system" refer to the same
concept and are used indistinctly in this work. An example of an IP-CAN@aczess system is GPRS
and is based on UTRAN/GERAN as the AN (radio AN in this case) and the G&ENg as the ANG.

For the purposes of mobility a consistent definition of the network entity atdige point of the
access system is required. The name of Access Network Gateway (&M@ pttempt to generalize the
different terms found in related work and achieve some level of consaisout the pretended function-
ality. A definition of an access network gateway appears in [SMKO04]:

Access Network Gateways (ANG):An Access Network Router that separates an Access Network from
other IP networks, much in the same way as an ordinary gateway routerAddess Network
Gateway looks to the other IP networks like a standard IP router. In a setaibrk, an ANG may
also offer the services of an access router (AR), namely offer thehRextivity to the mobile
nodes.
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In other IETF RFCs terms likAggregation Routeor Access Network Edge Poiate used depending
on the scope of the document.

The industry prefers terms like Border Gateways (BG) or Session BQuigtroller (SBC). There is
little use of these terms in RFCs or 3GPP standards. SBC can be regatiediaal implementation (or
commercial product) of an ANG, but usually SBCs lack of IP connectiviigding functions (e.g. IP
assignment). SBC are commonly deployed to fill the missing security (e.g. liyewd interconnection
(e.g. QoS and signaling adaptation) capabilities os edge routers. [Curaf&iiliks very good the
different views and the varied roles that SBCs play in IMS.

3GPP System Architecture Evolution (SAE) documents refer to this netwuity @s an Access
System Gateway (ASGW) and can be confused with the term User Plane @HE)[Evo06]. UPE
describes in a generic manner the network entity carrying the responsibilitiefivering the IP traffic
to the UE. A Packet Data Serving Node (PDSN) is the access gatewayenetfieeCDMA radio network
and the core packet network specified by 3GPP2. ETSI TISPAN namchsnetwork element Access
Border Gateway Function (A-BGF) as part of the Network Attachment y@&ies1 (NASS). Finally,
depending on the access technology, examples of ANG are:

e GGSN in GPRS networks

e B-RAS in xDSL access networks

PDSN in CDMA networks

ASN GW (Access Service Network GateWay) in WiMAX networks
Packet Data Gateway (PDG) in WLAN access networks.

For the sake of simplicity and following the convergent trend of NGN, onlytéhe of ANG will
be used in this work. It is not important the name this network entity but therstaahgling of its
functionality.

4.4.2 Reference architecture

The protocols and entities described in this document can be used to hamdtbllity within an IMS
Provider Domain (IPD) . The reference network architecture is shodigune 4.5. A single IPD spans a
whole administrative domain such as the network of an operator. The étgel®D is made of Access
Network Gateways (ANG), Border Gateways (BGs) and Media Gate{(ld¢®/V). The core network is
controlled by the IMS. The MMF described in this work is defined as pati®fMS but MMF functions
can be required in other elements of the IPD. The domain up to the entry poiet tid &is referred as
the IP-CAN.

ANGs manage IP links offering connectivity to Access Networks (AN)hsas WLAN or Radio
Access Networks (RAN) like UTRAN/GERAN, each one univocally assed with at least an IPv6
prefix. The concept of the ANG represents an entity that unifies the telogiynand functionality of the
network elements that provide IP connectivity. Further discussion on téumgions and requirements
of the ANG are presented in chapter 4.4.2. ANG provide the access to dyMielivering the IMS
communications to the entry point of the IMS, namely the P-CSCF.

A border gateway (BG) is defined to interconnect the IPD with exterrtalor&s such as other IPDs
or traditional IP networks like the Internet. Though, IP communications toratt@etworks could flow
directly from the ANG, for technical reasons (IP transport efficiesegurity, etc.) it can be desired to
anchor the external data flows through a BG.

The MGW handles the communications between IP and circuit switched (@8pnks enabling
interworking with the PSTN as defined explained in chapter 2.3.

The internal topology of an IPD and transport technologies intercaimgethe network entities re-
main intentionally undefined and do not affect the proposed protocolsof@ue scope of this work are
the definition of the access network (AN) related entities, since their primandgunctions differ from
one access technology to the other.
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Figure 4.5: Reference architecture describing the IMS Provider Domaed in this work.

Assumptions

e The edge points of the network (ANG, BG, MGW) share security assoogtio

e Each ANG provides the required interfaces and reference points to coicetel with the AN
related entities (base stations, access routers, etc.) and with the P-MMF.

¢ No roaming considerations between IPDs are discussed at thié.pbirgrefore no network hiding
configuration is needed and the I-CSCF is left out of the signaling flows.

e Assumptions and consideration of the user terminal are described in chab
e Overlapping of radio coverage zones ensure simultaneous connedtivityg handovers.

e In most of the flow diagrams the communicating partner of the moving user isaridih but
presented concepts apply also to other SIP capable entities (e.g. appléeatiors).

User Equipment (UE)

The simplified model assumes that each air interface interworks with onlyR@eldress (no multi-
homing capabilities as explained in chapter 4.4.7). Figure 4.6 illustrates tresegpation of the user
equipment in this work.

The split of UE intoUEa andUEb is motivated by the fact that terminal mobility across heteroge-
neous networks (vertical handovers) can be regarded as a sesdidity from onelPato IPb. Although
the definition of session mobility implies a change of terminals, a certain paralleésmeén vertical
handovers and session mobility can be drawn. Both mobilities imply a changeaedsatechnology and
type of access point to the network (different ANG). Either case of molfdite almost the same chal-
lenges when looking to achieve service continuity. Thus, concepts arfthmsms can be shared. The
main differences are in the requirements of the session handover, sssiersmobility is more relaxed
in terms of duration of the handover and jitter. The requirements on the midélend application layer
implementations in case of moving the session from one device to anotherfabfiethe capabilities
required from a multi-interface device. These differences and how to mmgplethe required functions
are clearly out of the scope of this work.

It is assumed that the SIP UA in the UE can correctly handle multiple registratiamhi® addresses.
Further required functionalities of the UE are also assumed (multi-interfete@rk detection, protocol

3The research on interconnection of IPDs is placed for future workigh@oncepts worked out in this work are expected
to be easily applied and extended with these regards.
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implementations, RTP filtering, etc.)
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Figure 4.6: User equipment representation. Device with two interfaeash of them assigned with a different IP.

Access Network Gateway (ANG)

Requirements on access networks have been already previouslyséiddugshapter 3.3.3. At this point
it is important to define the functionality of the ANG. The name of ANG was inteatlpmdopted in an
attempt to generalize the concept of this network entity and not stay comsttaiexisting technologies.
Though some of the deployed network equipment already offer or sugofunctions defined in the
ANG, equipment with similar functions still need to be updated or complemented wiér network
elements to offer the full ANG functionality. The ANG is a network entity at thgeedf the IPD with
the following set of networking functions.

Functional requirements

The Access Network Gateway (ANG) is the anchor point for signalingdatd traffic between access
and core networks. The functions of the ANG can be clustered into:

e Packet routing, forwarding and tunneling

e |P access service enabling functions

Policy and Charging Enforcement Function (PCEF)

Session Border functions (NAT, ALG, security, QoS, regulatory)
Context transfer capabilities

The main function of the ANG is to deliver the data traffic to the destination, fdsahsport func-
tions such as packet routing and forwarding are implemented in the ANGIditian to this tunneling
capabilities are also needed to support mobility functionalities.

The IP access service deals with the provision of IP connectivity to theTb&main functions are
related to the IP address allocation and the management of the IP conne@wiityions for local IP
mobility such as HIP, HAWAII and are implemented in the architecture below th& AN

Policy and Charging Enforcement Function (PCEF) based on 3GPP@32&2 concerned with the
generation of charging records and the enforcement of traffic palities ANG should implement the
Go interface [NTO5b] to support the PEP functionality implicitly. The PEP fignality maps the QoS
requirements derived from the SDP into specific QoS parameters of thssagetwork as discussed in
chapter 3.2.6. This ensures that the signalled media requirements match #hemctia being transmit-
ted in a call and discard excessive data. It prevents service thefiratetts against a media Denial of
Service attack.

Session border functions are a set of functions that control sekased traffic at the signaling and
packet layers, allowing increased security and enhanced featunekeino meet the FMC requirements.
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The P-CSCF already implements some of the required signaling, security a®du@ctions, but re-
dundant or complementary functions in the access network are still meges$or the data path, the
following required functions related to NAT, security, QoS and regulasyes are related:

e Security features should provide protection for core networks elemeaitsas the P-CSCF from
signaling attacks by identifying malicious traffic before it reaches the cohe CSCF already
implements topology hiding, removing of internal network information carried éndilgnaling
stream to preventing internal details from being propagated. Firewattiurality is needed to
allow dynamically open and close multiple ports as required by SIP sessidmigstaents.

e Network Address Translation (NAT) [SSH99] is commonly used for IPdi@ion and mapping.
It prevents two-way voice and multimedia communication, because the privaddresses and
ports inserted by client devices (IP phones, video conferencing stattor) in the packet payload
are not routable in public networks. Therefore, NAPT features at$eyand 5 are required.

e Application Level Gateway (ALG) is an application specific functional entigt tidlows an IPv6
node to communicate with an IPv4 node and vice versa when certain applicaioy network
addresses in the payloads (e.g. SIP/SDP). While NA(P)T-PT is applicatiaware, ALG al-
lows transparent communications between peers running the same applicdtiom different IP
version.

e Regulatory issues as described in chapter 3.3.2 required lawful intienceyh user plane traffic.
This should be possible at the ANG. The lawful interception of the signalaf§drcan also be
done in the P-CSCF and is currently under study in the standardizatiopggrou

e |P transport related functions (e.g. QoS re-mapping, packet markiapirsy, filtering, etc.). The
ANG can monitor and optionally re-mark the quality settings of the user’s datat{ge of service
bits and DiffServ code point bits). QoS functions can be required to imeect networks and
map one service provider’s quality setting onto another’s.

The context transfer capabilities allow the exchange of information betwetvork entities at IP
layer easing mobility across heterogenous access systems as desccibaptér 4.3.5.

Mobility Management Function (MMF)

The MMF can be functionally divided into two different elements for a pratiimplementation. The
central part of the functionality is done at the Serving MMF (S-MMF). BAakIMF is connected to the
S-CSCF as an application server using the ISC interface to transpa@igBiting messages. Initial filter
criteria defined in the user’s subscription profile are used to trigger th& lgvices.

Access system dependent functions of the MMF are placed in the Proiy (W-MMF). The P-
MMF can be situated in the ANG itself or in the P-CSCF (then, an interface to @ i& required). It
is not intended by this work to define such interfaces and referencespoin

The information stored in the S-MMF has more general scope and carsbiael as context infor-
mation while the information gathered at the P-MMF is more access system specifcan be seen as
state information.

No mobility management solution can be implemented without placing any mobility fusdtiaghe
UE and in the IP-CAN. One main design objective of the MMF is to minimize the impacthe UE
and access network entities. MMF required at the UE should be accatssnsindependent (impacts
only above layer 2). Many of the MMF developed concepts should weehk ®ithout the availability of
a P-MMF at the access system.

Motivation for a network based mobility management approach

Much efforts have been placed on the design of mobility solutions wherenthdeyice plays the major
role during the mobility operations. As stated in chapter 4.3, the expressBhétier knows" has been
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true in mobile communications for many years. Now, envisioned NGN aim to makeasgindependent
from the access network and device type. The rapid advances in tegiimeduce the value of terminals
since new functions and capabilities are under constant developmenigaddén devices look obsolete.

This works tries to explore how the "intelligence" of the mobility process cgiidid in the network
and be reused as much as possible. That does not mean that no mobilityt satpine end device
is needed, on the contrary, next generation devices are supposedtebto handle multiple access
technologies. Mobile-controlled and mobile assisted handoff controls wsllibeequired. This mobility
support affects mainly the lower layers and is not possible without UE tttera But, at higher layers
the involvement of the UE can be highly decreased.

A network intelligence approach enables a smooth migration from the mobile nebtegoication
network without any impact on existing mobile terminals. [YOIO05] opens atdedrawhether mobility
management should be implemented as end-to-end intelligence or network intalige

A network based approach satisfies some of the requirements (markdd@REQ#num) for a
vertical handover function (chapter 4.2). The motivation to choose aonktidased approach for the
mobility management function includes:

e No or minimal changes in the UE (VHO REQ#5). Changes in the network elermenézasier and
lead to increased upgrade capacity.

e Higher performance (VHO REQ#1) is expected due to better network sideection to IMS
elements and access to extended network private information. (e.g. HISSSaqueries, PDF
access and PEP interfaces)

e Reduced signaling overhead at the link path (VHO REQ#2 and REQ#8{scof radio re-
sources, better performance in the core network is expected).

e Operator differentiation. Offering a powerful mobility management functibthe network side
increases the value offered by a telecom provider.

e MMF can be seen as an IMS resource allowing sharing functionality to dth@rservices and
building up enhanced mobility services (e.g. view and move active sesseongl browser).

4.4.3 Domain based mobility

chapter 4.2 pointed out that domain based mobility management is a common tedionéghieve high
performance and scalability. The proposed architecture should allowvorkéng between heteroge-
neous (e.g. 3GPP and non-3GPP based) access systems. A mobilityptakes care of routing IP
traffic to the UE that changes the access system to the IMS. Access sygsteragarded as an edge do-
main, within which the UE acquires and keeps the same IP addregg.Jl&nd where the UE’s mobility
is handled using a local mobility management protocol (e.g. GTP in GPRSeré&iff edge domains
could choose different local mobility management protocols. Figure 4 Wsskite reference domain
based mobility architecture.

For this domain based mobility approach a Mobility Anchor Point (MAP) is ddfeean IP node
that either:

1. Performs the forwarding and path update of IP packets destined to thegimst.
2. Notifies correspondents that the moving host care-of addreshhagex.

Thus, a MAP functional entity participates in making a moving host reachdldeal and global
MAP can be distinguished depending on the scope of the mobility they manage.

A local user plane anchor point, named Local Mobility Anchor Point (L®R)Aroutes all packets
destined to IB;,.. The moving UE keeps the same R, address and it is a task of the mobility protocol
to properly update the routing information towards the L-MAP. As later dssdisn chapter 4.4.2, the
L-MAP can be co-located with the ANG.
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Figure 4.7: Reference architecture describing the IMS Provider Doraaéd in this work.

Any mobility event across the edge domains can be handled by redirectingtheaffic between
the ANG or anchoring the traffic to a fixed anchor referred to as intezsacsystem anchor or Global
Mobility Anchor Point (G-MAP). In order to anchor UE traffic to the G-MARo different IP addresses
will be associated to the UE: the JP. address, belonging to the L-MAP subnet, and an IP address
belonging to the subnet of the G-MAP (IR,.;). The IF,;,,, address is the address known at application
level. The UE uses it to communicate with corresponding nodes and is validgasahe UE remains
connected to the IPD.

Session continuity is guaranteed sincgdf2; does not change whenever an access system change
occurs (only new a IR, is assigned). The mobility protocol takes care of updating the route from the
G-MAP to the correct L-MAP and bind each new acquired;JPaddress to the |, address. For
example, if MIP were used as the mobility protocol, G-MAP would be the Homed@¢#h), IP. 44 the
Care-of-Address (CoA) and JR;.; the Home Address (HoA).

In case the access system does not support any local mobility managemkaol (the ANG in
the right in figure 4.7), the IP movement of the UE should be handled by -&adEd global mobility
protocol and the G-MAP.

4.4.4 Functional overview

The main tasks of the MMF can be summarized in:

1. Collection and managing of information related to the user’s mobility.
2. Execution of handover mechanisms to provide session continuity.

Mapping these tasks in the vertical handover model presented in chaptiildws to the repre-
sentation of figure 48 The monitoring and execution steps are tasks done by the MMF defined in
this work. While some kind of evaluation of the available information is needeidigithe execution
phase, the evaluation tasks of this MMF is not meant to trigger handover imsgatioparticipate in the
handover decision.

“The handover model diagram of figure 4.8 intends only to show the nefatietween the different steps in a vertical
handover and the involvement of the MMF. This model must not be asam UML flow diagram.
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Figure 4.8: Mapping of MMF functions in the general handover model forNMG

The first task is related to the monitoring phase of the handover modelnpedsia chapter 4.3.
It shows how the gathering of information results in being able to draw sneaisidns based on the
mobility requirements. Regarding the information gathering task of the MMFpllening information
groups managed by the MMF have been identified:

e MMF user subscription (see table 4.2 and registered user identities 4.3):

— list of user’s registered identities

capabilities of the identities

active contact IDs (registered IP addresses and devices)

— user preferences and policies (QoE, costs, handover policies, etc.)

e Active sessions (table 4.5):

— session description information (agreed SDP parameters)
— QoS state per flow (packet stream context, packet metering and markargeters)
— AAAC (auth. token, charging information)

¢ |P connectivity (table 4.4):

access networks information (interfaces, state and capabilities)
user equipment characteristics (supported features)

header compression (compression state)

security associations (sec-agree, encryption methods)

access network authorization (auth. token)

The second "big task" of the MMF is concerned with the efficient execatiblmndover mechanisms.
The following operations have been identified:

e Evaluation of target network, affected sessions and peers, UE &ndrkeequirements
e Prepares handover and launches mobility mechanisms based on a avadwation (e.g. traffic
classification, mobility protocols)
— SIP mobility mechanisms (control of sessions transfers)
— IP mobility (3GPP Tunneling protocol, Mobile IP v6, NETLMM, etc.)

e Context transfers (at IP layer to easy session continuity)
e Resource reservation and authorization (interaction with the PDF and HSS)
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The S-MMF carries the most important functionality, but it is obvious that Mié&ted functions
are required at the UE and at the ANG. Even if they are intended to be minittaking the network
based philosophy adopted, functionality required at the ANG are defisgddMMF functionality and
include:

¢ Interaction with the ANG (IP mobility operations e.g. tunnel set up)
UE state info related to the ANG (UE/user ids, mob state, sec param.)
QoS (mapping of SDP parameters to AN parameters)

Context transfers capabilities (with S-MMF and the ANG)

Data structures

The data structures describe the context and state information managedylEh It contains informa-
tion related to the user subscription to the MMF, the registered user identied®, tonnectivity related
information and the details about active sessions.

One feature of SIP is the multiple bindings between URI and IP addresaegélans one URI can
be registered at different devices with different IP addresses. déffdes an IMS subscription defined
by a private URI and unlimited public URIs belonging to the same subscriptiaddition to this public
URIs may share service profiles or have separated ones. Modeceslave equipped with multiple link
interfaces (e.g. UMTS/WLAN dual phone) so that a single device maydmhedble through different IP
addresses. Taking all these features into consideration, picture 4/8badsshe identified relationships
between IMS subscriptions, public URIs, active sessions, IP addressl user equipments.

1P UE
- Session 1P |
Public URI Description i UE
Tl

L [
1 T
Private URI Public URI Session | — /

Description ~——1p

| IMS — MMF
- Subscription Public URI

Session I
Description Ip Devices

.S er R N S SO,
Register ed Active Sessions
User Identities

Information

Figure 4.9: Relationship of IMS and SIP identities, active sessions|iBrzbnnected devices.

Four data tables have been defined to manage and map the required inforelaticents. The
motivation to choose these parameters and how to obtain the correspoatiess will be described.
The tables are not supposed to be definitive. Extensions and new tsrafiimformation are foreseen
as needed in the development of mobility services. The implementation of thesesaimanaging the
collected data is out of the scope of this work.

MMF user subscription

This table should acts as a high level container for the user subscriptioa koM. User’s subscription
are uniguely identified by theprivate URIcontained in the Authorization field of the SIP Register mes-
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sage. Upon the first IMS registration of a userpaiblic URIsassociated with the implicit registration set
are registered at the same time. This procedure is called implicit registratias destribed in [SA05c].
HSS contains the set of public user identities that are part of implicit registratio

The user and other IMS entities, such as the P-CSCF and the MMF, get aivthe registered
identities through their subscription to the registration state event packa@s N

The S-CSCF sends a NOTIFY request towards the subscribed entitgen torinform about any
changes in the registration status of the monitored user. For instance, THEX@quest presented in
listing 4.5 informs that the following public user identity is registered (e.g. statysen,
sip:userl publicl@homel.net, tel:+358504821437). Another publicdesdity has been deregistered
(e.g. status = closed, sip:userl_publicc@homel.net).

NOTI FY si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SI P/ 2.0
Via: SIP/2.0/UDP scscfl. honel. net; branch=z9hG4bK332b23. 1
Max- Forwar ds: 70

Rout e: <si p: pcscf 1. homel. net; |l r>

From <sip:userl_publicl@onel. net>;tag=31415

To: <sip:userl_publicl@onel. net>;tag=151170

Call -1D

CSeq: 42 NOTI FY

Subscription-State: active;expi res=600000

Event: reg

Cont ent - Type: application/reginfo+xm

Contact: <sip:scscfl. honel. net>

Content-Length: (...)

<?xm_version="1.0"?>
<reginfo xm ns="urn:ietf:paranms: xm : ns: regi nfo"
version="1" state="full">
<regi stration aor="sip:userl_publicl@onel.net" id="a7" state="active">
<contact id="76" state="active" event="registered">
<uri >si p: [ 5555: : aaa: bbb: ccc: ddd] </ uri >
</ cont act >
</registration>
<regi stration aor="sip:userl_public2@onel. net" id="a8" state="active">
<contact id="77" state="active" event="created">
<uri >si p: [ 5555: : aaa: bbb: ccc: ddd] </ uri >
</ cont act >
</registration>
<registration aor="tel:+358504821437" id="a9" state="active">
<contact id="78" state="active" event="created">
<uri >si p: [ 5555: : aaa: bbb: ccc: ddd] </ uri >
</ cont act >
</registration>
</ regi nf o>

Listing 4.5: SIP NOTIFY message after subscription to the IMS regigiresitate event

Being subscribed to this event a list of registered public URIs can be maadtaiim addition to
contact and registration information of the user, the addresses &-@®CFand theHSSserving the
user should be stored to deliver SIP messages and Diameter queriesSIMMF is implemented as an
extension of the S-CSCF this information is not needed anymore. To knai8Beserving a given user
a query to the Service Location Function (SLF) can be placed. The re=d pf information to be stored
is calledMobility Management Service Profilét contains information related to the users preferences,
network configuration and operator policies. The type of information dtdepends on the mobility
services offered to the user. It could contain e.g. information abofgnpeel access networks, global
mobility protocols and operator policies defining the service class subddmipthe user. This table is
entirely stored in the S-MMF and summarizes proposed information elemenits @odrces:

Registered user identities

This data entry contains information related to each of the registered puhtittiee which are SIP
Address-of-Record (AOR). SIP allows the registration of one AOR dtipheidevices at the same time.
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| Elementname || Description | MMF | Information source |
Private URI Unique key for identification S IMS SIP Register
Public URIs List of registered COA and IPs S Reg. state subscription
S-CSCF Serving CSCF IP address S Server assignment
HSS Address of the serving database| S SLF / Configuration
MM Service Pro-|| User preferences, operator poli- S HSS or MMF DB
file cies

Table 4.2: MMF user subscription related information is stored in tieevéhg-MMF.

That means that for each registered Public user identity there might be naoretle binded contact
IP address. This information is included in tB®ntact IDsfield (e.g. <sip:[5555::aaa:bbb:ccc:ddd];
comp=sigcomp>; expires=600000) of SIP messages. Itindicates thegigiresence for the subscriber,
that is the IP address of the UE. This is the temporary point of contact éosuhbscriber that is being
registered. Subsequent requests destined for this subscriber walhb®ghis address.

The Presence Infa&ontains the data acquired from the registration state subscription for s pu
lic URI. This information could include a registration state (e.g. active, d&eygd, etc.) and timer
information (expiration time, active time).

A list of all active session IDs which the current public identity is involved should be kept updated.
The Call-ID header of the Invite messages will be used as identificationdmesbsion. It is a random
identifier that does not change as long as the session is active.

Active subscriptiongefer to the SIP subscriptions to events that use this AOR. Storing this irforma
tion allows a quicker re-subscription to all events after a contact IP éhang

Storing information about th&JRI capabilitiesis possible since such information may be provided
in SIP header field parameters. [SRKS04] defines mechanisms by whiehus& agent can convey its
capabilities and characteristics to other user agents and to the regisitadmmain (e.g. the MMF).

Element name || Description | MMF | Information source \

Public URI Registered AOR (unique key) S Reg. state subscription

Contact IDs List of active contact IP S SIP contact header

Presence info State = active S Presence server

Active  session| List of active sessions S SIP signaling flows

IDs

Active subscrip-|| User’s subscription to IMS events S SIP signaling flows

tions

URI capabilities | Supported methods, content types, S SIP parameters, SIP OPTIONS
extensions, codecs, etc. method

Table 4.3: Registered user identities data is entirely centralizetiénServing-MMF

IP connectivity

The IP connectivity table (table 4.4) gathers information about each Ifessldssociated with an active
and registered public identity. Recall that SIP allows the binding of multiple teades to one SIP
AOR. [SRSC 02] specifies a g-value value used to prioritize addresses in the list fat@uldresses.

<si p: [ 5555: : aaa: bbb: ccc: ddd] ; conp=si gconp>; expi r es=600000; q=0. 6,
<si p: [ 4444: : aaa: bbb: ccc: ddd] ; conp=si gconp>; expi r es=6000; q=0. 1)

Listing 4.6: SIP Contact header including expiration time and priority
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This table contains in thaN infofield information about the access network (AN) type and charac-
teristics attached to this IP address. IMS specifies a new SIP parametdrRRallecess-Network-Info.
It allows the UE to provide information related to the access network it is usigg P-Access-Network-
Info: 3GPP-UTRAN-TDD; utran-cell-id-3gpp=234151D0OFCE11)erided from this information the
MMF can determine the access network type (e.g. 3GPP-UTRAN-TDD)tamapabilities. Network
capabilities could include mobility protocol support (e.g. MIP), expecte8,@osts, etc. This informa-
tion could be contained in an internal database. Further on, the use afdymformation regarding
the actual status of the access network conditions (e.g. data load in theedttath could extend the
available information.

If 802.21 [Soc05] technology is available, Media Independent Hagrdimformation Server (MIH
IS) could assist the handover process of 802.21 equipped mobile.nddlés Information Services
[SDFHDO06] may be used to assist handovers between networks bassdred network knowledge.
Information Services can provide essential network related informatignt@oology, channel informa-
tion, adjacent base-station channel occupation, neighboring netwWorknation or upper-layer mobility
service information). This allows a moving host to select an appropriatddirée-connection to make,
amongst available networks independently of the link technology used\J86]F

Alternatively, the Candidate Access Router Discovery (CARD) [SE8%] protocol is a recent out-
come of the IETF Seamoby WG [SIETO5] that specifies similar proceduresdore the capacity and
capabilities of target networks.

In order to identify the visited network at the home network, the P-CSCF alds the P-Visited-
Network-ID header with the contents of the visited network identifier.

One of the difficulties observed in the IMS addressing functionality is thecdiffi to bind IP ad-
dresses to terminals or SIP User Agents (UA). Regarding the giveifispdons of SIP and IMS there is
no way to detect that a single device uses more than one IP addresslitloratb this, the address may
change each time the device running the user agent gets a new IP abtdtésss very reasonable for
the display name to give a unique identifier for what this instance of the geet wishes to be known.

This is the main motivation for including @evice IDfield.It would be useful being able to bind IP
addresses to unigue, long-term, stable identifier for a particular uset. dg& example, when several
presence user agents are providing presence data, it should bi@etmssorrelate a particular set of data
with the particular device that provided it.

The User-Agent header field specified in RFC 3261 [SR®Z} cannot be used for these purposes
since the information about the UAC is not unique. Two softphones usinggatime version would add
the same information (e.g. User-Agent: Softphone Betal.5).

The identification of SIP UA is not a new idea and possible solutions aredglfeging discussed
in Internet Drafts [Jen05]. This work addresses the requirementg astiontact header tag that looks
like +sip.instance="value", where the value is a Uniform Resource Nam&ljthat uniquely identifies
the device. Today, the most practical URN to use is the Universally Unidgmtifier (UUID) URN as
specified in [SLMSO05]. There are two main approaches for this numbedhgme. One approach is
using a random number to provide a high likelihood of uniqueness. An atteenis using an admin-
istratively defined such as ethernet MAC addresses to allow a givaced®vbe manufactured with a
unique address. The UUID defines a simple way of encompassing eithetioof these approaches and
works for both hard phones and soft phones.

Having a way to identify the available devices allows extending the descriptithre @levices with
its capabilities (JE capabilitieg. An initial SIP Invite includes the SDP offer containing a description
of all the supported codecs by the device. Storing this initial SDP informatoiches future media
communications.

The information about the terminal capabilities could be also extended in a sinajaaswhe infor-
mation about the access network is retrieved. If the MMF knows the termipal(g.g. manufacturer,
model, OS version) a database could provide useful information abmobded services and capabilities
of the terminal, mobility management protocols (MIPv6) and other specifiacteistics.
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The SIP method OPTIONS defined in [SRS2] allows a UA to query another UA or a proxy server
as to its capabilities. One approach could be using the OPTIONS requestsdeed information about
the supported methods, content types, extensions, codecs, etc. FE@PFIONS method could query
not only the communicating peers but also the P-CSCF and other SIP capétiés to gain information
about the supported services and codecs in one network (enriéiNnigfo field information). This
approach can be regarded as an alternative MIH Information Servidenmaptation. This information
may be later used during the handover to determine a SDP matching all destinetarork capabilities.

The S-MMF stores in this table also the address ofRRIMF handling the user IP connection.
Depending on the implementation the P-MMF could be in the P-CSCF or couldéhdiféerent IP
address. In either case sending IP messages to the P-CSCF servisgttiee@nough to reach the P-
MMF. The address of the P-CSCF is available atVeeroute header of all SIP messages. When the
P-MMF has another IP address it is necessary to set up the trigger pothts P-CSCF to deliver the
messages to the P-MMF.

The P-MMF needs an interface or reference point toAN& responsible for the user traffic of this
IP address. How to get this information is a matter of the specific accessnsiysfgementation and
available technologies. Itis assumed that the P-MMF is aware of the AN@ #1GAN managing this
IP connection.

Information related to thAAAcould include authentication information (e.g. authentication vectors)
and authorization data (e.g. Auth. token). If the P-MMF is provided withwthemtication vector as
described in the IMS registration procedure, then it is not further sacgso query the HSS and the
authentication challenge could be issued at the proxy side. In either tb@sauthentication of the
challenge response should be done at the home network by the S-CSCF.

Header compressiotC) is done at the P-CSCF to optimize the radio resources towards the mobile
node. Mobile node and P-CSCF negotiate in their first IMS communication theression used (e.g.
comp=sigcomp). Header compression implies maintaining compressor stateatitor at the P-CSCF
that could be transferred to save the compression negotiation and set up time

Something similar happens regarding the security agreen@eftbétween the P-CSCF and the UE.
During the IMS registration the security parameters and algorithms are ntegotitis for further study
at the handover process how the transfer of this information could gl ugeg. Security header in SIP
messages: Security-Verify: ipsec-3gpp; g=0.1; alg=hmac-shg-$&=98765432; spi-s=87654321;
port-c=8642; port-s=7531). Extended information about IMS secscityemes is available in [PMKNO04,
SA05c].

| Elementname | Description | MMF | Information source \
Contact ID Contact IP (key) S SIP REGISTER contact info
Public URI Registered CoA S IMS registration
AN info AN type and capabilities S-P | P-Access-Network identifiers
MIH IS 802.21 MIH Information Server S Queries to MIH IS
Device ID unique, binds IPs and ports S IP-CAN registration, USIM
UE capabilities MM protocols, codecs, BW, S First SDP offers, SIP contacgt

header field parameters

P-MMF Assigned to the P-CSCF S Via-route info
ANG Serving ANG P PEP, AN info
AAA Authentication tokens, ids, S-P | Auth. header IMS reg flow, 1P}
CAN specific AAA
HC Header compression state in P- P SigComp negotiation
CSCF
SA Security agreements with P-CSCF P Security-tags

Table 4.4: 1P connectivity information is distributed in the Proxy a@drving MMF.
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Active session description

This table contains all relevant information regarding the active sessnisng this information allows
making smart decisions about the requirements of the ongoing service&eshkion IDuniquely iden-
tifies a SIP communication session and acts as a key to bind active sessiosheitidata elements.
Since every SIP session is tagged with a Call ID, this ID can be used asithesudentification for the
session. The Call-ID is present in all SIP messages and is maintained asltrgsession is alive (e.g.
Call-ID: cb03a0s09a2sdfglkj490333).

TheURIs and IP addressasf the communicating partners are also stored and can be extracted from
the From: To: headers of the SIP Invite messages (e.g. <sip:userl publicl@homeghgret¥1828)
and from the connection field of the SDP body (e.g. c=IN IP6 5555::abatdiddd).

The most important piece of information stored in this table is the session destiigformation
that can be extracted from the body of the negoti&BdP. It contains all the necessary information to
describe the ongoing session including codecs, bitrates, bandwidthassgdrt protocols. From this
information the MMF can derive the required QoS and draw conclusionstabe necessary mobility
management protocols to assure session continuity. A SDP description lex@mmp session using
video (port 10001, codec H263, bandwidth 75 kbit/s.) and audio (@4 6codec AMR, bandwidth
25.4 kbit/s.) over RTP is:

v=0

0=- 2987933623 2987933625 IN | P6 5555:: eee: fff:aaa: bbb
S=-

c=I N | P6 5555:: eee: fff:aaa: bbb

t=0 0

mevi deo 10001 RTP/ AVP 98

b=AS: 75

a=curr:qos |ocal sendrecv
a=curr:qos renote sendrecv

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=rtpmap: 98 H263

a=fntp:98 profile-level-id=0
nraudi o 6544 RTP/ AVP 97 96

b=AS: 25. 4

a=curr:qgos |ocal sendrecv
a=curr:qos renote sendrecv

a=des: qos mandatory | ocal sendrecv
a=des: qos mandatory renote sendrecv
a=rtpmap: 97 AMR

a=f m p: 97 node-set =0, 2, 5, 7; node- change- peri od=2
a=rt pmap: 96 tel ephone-event
a=maxpti me: 20

Listing 4.7: SDP description for a session using video (port 10001, cétis3, bandwidth 75 kbit/s.) and audio
(port 6544, codec AMR, bandwidth 25.4 kbit/s.) over RTP

Theflow identifiersdescribe the IP data flow used (if any). This feature is also accesssygezific
and the transfer of this information could not be always useful. But flescdption could also enriched
the information about the session and help extracting the QoS and semyigeneents of the ongoing
session.

The last information element is théharging Infocontaining Call Details Record (CDR) such as
the IMS Charging Identifier (ICID), the Charging Collection Function (F&Rd the Charging Gateway
Function (CGF). Details and specifications are available in [SAO5a]. e @formation can be very
large and rich in terms of describing the session (timers, components, igtimglvetc.). It can be very
helpful to store this information to allow the correlation of charging informatiammd) context transfers
between access networks.
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| Elementname || Description

MMF \ Information source \

Session ID Unique key for session identifica- S-P | Call ID tag
tion
IP IP address S-P | SDP c: field
CN URI Corresponding node URI S-P | SIP INVITE
CNIP Corresponding IP S-P | SDP c: field
SDI Session description information | S-P | SDP body in final INVITE

Flow identifiers Data flow description (e.g. PDP P IP-CAN, PEP
context in GGSN)
QoS state IP-CAN specific QoS parameters P P-MMF Database
(e.g. UMTS class)
Charging info CDR including ICID, CCF, CGF | P-S | P-CSCF, P-Charging vector

Table 4.5: Active session description requires storage of infornmaitiothe P-MMF.

S-MMF assignment

Upon IMS registration the user gets a S-MMF assigned that will serve #reagdong as it is connected
to the IMS. The assignment can be based on load balancing, user casatbilftiether criteria.

One implementation option is to define a trigger points initiigal filter criteria stored in the user’s
subscription profile. After successful IMS registration the S-CSCFtpetsgh thenitial filter criteria
as described in chapter 3.2.1. A trigger point can be set to contact apsh8nsible for the S-MMF
assignment.

The user and the S-MMF could perform a SIP event registration to get leach other and stay
in contact about MMF events. After S-MMF assignment, Record-Routdeader may be set in SIP
requests to stay in the signaling path. More details about possible implementatioais for further
work.

4.4.5 \Vertical handover operations

The steps during a vertical handover are summarized in the following steps:

1. Handover starting conditions include getting IMS connectivity over the new available interface
and access network. UE gets a second IP address and discoveesthi@® entry point. IMS
registration procedures of new contact address are required.

2. Handover initiation indicate the need for a handover upon reception of a trigger.

3. Handover evaluationis based on active session characteristics and available networks-and af
fected end-points.

4. Handover executionstarts required mobility mechanisms to support session continuity (e.g. send
re-INVITE messages to ongoing session participants).

Handover starting conditions

Before starting to think about any handover procedure, IMS convitycis required. This includes
attachment to the IP-CAN, P-CSCF discovery and IMS registration of tvecoatact IP.

The mobile node connects to the mobile wireless network via any access lEph(@g. CDMA,
GPRS, 802.11, 802.16e etc.) through a second network interface.e&talishing L2 connection with
the network, the mobile node initiates L3 establishment by requesting an IBwésadrom the IP-CAN.
There are various ways the mobile node can request for an IPv6sad@rg. IPv6CP [SHA98], IPv6
stateless address auto-configuration [STN98] or DHCP).



4.4. MOBILITY MANAGEMENT FUNCTION (MMF) 85

The P-CSCF discovery has been introduced in chapter 2.5.1 and cand&ylmeans provided by
the IP-CAN or using DHCP. After reception of domain name and IP addfakg P-CSCF the UE may
initiate communication towards the IMS and perform IMS registration and atitlhagion procedures as
described in chapter 2.5.1.

Terminal authentication is granted by the new access network that praxadesctivity. Chapter
3.2.5 introduced the security features of IMS and established meansrfdnireed authorization and
authentication mechanisms as a FMC requirement. With this regards, inno8##iveased terminal
authentication strategies are discussed.

SIP based terminal authentication: A new method for terminal authentication for IMS based net-
works is proposed. Access network are responsible to provide ctvibe but the authorization pro-
cedures need the query of a database containing the AAA data. Thusgdbss system needs access
to this data. Providing each access system with an interface towards thes H8Scost-effective. A
local copy of the AAA authorization data is another approach but the egjait of sensible subscriber
information is also very problematic. FMC requirements include the re-usdsifrey AAA methods in
an a technology independent way.

Taking these considerations into account, this approach suggests the imfaltomeof a SIP UA at
the access network entity (let it be the ANG) that receives the authenticatjioest of the user as usual
(e.g. line id in xDSL networks, International Mobile Station Identifier (IM®I) GPRS authentication).
With these authentication parameters a SIP Register message is constrdcsedtdny the ANG to the
CSCF. If the CSCF accepts the registration and authenticates the useN@grants connectivity to
the terminal and follows with the IP allocation procedures. Then, the ugeregister with the IMS as
usual.

Figure 4.10 shows a UE requesting terminal authentication as usual. Tiestdg passed to the
AAA entity, in this case the ANG (a proxy AAA may be defined for this purmoas in WLAN inter-
working [SA06a]). The ANG implements a SIP layer and transforms the atitia¢ion request in a SIP
Register message containing the authentication parameters. Means to loteteeheetwork from the
authentication information are required to forward the Register messagettpr The CSCF authenti-
cates the registration by querying the HSS and sends a SIP resporese2@aiOK or 401 Unauthorized.
The SIP aware ANG translates the response in an access networkcsaeitifntication response that is
sent to the UE.

UE SIP -aware AAA
entity (e.g. ANG) CsCF

Auth. Req.

HSS

> s Register

Authentication
S —

SIP Register

Auth. Resp. asponse

Figure 4.10: Terminal authentication.

Alternatively, a further enhancement is possible through an onepaSAaN and IMS authentication
procedure. Such an approach would save network traffic andedldedMS registration time by binding
the IP-CAN authorization and the IMS authentication procedures. DuNi§) registration, the ANG
providing AAA functionality inserts an authentication token. This token is ggred or stored during
the terminal authentication procedure, either during a standard or thege®IP based access network



86 CHAPTER 4. SEAMLESS VERTICAL HANDOVERS IN NGN

authentication. The SIP register message containing the authentication tédsveisled as usual to the
S-CSCF. The S-CSCF downloads from the S-CSCF the subscriptiotenftl registration state from
the user that contains terminal registration info permitting to check the validityeohtithentication
token. If authenticated, the S-CSCF does not need to progress withthiemtcation vector registration
procedure (sending a tempora¢$0 Unauthorizedesponse as in steps 7 and 8 of figure 2.4) and can
send a finaR0O0 OKmessage. Such an approach is described for the case of GPRS in [Q&HW

SIP flexibility allows to use such methods for any type of authentication datan@atianism. The
only requirement is that the UA implementation at the ANG and S-CSCF are the lRéehaves
mainly as a transport protocol to carry the authentication data. Benefits @fgproach are:

e Maintains HSS centralized architecture as specified for IMS.

e Re-uses SIP signaling.

e Authentication answer can be extended with access subscription infopi@bie etc.).
One pass terminal and IMS authentication is possible.

Reduces overall user registration time.

Further considerations should include:

e Mapping of access id to SIP URI (Mapping of AAA information to home CSCHdeoto be able
to route the SIP registration request)

e SIP aware layer implementation at the ANG
¢ Slight modification of SIP message format

In the following, another approach for IMS authentication is presented.

ANG pinghole for terminal authentication based on IMS registration: In this innovative ap-
proach, the ANG assigns a temporal IP address to the terminal providirdgheéth limited IP capa-
bilities. This procedure borrows the principle of the Universal Accesthied (UAM), a browser-based
user authentication and authorization method used widely in many public hotsittsthis method,
any IP-based device with a Web browser that supports Secure Saolaat(SSL) can login and be au-
thenticated to the hot spot network. Only after authentication the userlhasdess to Internet services.

The ANG opens only a port for SIP communications. The terminal can ustethsoral IP address
only for IMS registration. Other traffic flows are barred. If the termina¢sl not complete a successful
IMS registration within a time, the ANG should remove completely the limited IP corvigcto the
terminal. Benefits of this approach include there is no need for terminaifispaathentication. But,
the drawbacks are associated to the temporary provision of IP contyeatiich highly increases the
security risks on the ANG and the P-CSCF.

IMS (fast) registration: After gaining IP connectivity IMS registration as defined in [SA05c] and
described in chapter is required before a transfer of services to thewoeess network can happen.
A fast IMS registration that profits from the information of the IMS registrativer the old interface
should be possible.

Because the INVITE dialog was established using an IMS secured sigredih and because the
dialog identifiers are cryptographically random [SR$R2], no entity except for user agent in UE or the
proxies (CSCFs) on the path of the initial INVITE request can know thiegligentifiers.

[SRea05] specifies a Target-Dialog header field for (SIP), and tliespmnding option tadgdialog.

It indicates to the recipient that the sender is aware of an existing dialog witke¢ipient, either because
the sender is on the other side of that dialog, or because it has accessdli@ldg identifiers. Th&arget-
Dialog field can be used as an authorization parameter in the SIP REGISTER measskilpe S-CSCF
can then authorize the request based on this awareness.
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Security concerns may arise thinking in a man-in-the-middle attack . Duringriblgsis of IMS
regarding its security features (chapter 3.2.5), it was said that IM$/gonle domain security based in
hop-by-hop IPSec integrity protection deployed between all signalingshaas used to prevent such
threats.

Alternatively or in addition to this technique, the generatiomuathorization tokenby the S-CSCF
after successful IMS registrations or (re)registrations could be. (8eslauthorization token could have
limited lifetime and could be used for a faster IMS registration of new identitiesexer a standard
authorization has previously succeeded. Challenge-response parsmuoeed in the last authentication
procedures could be also included to increase the security level of shigefistration scheme. A pos-
sible implementation of the authorization header carrying the proposed #ogtiem information is
shown in listing 4.8:

Aut hori zation: usernanme="userl1_private@onel. net", real nF"registrar. honel.net", |ast-nonce= «—
base64( RAND + AUTN + server
specific data), algorithnrl M5-FastReg, uri="sip:registrar.honel.net", auth-token="6629 —

f ae49393a05397450978507c4ef 1"
Target-Di al og: cb03a0s09a2sdf gl kj 490333; | ocal -t ag=6472-; renot e-t ag=7743

Listing 4.8: REGISTER headers proposed for fast IMS registration

In addition to this, enhancements proposed in [SCBO05] to reduce the IyiSregion time and the
amount of traffic in the network should be considered. The draft defireSIFP-User-Databaserivate
header (P-header). This header field can be added to requests fromtean I-CSCF to a S-CSCF. The
P-User-Database P-header contains the address of the HSS hangllirsgthihat generated the request.
During IMS registration, the HSS is consulted twice per incoming requesessies to an unregistered
user (see figure 2.4). First by the I-CSCF, and later by the S-CSG@ife IFCSCF could provide the
S-CSCF with the address of the HSS handling the user that generatedjtiestrehe S-CSCF could
contact directly that HSS. This procedure saves the signaling traffiiraedf the Diameter query and
correspondent response.

This fast registration scheme reduces the signaling overhead in both thlessitink (e.g. SIP
signaling) and the network traffic (e.g. HSS queries). Proposed eahmants outperform actual IMS
registration procedures in terms of registration time and signaling traffieuinre changes to the actual
procedures.

Considerations: The proposed procedures do not consider the establishment oftgegree-
ments (SA) that require the two-pass SIP message exchange. Metass $@curity agreements (re)negotiation
or the transfer of these information during context transfer procedaneerequired. Further work might
be also required with regards to the compression negotiation procedivessm P-CSCF and the UE.

Handover initiation

After the successful registration over the new access network, the h#H-informed about the new
available contact IP address and updates the information in the data tables.

Handover initiation procedures have been discussed in a general nmatimevertical HO model of
chapter 4.3.3. This work suggests some additional IMS mechanisms to initiatartieMer. The issuer
of the mobility trigger could be:

e A handover algorithm in the UE indicates the need for a handover. UE senandover request to
the serving access network (e.g. RAN). The request is forwardeuklays specified in the access
network.

e The access network (e.g. RAN) can detect in a similar way the movement o$éneand inform
the ANG.
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e [SA05c] defines how the PDF should inform P-CSCF about changiee ditearer changes. This
behavior may be used to trigger the HO. This applies for the above dastiiband AN handover
triggers.

e SIP UA in the users device sends SIP message to the serving MMF. Tiisaahpequires a mod-
ification in the user’s device. The SIP message (e.g. REFER, INFO, M&E¥ptriggering the
handover. The message can be sent through the interaction of the as¢omatically generated
by other means of the device and applications.

e The MMF based on defined rules or algorithms starts the handover metisamign a context
change. User preferences should be considered. Context informiatitbe MMF can be very
rich.

It is assumed that a handover indication triggered by non SIP capablesantitigins the required
information related to the desired handover, describing session orrse$simove and target network.
How a UE can decide when to start the handover procedure is out jpé dhe MMF, please refer to
the chapter 4.3.3 or [oGMCTO0O] for more details.

Handover evaluation

Upon reception of the handover initiation request, the MMF evaluates thesegonsidering the avail-
able information. Then, mobility strategies are chosen to fulfill the identifiediregpents for seamless
session continuity.

On going media traffic description in the SDP body allows a traffic type claasdit The traffic
type classification using the information from the session description tablechusl@s:

RT / nRT classification: based on the transport protocol used (e.g. TCP for non RT traffie,f&TRT)

Session QoS requirementsFrom the SDP information the bandwidth field, the used codecs and bi-
trates allow to. Static information about the active service type could includeSap@rameters
range (min. / max. values). The Call Detail Record (CDR) at the chafgimgions of the network
also provides access network specific information about the activeses$§SA05a] defines the
format and fields and of the CDR definition.

From the available context information the current state and capabilities ofetfweork and end
devices should be evaluated:

Network capabilities: Stored in the IP connectivity table 4.4. Proactive strategies include aoctss
information services of the available access networks (e.g. as defin€@.218 or using the SIP
OPTIONS method to query the P-CSCF.

Device capabilities: From session description information in table 4.5 and the mechanisms for ogtainin
this information described in the IP connectivity table 4.4.

The criteria for choosing the mobility mechanisms should include:

Session adaptation capabilities required due to new network or devid#ions
Ongoing service QoS requirements (e.g. SDI, max. packet delay,piieket losses)
Need of TCP support (no support in standard SIP)

User’s mobility management service profile (see table 4.2)

P owbdhPR

An evaluation engine determines whether SIP mobility mechanisms are enoughddracessions
to the new access system or if a user data mobility strategy (e.g. Data tunnelirg6)Ms needed.
For some services (e.g. TCP connections) IP continuity is needed acidldpemobility strategies are
required.
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The support of different service types without modifications to TCP kas Identified as REQ#6 in
chapter 4.2. Internet applications that require a reliable service frormahgport mechanism, such as
File Transfer Protocol (FTP), primarily use TCP. Thus, it is essentiatiiggproposed approach support
mobile TCP applications without requiring any changes to the TCP.

SIP and TCP have different means to identify the connection. SIP usasI® ¢o identify a SIP
session/connection, while a pair of endpoints (host IP, port) identifigSRacbnnection. However, as a
mobile node roams, its IP address changes and the TCP session breakbsinnderlying TCP/UDP
socket addresses will no longer be valid for the changed IP add4&s303].

Network and device capabilities (e.g. mobility protocols implementation, SIP éatensupport) in
conjunction with the session characteristics and user preferencdd §trma the criteria for deciding on
required handover mechanisms. Decision techniques described inrch&ecan be used. A detailed
specification of the handover evaluation engine is out of the scope of this w

Handover execution

As mentioned before, the basic SIP does not provide seamless hantvagement. The MMF should
be able to execute different mechanisms to meet the mobility requirements oftithee ssEssions. In
order to achieve seamless mobility, SIP mechanisms need to be complemented @iflnidtions and
IETF solutions. Support for different mobility protocols should be cosrgd.

In order to achieve a soft handover, proposed solutions should ftllewrinciples of "make-before-
break". Make-before-break is possible since the UE supportsaesecess technologies. Sessions
over the source access system should be released only when the sessithe target access system is
complete. In the following, different SIP and IP based mobility mechanismgrapmsed.

4.4.6 SIP based handover mechanisms

The fundamental idea of the proposed SIP mobility approach is to haveMidFSact as a third party
control (3pcc) [SRPSCO04] during the handover. The S-MMF initiatd3 idechanisms to move the
sessions affected by the mobility. This approach is based on the SIP RBEtERd [SSpa03] to request
the transfer of an ongoing session to the new contact address of thegmode.

The REFER method [SSpa03] always begins within the context of an existihgnd the issuer
of the request is called the originator. The originator sends a Refeesetpthe recipient to initiate
a triggered Invite request. The SIP URL contained in the Refer-To hémdeed as the destination of
the triggered Invite request. The recipient returns a SIP 202 (Accemsponse to the originator to
acknowledge the correct processing of the Refer request. Theemicglso must notify the originator
of the outcome of the Refer transaction indicating the status of the sessibhiststeent with the final
recipient (Refer-To URL). This indication is accomplished using the Notifyha (event notification
mechanism of SIP). If the session set up is successful, a call betweeegctpient and the final recipient
results.

The originator of the REFER request could be the moving user itself, butehisork based approach
intends to explore how a network based mobility using SIP methods could Wwatkis case, having the
MMF be the originator of the REFER requésthe next step is to decide who is going to be the recipient
of the request. There are 3 candidates:

1. The moving node through the old IP address
2. The moving node through the new IP address
3. The communicating node

5The concepts presented in this work to use REFER to handle SIP termib#itynzan be easily adapted to provide session
mobility across different terminals. [Pro02] approaches sessioilitgatith SIP and the current related IETF work in progress
is available in [SSSTKO06]
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The first discussion should outline the benefits of sending the request toaving or to the corre-
spondent node. A first design considered were that informing the Ot défre movement of the node in
behalf of the user could be a nice idea. Though this approach redecsgttaling towards the moving
node, it was realized soon that this option arises more security considsratid highly increases the
requirements on the UA of the CN. The CN should overcome the securityenmof a request out-
side a dialog from a third party. In addition to this, the CN must support theBRERethod (optional
in RFC3261) and additional functionality might be required (see inclusid®D® body in the REFER
message in chapter 4.4.6).

It is more reasonable to move these requirements to the UE attached to theepufféding the
MMF service. Additionally, the signaling towards the moving UE might be moreiefit if the UE is
located in the home network. The next considerations are regardingdtigadimn address of the moving
node, the older point of attachment or the newer one. Though optiom(ld seem to be more natural
(old contact IP already in the session dialog), it has to be considerethéhatobility trigger might be
caused by a decrease in the connectivity level in the source accesskatwl a disconnection is more
likely to occur. In chapter 4.4.5 has been assumed that the new IMS catgatity is ready to be used,
so it is reasonable to start using the new signaling path as soon as poEsi#ession re-establishment
follows the required procedures of SDP negotiation, resource reagenand session setup confirmation
presented in chapter 2.5.2.

Based on the concepts for session transfers detailed in [NTO5c] aayj@mpproach for mobility
using SIP is presented in figure 4.11. The I-CSCF for IMS interconneigioot included for the sake of
simplicity. The moving user (UE#2) has IMS connectivity as described ipteh&.4.5 via P-CSCF#2a
and P-CSCF#2b. A step-by-step description of the information flow i®pted in figure 4.11:

IiEﬂ P-CSCF #1 S-CSCF #1 S-MMF #2 S-CSCF #2 P-CSCF #2a |£#2a P-CSCF #2b Ii#?-b
# 1. Sessionin  progress % |
| 2. Handover Initiation |
T T T T T T
| 3. Target P-MMF/ANG Selection |
4. Refer
5. Service Control
6. Refer P | 7. Refer
8. Accepted
| _10. Accepted |« 9. Accepted < 11, Notity
. <l . Noti
o 13 Noify [ 12. Notify -
14. OK
15. OK
> 16. OK
Ll
18. Invite 17, Invite
<
20. Invite | 19. Service Control
Ll
21. Service Control
h 22. Invite
Ll
< 23. Invite < 24. Completion of Session Initiation
¢ »
26. Noti | 25. Notify
27. Notify |- otty
l
28. OK
29. 0K > 30.0K
31. Session Release
< T T -

Figure 4.11: MMF mobility approach for vertical handovers using SIP rmeegkms.

1. Session in Progress
A multi-media session is assumed to already exist between UE#1 and UE#2.
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11

13

15

8-10:

11-13:

14-16:

: Handover Initiation

The handover initiation is triggered as suggested in chapter 4.4.5.

Target P-MMF/ANG Selection
The target P-MMF and ANG are selected based on the network and aigistinformation.

: REFER (S-MMF#2 to S-CSCF#2)

MMF sends a REFER request to the serving S-CSCF#2 of UE#2 (st A8

REFER si p: [ 5555: : aaa: bbb: ccc: ddd] : 1357; conp=si gconp SIP/ 2.0

Via: SIP/2.0/UDP [5555:: aaa: bbb: ccc: ddd] : 8805; br anch=z9hG4bK834y72. 2

Max- Forwar ds: 70

Rout e: <si p: scscf 2. hone2. net:5088; 1 r>, <sip:pcscf2. hone2.net;lr>

Privacy: none

From <sip: smf 2. hone2. net >;

To: <sip:userl_publicl@onel. net>;

Cal | -1 D: cbh03a0s09a2sdf gl kj 490333

Cseq: 130 REFER

Require: sec-agree

Proxy- Require: sec-agree

Security-Verify: ipsec-3gpp; g=0.1; al g=hmac-sha-1-96; spi-c= 22334455; spi-s «
=11223344; port-c=6199; port-s=5088

Contact: <sip:[5555::eee: fff:aaa: bbb]:8805; conp=si gconp>

Ref er- To: <si p: user2_publ i cB@one2. net >

Listing 4.9: REFER (S-MMF#2 to S-CSCF#2)

. Service Control (S-CSCF#2)

S-CSCF#2 invokes whatever service logic is appropriate for this redéede#2 is not subscribed
to a transfer service, service logic may reject the request.

202-Accepted (UE#2b to S-MMF#2)

UE#2b acknowledges receipt of the REFER request (7) with a 202f#ed) final response, sent
to P-CSCF#2b.

NOTIFY (UE#2b to S-MMF#2)

A REFER request implicitly establishes a subscription to the refer evena[B$pSo, once the
REFER method is accepted, the UE sends a NOTIFY message to inform tHeRRIESuer (the
MMF).

200 (OK) (S-MMF#2 to UE#2b)

S-MMF#2 acknowledges receipt of the NOTIFY request (18) with a(ZIK) final response.

17,18,20,22,23INVITE (UE#2b to UE#1)

19,21:

24:

25-27:

28-30:

31:

Service Control (S-CSCF)

The S-CSCF of each user invokes whatever service logic is approfoiatés request. For ex-
ample, to hide the identities of the users the service logic may stoiRefes-ToandReferred-By
information and replaces them with private URIs.

Completion of Session Initiation

UE#1 and UE#2 complete the session initiation as defined in the 3GPP spedifidaid5c]. No
changes are required in the session initiation. The session initiation preseahe well defined
and no changes should be even considered.

NOTIFY (UE#2b to S-MMF#2)

When the session with UE#1 has been successfully established, UB##ZhasBIOTIFY request
to the serving MMF as required by the subscription to the REFER event.

200 (OK) (S-MMF#2 to UE#2b)

S-MMF2 acknowledges receipt of the NOTIFY request (27) with a ZDK)(final response.
Session release

The old session can be now released as defined in [NT05c] by sendiEghissages and the
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correspondent OK acknowledgements.

Issues and solutions

Though the proposed mechanism offers the basis to support basi@avertibility in IMS, some issues
related to SIP and IMS can be identified and need to be addressed:

e No seamless session mobility
e Two sessions simultaneously active
e Security and privacy

No seamless session mobility: Becomes an issue for real time multimedia applications. Requirements
for a vertical handover introduced in chapter 4.2 require a sessicsfdran be as seamless as possible.
It should involve minimal disruption of the media flow and should not appearetogimote participant
as a new call (VHO REQ#1 in chapter 4.2).

Soft handovers implies that the traffic flows are continuously available ifglenobile-node link-
layer connection transfers from the serving point of attachment to thettpaint of attachment. The
network allocates transport facilities to the target point of attachment pritretaccurrence of the
link-switch event. [DKea05] presents an experimental analysis of multifagemobility management
that demonstrates how seamless handovers can be achieved in a msteusgeetwork (802.11b and
CDMA) taking advantage of a make-before-break mechanisms.

One source of potential session discontinuity is the time to complete the ngoessanl signaling
for session transfer between communicating devices. Another souwtsEohtinuity is the media stream
interruption caused by the session transfer with SIP from the original cocating interface to the new
one. In the following, the main sources that affect the seamlessnesst@ritiever are discussed:

e Overall handover delay
e Content adaptation required
e No seamless handover management in basic SIP

Overall handover delay: Is a main issue for RT services and may cause large packet looses if the
connection via the old interface breaks before the session mobility is complgtecbverall delay can
be minimized with the use of context transfers (as introduced in chapter 4r3¥®@ssage interception
techniques. Message interception techniques are later described im dedtband context transfers are
also suggested to ease user's mobility.

SIP signaling delay in real operator environment has been proofeddorbparable to PSTN calls.
The session initiation delay defined in [KHO02] yields 1880 milliseconds in thetaase IMS scenario
(caller and called in visited networks). Additional delays are expectedhwiecalls break out to tele-
phony networks. The bearer set up at the access networks mayorasiglerably from one technology
to the other. [NDDSO03] describes delay elements to be taking into accowert edmparing handoff
strategies.

Conclusions about the real overall handover delay can only be desting the procedures in a real
world or testbed scenario, which is part of the future work.

Content adaptation with a transcoding service: SIP allows the communicating parties to agree
on the session characteristics through SDP negotiation mechanisms.][@estrbes practical tests and
evaluation of different ways in which SIP in conjunction with SDP could bedus assist application
adaptation for IP applications during a vertical handover.

Though SDP offers great possibilities, one shortcoming of the SDP n&got@uring session es-
tablishment in IMS is that no session establishment is possible if no common icodegilable. The



4.4. MOBILITY MANAGEMENT FUNCTION (MMF) 93

IMS should provide means to support this scenarios. One example cotusblievices trying a video
conference with no common video codec. Furthermore, one could thing apeech recognition and
text-to-speech for impaired users or Short Message Service (SMB2¢als similar services.

The ABC concept and the service transparency features (see Ichaj2& and 3.2.3) of converged
NGN networks require means for flexible adaptation [SSSTKO06]:

Flexibility: Differences in device and network capabilities should be reconciledoltld be possible to
devices and networks that do not support the codec being used irsgierseand even to devices
that do not have a codec in common with the remote participant. A transfeidsidsa take into
account device differences in display resolution and bandwidth.

The later part regarding device differences is solved through thgoéagon of the SDP parameters
during IMS session reestablishment. The inclusion of a message body iEfERRmMessage can assist
the moving node to chose the preferred SDP for the new session. The miaationo is that the MMF
has more information about the service requirements, access netwaitkilitegs and user preferences
than the user’s device. The MMF proposes a SDP for the new sessiomelets all the requirements,
however the final decision should still rely on the user. However, this aresims requires changes
at the UAC behavior that needs to read the body of the REFER and ugetlitefdNVITE message.
The specifications of the REFER method in RFC 3515 [SSpa03] considgemdiasion of a message
body: "A REFER method MAY contain a body. This specification assigns no mdarsach a body. A
receiving agent may choose to process the body according to its Cdaijieat*

When device and/or network incompatibilities are found means for conteptiad are required.
It is important to recall that following the policy decision functions duringsgms establishment, the
P-CSCF can remove unsupported medias and the S-CSCF can remaestdosinponents of the SDP
(see chapter 3.2.6). In the worst case, a common supported codeaobeldst. The use of transcoding
services can help to successfully move the session.

The execution of the session mobility can be carried out through an inter@édiascoding service.
3pcc (third party call control) [SRPSCO04] discusses how to perfornintreeation of such transcoding
services.

Separate sessions are established between the transcoder andteact wfith the transcoder trans-
lating between the streams. The Multimedia Resource Function Process&P)MRIMS has been
introduced in chapter 2. It provides advanced services e.g. multipdlyticat require the various sig-
nals to be mixed. The MRFP is controlled by a Multimedia Resource Function@len{iMRFC). The
transcoding services could be performed using these media resonctiefis of IMS.

This approach borrows concepts of [SCBSvWO05] to use third-pattgaatrol for transcoding ser-
vices in the context of IMS. For simplicity, the MRFC and MRFP are shownthegeas MRF. In addition
to this, the path via the CSCF is not shown. Standard IMS procedures @SGE are assumed (e.g.
service control, resource reservation, etc.). The MMF has the informaltiout the supported codecs of
UE#1 from the session in progress and knows the SDP offer from blEE# MMF detects the incom-
patibility a priori or after a first session mobility trial. Then, the MMF starts thadcading services
in MRF as shown in figure 4.12. For the sake of simplicity CSCF elements harelb# out in the
signaling flows.

1: Session in progress

2: Handover initiation

3: INVITE (MMF to MRF)
The MMF that initiates the transcoding services initiating a media session with tHeCMRhe
initial INVITE sent by the MMF to the MRFC includes a session descriptioarrefg to the UE#1
and the UE#2.

4: 200 OK (MRF to MMF)
The MRFC response includes its own media parameters (X for UE#1 and YB®2b), namely
the ports on which the MRFP will receive and process each stream.
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UE #2a UE #2b
UE#1 MRF MMF
I
— 1. Session in  progress
2. Handover Initiation
< 3. INVITE
UEl and UE2b parameters
4. OK
5. INVITE
X, Y parameters Y parameters B
6. OK
< UE2b parameters
7. RTP
< ______________________________________________________
0 8. ACK >
. INVITE
< X parameters
10. OK
UE1 parameters >
11.|ACK
13. ACK
UE1, UE2b parameters
15. RTP

_______________________________________________________ >

Figure 4.12: Transfer of a session by the MMF through the MRF to performgcading between UEs without
common codec.

5: INVITE (MMF to UE#2b)
The MMF establishes a session with UE#2b, in which it gives the addrdgsoaiof the transcoder
as the destination of the media (MRFP contact information).
6: 200 OK (UE#2b to MMF)
acknowledges the session establishment including the UE#2b parameters.
7. RTP (UE#2b to MRFP) UE#2b can start sending the RTP stream to the MRFP.
8: ACK (MMF to UE#2b)
Acknowledges the success of the session establishment.
9-11: Same procedures as in (5), (6), (7) and (8) for session initiation withlUE#
12: RTP (UE#1 to MRFP) UE#1 can start sending the RTP stream to the MRFP.
13: ACK (MMF to MRF)
Includes the parameters of UE#1 and UE#2b and MRF can now staihgehd transcoded RTP
flows.

14-15: RTP (MRFP to UE#1 and UE#2b)

Once both sessions are established, two media streams have been estabishgh the MRF
transcoder. In other SIP flow diagrams (e.g. figures 4.11 and 4.14}othelete session initiation
steps were skipped by referring to the IMS standards[NTO5c]. Akmed in chapter 2.5.2, the IMS
session set up is more complex than just the INVITE-OK-ACK message fowrsin figure 4.12.

At this point, it is aimed to illustrate the so known "early media" phenomena. Natéwnéirst RTP
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packet was really sent by UEX right after step 6 before receiving @i€.Aommercial SIP clients use
to behave like that in order to reduce call setup time. The drawback conmsirtlease the 200 OK
(6) gets lost. Then, the communicating partner has no way yet to send met#liénoa RTCP receiver
reports) to UEX since the contact information for the media stream is conteiried SDP of the 200
OK. However, in general the "early media" strategy seems to be an effegtchanism.

For the session initiation of the MMF with UE#1, security considerations asdataribed in chapter
4.4.6 apply. Alternatively, the MMF can establish the session through the dfRFwith UE#2. Then,
UE#2 invites UE#1 to the new transcoded session through the MRF.

Seamlessness of the session handoverTo achieve a higher level of seamlessness during the ses-
sion mobility, two mechanisms can be proposed:

1. SIP mobility message interception triggers user data bi-casting to old angbirvef attachment.
2. Conference service mixes and adapts media streams from both data path.

SIP interception: The idea behind the SIP interception is to use the SIP signaling as a trigger to
fork an ongoing session to both the source and the target data pathss fitegphilosophy behind the
make-before-breaoncept. The movement detection can be done by a SIP capable entity (AL
functionality in ANG) through the interception of the REFER (6) or Re-INEI[23) message during
the mobility shown in figure 4.11. Alternatively, since the S-MMF is aware fthechandover initiation,
the S-MMF can trigger the data bicasting by other means (e.g. contextearanghaling as in chapter
4.4.7).

Depending on the final implementation (e.g. recipient of the SIP requesettitigged on REFER or
Re-INVITE message) the SIP interception could happen at differéwbmle entities. The flows in figure
4.13 show the moving UE connected to the source and target ANG with ae aeggion with CN. This
technique shows the case where the CN is not connected through a AN&dda this work. But, the
assumption based on the reference architecture explained in chaptesstahl’shes that user data from
external networks is anchored through a border gateway (BG). dWs firesent alternativesandb for
the cases the SIP interception techniques are implemented in the target ANEBE3 th

UEa UEb Source Target 8G
ANG/P-MMF ANG/P-MMF CN
[
1. User Data
<—__-___><---—T _____ P+ — — >
i 2a.SIP i L 2b. SIP |
! Interception Elnterception
3a. Context tranfers 3b. Context tranfers
4. Bi- Casting of User Data to target ANG
- = = = Pl = = = - -
5. User Data through target ANG
<+ - — —|— - — — >

Figure 4.13: SIP message interception triggers the execution of mghigchanisms.

1: User Data
The data path between the communicating peers travels through the soutcansiNhe BG.
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2a: SIP interception (at target ANG)
The movement of the user can be detected at SIP layer by interceptingeRRiR Re-INVITE
message.
2b: SIP interception (at BG)
Same asin 2a.
3a: Context transfers (target and source ANG)
The target ANG request the transfer of context information to enableghapsof a new data
path to UEb. Context information at source ANG includes QoS paramelenging information,
media authorization tokens, etc.
3b: Context transfers (target ANG and BG)
In this case, the BG is the entity having the context information and transfiéringhe target
ANG.
4: Bicasting of user data (to target ANG)
The result of the context transfers have the same end, the set up @f padia to the target ANG
and the bi-casting or the data towards UE.
5. User Data through target ANG (target ANG to UEDb)
UE receives the data coming from the CN by both active interfaces. The-before-break strat-
egy success and the connection over the source access systentaandosevn.

The main benefits of forking the session to the new data path are:

Handover occurs in a transparent manner for the CN.

Overcomes incompatibility and security issues (see 4.4.6) related to the RERE&Ime
Bi-casting technique increases the level of seamlessness of the mobility.

e Reduced E2E signaling may decrease overall handover delay.

The reduction of the delay is stated in a "may" clause since real conclusithtgghly depend in
the final implementation of the mobility mechanism 4.4.6. Context transfers, tsahap and optional
content adaption techniques could increase the delay up to levels thanaparmble to the SIP session
establishment time in IMS.

The moving terminal has simultaneously two IP connections open. One with théa@he source
interface and another one terminating in the ANG. The later one presentstacimécal difficulties to
consider. The difficulties associated with this solution include:

e Breaks even more the E2E signaling philosophy of SIP.

e High assumptions on ANG and BG implementations (e.g. knowledge of S-MMFAAItE ad-
dresses)

e Requires a signaling reference point between the P-MMF and the ANGFRoc&pable ANG
(extended ALG functionality).

¢ No SDP negotiation available, other means for content adaption may bee@¢eig. MRF as in
chapters 4.4.6, pre/post-SDP negotiation as described in chapter 4.4.7).

¢ Data traffic tunneling mechanisms are required.

e Context transfers implementation (see chapter 4.3.5) to authorize andisebupng data stream
(authorization, charging, QoS set up, etc.) in target ANG.

These drawbacks make this SIP interception and forking approachuljffftough such approaches
complementing SIP mobility mechanisms should be considered. The combinatioR wit8lother IP
transport techniques can achieve high performances (e.g. multiceteseduring handover). It is a
matter of further study how the different combinations of mechanisms aridgmie can optimize the
handover process.
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SIP Message interception techniques could be also used when SIP initniitipa are detected.
For example, if the CN does not support some SIP extensions (e.g. REEH®d) required for the
mobility, alternative mechanisms should be available to support session continuity

Conference service: This approach is inspired in the idea of the transcoding service previously
described in chapter 4.4.6. In order to satisfy the seamless mobility requitefoeneal time sessions
during vertical handovers, a conference service can be usec &uaonference service anchors the
traffic coming from both communicating parties, provides means for sesdaptation and "smoothes"
the connection to the moving node during the handover. It enhancesaimess communication during
a short time period by adapting the media streams coming from the two interfatesrooving node
and the stream from the CN. Techniques to achieve its include but are nodlitaiteuffering, RTP
filtering, de- and encoding, bicasting, etc.

The implementation is based on the conferencing functions of IMS provigietid multimedia
resource functions (MRFC and MRFP) [FILea05]. This solution alstregbes the resources problem
described in chapter 4.4.6 related to the fact that the CN could need two sieaudtanonnections to
UE#2 to increase the seamlessness of the handover.

When a handover is signaled, the MMF starts a conferencing service lrothe network. The par-
ticipants are the two registered contacts of the moving UE and the corrésg@aimunicating partner.
The conference function copies the media stream and sends it to both téermauat of attachments.
The conferencing approach mixes the two media streams for the cord#sgaode. The conference
service acts as an anchor point for the communication and can provide fieedouffering and session
adaptation. One way to set up such a conference service is desceibad Bhe same assumptions as in
chapter 4.4.6 apply:

1. Session in Progress
A multi-media session exists between UE#1 and UE#2.

2: Handover Initiation
The handover initiation is triggered 4.4.5.

3: REGISTERConferenceNam@MF to MRF)
The MMF creates a conference by sending a REGISTER message to thedhiRerence service
indicating the conference name in the To: field and the duration in the Exfielek:

4: 200 (OK) (MRF to MMF)
The OK reply contains the contact information for the conference.

5. REFER (S-MMF#2 to UE2#b)
MMF sends a REFER request to UE#2b including the conference sextact information and
a proposal for the SDP to be used.

6: INVITE (UE#2b to MRF)
UE#2b joins the conference by sending an INVITE to the conferensicsehosted in the MRF.
The 202-Accepted reply to the REFER message is not shown for simplicity.

7: Completion of Session Initiation
The MRF and UE#2b complete the session initiation following the IMS procedMWE05c]. The
200 OK response from the MRFC contains the port and the addressMRR® to which UE#2b
must send the media.

8: NOTIFY (UE#2b to MMF)
A NOTIFY request informs serving MMF about the success of the sessitablishment.

9-10: REFER (MMF to UE#1 and MMF to UE#2a)

As in (5) the MMF request UE#1 and UE#2b to join the conference by mehaittsee REFER
method. Alternatively, once again, the issuer of the REFER message eUBE#? instead of the
MMF.
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UE #1 MRE MME UE #2a UE #2b
[
— 1. Session in  progress
2. Handover Initiation
< 3. REGISTER
conference
4, OK >
contact parameters 5. REFER >
conference param ., SDP
6. INVITE |
7. Completion of Session Initiation
<t P>
8. NOTIFY
< 9. REFER <
conference param ., SDP 10. REFER
—>
11. INVITE
>‘< 12. INVITE
T
13. Completion of Session Initiation
- P>
<o P 14. Stream Mixing [q <1277 7111 >
15. Notify
16. Session Release
<

Figure 4.14: MMF Conference service to achieve seamless mobility dwertjical handovers

11-12: INVITE (UE#1 to MRF and UE#2a to MRF)

13:

14:

15:

16:

See (6)

Completion of Session Initiation (UE#1-MRF and UE#2a-MRF)

See (7)

Stream Mixing

Depending on the type of session the MRFP performs the necessarysg&idfering, RTP fil-
tering, de- and encoding, etc.) to mix the streams coming from UE#2a anddUB£21 receives
a single continuous stream. In the other direction the MRFP adapts eaah sindasends them
over the two paths to the UE#2.

NOTIFY (UE#2a to MMF and UE#1 to MMF)

A NOTIFY request informs serving MMF about the success of bothi@esstablishment. Op-
tionally the MRFC can inform the owner of the conference, the MMF, ablmeichanges in the
conference.

Once the UE#2b and UE#1 are sending and receiving streams with Qustpes the old session
(1) can be now released as defined in [NTO5c].

UE#2b and UE#1 can now use SIP means to setup a direct connectiorebatween and leave the
conference system. The conference system helped to ensure a sesession handover and is not
necessary anymore (if no media handling functions are required).

Variations of the proposed signaling scheme can be studied. In steps1®an8IP INVITE with
the Join [SMPO04] orReplaceheaders [SMBDO04] can be used. Than header indicates that the new
dialog of the INVITE containing the Join header should be logically joined withaébg identified by
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the header field. Upon reception of the INVITE with thein header, the UA attempts to match this
information with a confirmed or early dialog. If it matches an active dialog (ti@eunlike the Replaces
header, the Join header has no limitation on its use with early dialogs), the lJigv¢he authenticity
of the INVITE initiator as described in chapter 4.4.6.

It is for further study to evaluate which messaging scheme has less impactsrtetttork compo-
nents and end devices.

Combination with SIP message interception: SIP message interception techniques can be helpful
in several situations as described chapter 4.4.6. In this case it couléthéongexample to intercept the
SIP invitation to the conference and bicast the stream from the CN to thereoct service in a transpar-
ent way to the CN. Though this technigue establishes important requirentetits entity intercepting
the message and forking the data flow (e.g. SIP aware layer, bi-caspapilites), the advantages
regarding delay reduction and seamlessness improvement (see chéyiteare very important.

Two sessions simultaneously active: Until the completion of the session initiation and the BYE mes-
sages are processed two active sessions are simultaneously actigecirdimstance could carry re-
sources and charging issues. The resources issues are relatedbi that the corresponding node is
sending and receiving data across the wireless link via a single interface.

The corresponding node should not perceive any issues related se$b®n mobility. Session
adaption due to the new access network capabilities requires SDP negotlaia new session needs
to be established. The new session is identified by a new Call-ID. The ebktabli$ of a new session
should not imply new connection fees or rate changes (unless charipesmedia components exist) for
the CN. The charging functions of the moving node network should betegpdiae transport rates of the
new access network. Therefore, means for identifying that the neisesstablishment is consequence
of a handover are required. For this purposesRbplacetag header defined in RFC 3891 [SMBD04]
for the INVITE messages can be used. The charging functions locathd tifferent CSCFs can read
the header and process the charging actions correctly. Other requiieds can be triggered by the
reception of the Replace header. For example, procedures for hatitdimesources of the old session
at the IP-CAN. The Replace header in the SIP message requires adaliimgethfrom listing 4.10 in the
INVITE messages.

Require: repl aces
Repl aces: ch03a0s09a2sdf gl kj 490333; t o-tag=7743; from t ag=6472

Listing 4.10: Replace header in SIP INVITE for session handover identifina

Security: Some concerns about the correctness and feasibility of issuing a REF&Sageeoutside
a call dialogue may arise. There are similar uses of this usage of the REFtERBde the literature
[FILea05].The specification of the REFER method [SSpa03] stéfeREFER request MAY be placed
outside the scope of a dialog created with an INVITE."

Letting the S-MMF to move sessions on behalf of the user requires havirntgusteof the CN to
avoid security threats. Additional authorization mechanisms for the REFERothette required to
fulfill the security requirements. Three SIP extensions to the REFER methpdvaecome the security
considerations:

e Target-Dialog header [SRea05]
e Replaces header [SMBD04]
¢ Referred-By header [SSpa03]

The Target-Dialog header [SRea05] and tHiReplacesheader [SMBDO04] are based on the same
principle but differ on their scope. The principle relies on the knowledgbedialog identifiers (call-
id, to-tag, and from-tag) of the ongoing session. Including these ideatifiea SIP request assures
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the receiving UA (e.g. UE#1) that the request came from either UE#2ZZ8@F proxies, or an entity
to whom the UE#2 or proxies gave the dialog identifiers. As such, UE#lamdls the request and
performs the requested action.

The Target-Dialogheader could be used in any type of SIP request while the Replacesr treed
been defined for INVITE messages (see 4.10). Taget-Dialogmay refer to another active session
with the CN. The moving node could replace a current session and incladdiglvg information of
another session to double check its authenticated identity. [SRea05] recositie inclusion of a
Target-Dialog header field in a request under these conditions:

1. The request is to be sent outside of any existing dialog.

2. The user agent client believes that the request may not be authioyifteeluser agent server unless
the user agent client can prove that it is aware of the dialog identifiesofoe other dialog. Call
this dialog the target dialog.

3. The request does not otherwise contain information that indicates ¢helfA8 is aware of those
dialog identifiers.

Like other SIP extensions it is required that the destination user ageporssiphe Target-Dialog
header field. The MMF needs to ensure that the destination has includétiatog option tag in the
user supported header field.

UE#2b initiates an INVITE request based on Refer-Toheader URL in the REFER request. The
INVITE request includes &eplacesdeader field [SMBDO04] containing the dialog information shared
with the communicating party UE#1.

The Referred-Bymechanism [SSpa03] defines a mechanism that allows the CN to verify that the
request was sent on behalf of the other participant in the matched didlitg $IP request contains a
Referred-Byheader that corresponds to the user being replaced, the CN shotlthéreeplacement as
if the replacement was authorized by the replaced party.

The proposed solutions are complementing rather than exclusive. A fisigindghould consider
that the Target-Dialog and the Replaces header information may be redufitiay may be used in the
REFER and INVITE requests and require the inclusion of the followingléessand tags:

Require: replaces, tdialog

Target - D al og: cb03a0s09a2sdf gl kj 490333; | ocal -t ag=6472-; renot e-t ag=7743
Repl aces: cb03a0s09a2sdf gl kj 490333;t o-tag=7743; from t ag=6472

Ref erred-By: <sip:[ue2a address]>

Listing 4.11: SIP extensions to handle security considerations

Additionally, authentication mechanisms of standard SIP can be used. Tlidessharing the same
credentials for Digest authentication [SFHB®8B] or signing the join request with S/IMIME [SRam04].
The Referred-By header should reference a corresponding vefietdtred-By Authenticated Identity
Body [SPet04].

Other local policy to authorize the remainder of the request may be appledadthorization of the
request could be also relied to the IMS CSCF. The CSCF of the originatohgeaeiving nodes could
provide they own means to allow only authorized request pass throughingtance, the issuer of a
REFER message can place in the Referred-By field only the contactsadufranother URI registered
to the same private URI.

4.4.7 |IP based handover approaches

As discussed in chapter 4.4.5, under some circumstances e.g. serviceestyymrk or device capabilities,
the MMF decides to execute other mobility mechanisms than SIP to meet user’'s ma&gjliiyements.
One example is when IP continuity is required (e.g. TCP traffic support).
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The main difficulties of the IP traffic mobility is the interaction with the IMS functiomsl ahe
transfer of context information. Changing the access point to IMS resgjaionsiderations about QoS
and AAAC as described in chapter 4.2.

General approach for user data mobility

Figure 4.15 describes a general approach to deliver the user datghhite new access network. The
proposed solution is based on a report on technical options and ciemddisom the 3GPP System Ar-
chitecture Evolution [Evo06]. The handover initiation procedures aredhee as in the SIP approaches.
Access network specific messages are required to manage the haffd@/€XTP protocol [SLNPKO05]

is used to carry the context information.

UE Source  Access Source Target Target Access
Network P-MMF/ANG P-MMF/ANG Network S-MMF HSS
1. Handover Initiation |
[ [ [
| 2. Target P-MMF/ANG Selection |
T
3. HO Request / CTAR
¢ T
4. HO Reply / CTAA
T >
5. HO Request / CTD
¢
6. HO Preparation )
7. HO Preparation
Request / CTD Request
8. Resources
Setup
] 9. HO Preparation
10. HO Preparation [ Confirm
Confirm / CTDR
511. User plane tunnel’
12.|HO Command
]
13. [HO Command
<
14. Setup of necessary link esources
¢ J l >
15. User plane through forwarding tunnel
------------------------------------------------- 16. HO Complete
17. HO Complete
18. Resource Releass
D 19. HO Confirm / CTAA
>
I I
| 20. Location Update
I I I I I I
| 21. User Plane Route  Optimization
I I I I I I

Figure 4.15: High level procedures for the general approach for usermatzility.

1: Handover Initiation
The handover initiation takes place as described in chapter 4.4.5.

2. Target P-MMF/ANG Selection
The S-MMF based on the handover requirements evaluation 4.4.5 seleassigteng P-MMF and
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target ANG. The S-MMF prepares the required context information. 3tndsild include a query
to the PDF to get a media authaorization token for the moving session.

HO Request - CTAR (S-MMF to source P-MMF)

The S-MMF request the target P-MMF to initiate the HO by sending a CT AetiRequest
(CTAR) [SLNPKO05]. The CTAR contains the Feature Profile Type (FEddes indicating the
type of context data to be transferred.

HO Reply - CTAA (source P-MMF to S-MMF)

The Context Transfer Activate Acknowledge (CTAA) message aclenyes the CTAR message.
The functionality defined in [SLNPKO5] is extended to include in the CTAA ¢atus codes for
to indicate that a FPT transfer is not required (e.g. the source P-MMF hredgt have the latest
information). FPTs should include a status code indicating that a desiréektamformation is
missing.

HO Request - CTD (S-MMF to source P-MMF)

After processing the CTAA the S-MMF sends a Context Transfer Dat®j@nessage filling the
Context Data Block (CDB) fields for each acknowledged FPT. The C&igain context type-
dependent data about the moving sessions, the target network anétsectedentials.

HO Preparation Request - CTD (source P-MMF to target P-MMF)

The source P-MMF sends a CTD to the target P-MMF extending the CTévegt from the S-
MMF with its own contest information. A CTAR - CTAA message exchange cbelgerform as
in (3) and (4) to negotiate the required and available FPTs.

. HO Preparation Request (target ANG to target access network)

The PEP in the target ANG uses the media token in the CTAR to query the PDEaltborization
of the media session. If media supported specific access network presed trigger the handover
are carried out.

Resources Setup

The target ANG reserves resources in the access network basezl@Qo$parameters received in
the CTD message.

HO Preparation Confirm (target access network to target ANG)

Once the resources for the handover are available the ANG gets aaindin.

HO Preparation Confirm - CTDR (target P-MMF to source P-MMF)

A Context Transfer Data Reply (CTDR) message is sent to the sourcklP-iNticating success
or failure of the context transfer and handover procedures.

User plane tunnel

User plane traffic mobility mechanisms redirect the user data and minimize datsylossans of
bi-casting or data forwarding.

HO Command

Step 10 indicates the completion of the handover preparation phase. Uive #0NG sends a
handover command to the UE via the L2 access network.

Setup of necessary link resources

The UE sets up the necessary radio resources with the target actvesskne

User plane through forwarding tunnel

The UE can send and receive IP packets via the new access netwarkP Traffic goes through
the tunnel set up in (11)

HO Complete and resource release

These steps are maintenance procedures. Confirmation of handowgletion and release of
resources in the source system.

Location update

The maintenance procedures of the location update depends on the®tem architecture. The
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information about the target ANG is updated at the MMF and the registeredheitHSS.

20: User Plane Route Optimization
This procedures are required to optimize the data paths a network resoibepending on the
MM protocol used different signaling messages are required. Thafding tunnel that may have
been set up in (11) is no longer used and can be thorn down.

One could note that since the MMF knows the target ANG, the HO Requést ¢8uld be sent
directly to the target ANG. This approach makes sense if the source ANitdtprovide any additional
context information (6) to the target ANG. In either case, a tunnel (1&)iséo be setup and therefore
further message exchanges between the source and target AN@uirede

Steps 7-9, 16 and 18 involve network entities from the access system.ofbeete procedures are
therefore system dependent and may highly differ from one accedssalegy to the other. Further
research is required considering the individual requirements of ealchdidgy at these steps. Mapping
of context information to system specific parameters is required.

The setup of the user plane tunnel in step 11 is intentionally described ineaag@manner. Dif-
ferent techniques may be considered to deal with the user plane mobilitarfting the data streams
between the ANGs. After a survey of the available technical solutionsessérch trends the study has
been limited to three mobility protocols candidates. The motivation for choosirsg thygtions is the
following:

GTP: Is the tunneling protocol used in GPRS networks to support IP mobility 3.6shtikfies all the
requirements from an telecommunications provider regarding QoS provisgource reservation,
charging functions, lawful interception, etc.

MIPv6: Combines the enhancements of IPv6 and the experience gained with Mifiexagimpor-
tant features like route optimization or no need for FA. Many extensionstifirargler work in
progress. MIPv4 feasibility has been proofed for 3G networks byRXGP

Network based MIP: Network based solutions offer IP continuity without requiring MIP implementa-
tions at the mobile nodes. Such protocols are still under work in progréEd Fand promising
results are expected (e.g. Proxy MIP or NETLMM). handoffs.

Mobile IP solutions and GTP clearly present similarities and both are gootiswuo provide
seamless IP mobility transparently to the user (see figure 4.16).

GesN

V - -
"

Figure 4.16: GTP and MIP operate at different layers and offer a comparabineling solution to provide IP
mobility.

Despite the inherent differences of GTP and MIP the main differencevibiat layer they handle
the inter-access system handover. While MIP works at user-IP layert@nel switching is done below
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the user-IP layer. The IP-based global mobility management protoctd beuMobile IP (MIPv6) or a
fully network-based approach like NETLMM.

GTP approach

Section 3.5.1 describes the mobility approach of 3GPP for GPRS netwaéd ba the tunneling mech-
anisms of GTP [NTO06]. This approach considers keeping the GTP fdutimeling set up between the
ANGs. The UE is required to implement the GPRS Mobility Management and Segkinagement
(GMM/SM) in order to establish the PDP contexts to manage the GTP tunnels.s&Tp must be
implemented in the ANG, which highly leverages the requirements on the ANG.

The context transfers between the ANGs is accomplished using GTP-Camith snhancemerits
(instead of the CXTP approach) as currently used between GSNs. @XTiP used between the MMF
entities. Mapping from context information and formatting from CXTP to GTReguired. The user
plane connection (10) uses the GTP-U protocol.

The main benefits of reusing GTP are related to the fact that it is a maturetegiithat fulfills all
the provider’s requirements:

QoS and AAA interaction

Charging management

Lawful interception

Tunnel definition per application (PDP) allows mobility of sessions
No tunnel over air interface (as in standard MIPv6) reduces ovdrhea

The drawbacks of GTP is that is specified for 3GPP access systemesr (fiadim just for pure IP
networks as in IETF) which difficulties its implementation in other types of acnessorks. No IP
routing capabilities are available in GTP tunnels.

One integration approach of GTP technology with non-3GPP accessrkstimdhe implementation
of home agent functionality in the GGSN and the use of Mobile IP between i8G&P access point
(e.g. WLAN APY. The main benefits are related to the reuse of the GPRS functions in the GGSN.
Drawbacks of this integration approach are related to the Mobile IP implemantafiois is further
discussed in chapters 4.4.7 and 4.4.8. Figure 4.17 depicts this integratimactppFurther studies on
Mobile IP solutions are presented in the following.
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Figure 4.17: Integration approach suggesting the reuse of GPRS. Sdfoce\odafone]

5An extending of GTP to support seamless handover between UMTS aad\\iccess networks is described in [CPOA4].
"Interworking of WLAN with GPRS is specified by 3GPP in [SA05d].
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MIPv6 approach

The basic ideas behind the Mobile IPv6 protocol [SJPA04] are the samévil®v4. MIPv6 takes full
advantage of the enhancements of IPv6 [SDH98]. IPv6 providesieaheents including optimal header
format, efficient addressing architecture, neighbor discovery méshastateless auto configuration
[STN98] and security and QoS support.

In [Evo06] the use of MIP is presented as an option to handle inter agusslity between 3GPP and
non 3GPP systems. Furthermore, a combination of 3GPP and IETF presexwld fit in the proposed
architecture.

The new functional entity required for the MIP operations is a Home AgdA) @cting as a mobility
anchor point as described in the reference architecture for mobilityamfteh4.4.3. Two alternatives are
discussed:

e The ANG takes the role of the HA as long as the session IP continuity is relquire
e An Inter AS Anchor carries the HA functionality (acting as a G-MAP).

Steps 11 and 15 in chapter 4.15 can be based on the procedures defidi€do05] for Fast Han-
dovers for Mobile IP (FMIP). FMIP outperforms MIPv6 in terms of hamelodelay and packet losses
allowing some aspects of make-before-break. The routing optimizatiorcé2ihe now defined for the
case Mobile IPv6 is used. In the case the ANG acts as a Mobile IPv6 HA guesee chart would look
like:

| UEa | | UEb | Source ANG
(MIPV6 HA) Target ANG CN ANG CN

[
User Data

« - 4 - - - - P — = = 7 = = - - - e — - - — >

11a. Binding Update
I Ll

11b. Binding ACK

«---4-=---- e - — — — >

21. Routing Optimization /
Binding Update
I

User Data through target ANG

Figure 4.18: High level Mobile IPv6 procedures for user data mobilitylie tase the ANG acts as the HA.

User data goes through each ANG serving the communicating node.

11a: Binding Update (UE#2a to HA)
The Binding Update is sent to register its primary care-of address. Toiegure is also called
"home registration”. The care-of address is specified either by the&éwldress field in the IPv6
header or by the Alternate Care-of Address option. In this case the Aleef@are-of Address
option must contain the unicast routable address assigned upon registfdtiB#2 interface "b".

Alternatively, the Binding Update could be sent directly from UE#2b préamg a loss of connec-
tivity over interface "a". In chapter 4.4.7 the bi-casting of Binding updestesscussed.
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11b: Binding Acknowledgement (HA to UE#2a)

Is used to acknowledge the receipt of a Binding Update. It is mandatoey warforming home
registration.

15: Bidirectional tunneling
Packets from the correspondent node are routed to the home ageheardnneled to the mobile
node. Packets to the correspondent node are tunneled from the matbdeéanthe home agent
("reverse tunneled") and then routed normally from the home network twotinespondent node.

21: Routing Optimization (Binding Update from UE#2a to CN)
By these means of routing optimization the packet delivery does not regiing through the
source ANG (home network) and typically will enable faster and more relidgbleaffic trans-
port. The same considerations as in step 20a regarding the source qididite message apply.
When sending Binding Updates to correspondent node the Binding Azdktion Data option is
mandatory. Sending a Binding ACK is optionally unless specified in the Bindpapté.

Introducing an Inter-System Mobility Anchor acting as Mobile IPv6 HA letalthe message flow
of figure 4.19:

Inter-System

Source ANG Target ANG o
Mobility Anchi CN ANG
UEa UEb (old CoA) (new CoA) ‘E,\,'”'wa ’F‘ICA)‘” CN
User Data
- - - - P - - === - > - - - > - - - —p

20a. Binding Update
i i >
20b. Binding ACK

< t

User Data through target ANG

* - - - - - - PE - - - P - - - >

Figure 4.19: High level Mobile IPv6 procedures for user data mobility lwén Inter-System Mobility Anchor
acting as HA.

The user data travels always through the Inter-System Mobility Anchor.

1l1a: Binding Update (UE#2b to HA)
The Binding Update updates the Inter-System Mobility Anchor (Home Ageitit) tve new care-
of address (IR, as a CoA) obtained by the target ANG. The care-of address is novifisgec
by the Source Address field in the IPv6 header (no need for Alternate-@@aAddress option
as discussed in chapter 4.4.7. Terminating packets from the Inter-Systdnititi/Anchor are
tunneled towards the target ANG. The tunnel terminates on the terminal asdlafiMIPVv6.

11b: Binding Acknowledgement (HA to UE#2b)
Mandatory acknowledgement of the Binding Update receipt.

Means for mitigating data losses such as bi-casting are desired. No roptingzation mechanisms
are required. If the data path from the ANG acting as a HA and the targ&t isidomparable in terms
of QoS to the path to the G-MAP, the routing without Inter-System Mobility Amclkiould be more
efficient.

Binding update bicasting: In [VPMH] a Binding Update bicasting procedure is presented. While
Mobile IPv6 specifies the use of the new attachment point to send the sighalfitige registration
process, bi-casting Binding Updates through both available networksyhigtiuces the registration
time. Thus, the minimum limit for vertical handover latency is given by the minimum ¢stéRTT) of
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available paths and not only by the latency of the new network, which cdmgher than the current
network (see figure 4.20).

The table shows the reduction in Registration Time ( B)

Upward handover || Without BU | With BU | Reduction
bi-castine bi-casting for upward vertical handovers (lower values), using BU

- = = — — = = bi-casting. The Registration process time period (for
LAN to WLAN " 7.5}“5 1.9ms 75 t’ Mobile IP) is gi\'31l by
WLAN to 3G [ 750ms 156ms 79.2 %
- = ~ -~y F 2 ~ .y TT malier Latenc
3G to GPRS [[2500ms [ T000ms | 60 % By e RTTS,M“M,MWJF(N*%)
WLAN 1o GPRS || 2500ms 506ms 79.76 %

) . . . where N is the number of correspondent nodes
*Ry is calculated pondering the following RT'T values: LAN=0.2ms, ‘

WLAN=3 s, 3G=300ms (expected value), and GSM/GPRS=1000ms.

Figure 4.20: Mobile IP BU bicasting mechanism reduces overall verticaldover latency with minimum over-
head. Source [VPMH].

Network based Mobile IP

While the NETLMM [SKea06b] concept is still under standardization psede the IETF, a NETLMM
protocol could be used in an IMS provider based architecture with the pataeatial benefits as when
used for local mobility (reduced signaling overhead on the radio interfecost modifications, etc.).
The same motivation as previously presented in chapter 4.4.2 for netwsell balutions applies.

[SWNO5, SAL05, SMKPO05, Sea05] are some of the proposed solutiahsdhld be regarded as non-
standard implementations of the NETLMM concept. [SGL05, SCS06] arenalseork based solutions
under standardization that handle mobility based on MIPv6.

Considering these approaches, the architecture remains essentiallyndne Hze UE is connected
at the source ANG and it is sending and receiving data via it. The G-MARilhannel established with
the ANG. Upon handover request, the binding ofglR to 1P, is performed by the Inter-System
Mobility Anchor without involving the UE. The G-MAP is functionally a MIPv6 H® Agent. When a
the mobile station enters the IPD domain for the first time, a G-MAP ang;aJPgets assigned to that
mobile station. When the G-MAP intercepts a packet sent to the mobile station’sautiress (1R pq1),
it tunnels the packet to the attached L-MAP of the mobile station. The enctgubplacket contains the
following:

Outer IPv6 Header: The source address is the LMAP’s address and the destination addttessno-
bile node’s CoA (e.g. address of the MPA).

Inner IPv6 Header: The source address is the corresponding node’s address andtihatiten address
is the mobile node’s local address.

The access network entities and related procedures are not showr&4ig1 for brevity.

2: Reception of Handover Request
The target ANG receives a handover trigger containing the contextnirattion of the handover.
The steps required to establish the access network connectivity andbthsiqm of resources are
the same as described in the general approach 4.4.7.

3: Binding Update (target ANG to G-MAP)
The Mobile IPv6 Client in the target ANG sends a Binding Update to the HA withvits GoA
(CoA of the target ANG) and sets the HoA of the MN received as partetintext information
at step 2.

4: Binding Acknowledgment (G-MAP to target ANG)
Upon receiving the BU from the TAR, the G-MAP updates the binding cacttey identified by
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UE Target ANG G-MAP S-MMF
Source ANG (MIPv6 Client ) (MIPV6 HA)
T
User Data tunneled
1. Handover Initiation
[
2. Reception of
HO Request
3. Binding Update
g Up >
4. Binding ACK
-
new data tunnel
<+ - - - - - - > - - - -P

Figure 4.21: Network based Mobile IPv6 procedures for user data mohilitii an Inter-System Mobility Anchor
acting as HA.

the HoA to the MN with the new CoA. The binding/tunnel with the old ANG is still actinel the
HA can provide means to minimize data looses (e.g. bi-casting to both sourtargedANG).

The MN continues to receive service with the same IPv6 address (H&#)MN is unaware to the
layer 3 mobility procedures in the network. Radio resource can be sheedise of hiding of the MIP
signaling over radio interface. This solution does not impose any nevireegent on the MN. Any MN
with an IPv6 stack and DHCPv6 or IPv6CP implementations should work.

Further study is required on whether the MMF can place the packet fdingarequests (Binding
Update) on behalf of the MIP clients, in this case on behalf of the ANG.

Mobile IP considerations

There are some important considerations regarding the MIP based sslil@meed to be kept in mind.

Mobile IPv6 security considerations: Mobile IPv6 provides a number of security features including
protection of Binding Updates and protection of the mechanisms that Mobiteu&as for transporting
data packets.

Binding Updates are protected by the use of IPsec extension headd&® (4], or by the use of
the Binding Authorization Data option in the Mobility Options field [SJPA04]. Tagim routability
procedure establishes a binding management key procedure to be thiriude authorization field.

Mobile IPv6 backwards compatibility with IPv4:  As defined today, MIPv6 is not backwards com-
patible with IPv4 and cannot maintain an IPv6 connection when the terminalsrioven IPv4-only
access network. MIPv6 can also not be used to maintain IPv4 conneotitrasport IPv4 traffic. A
solution that combines using both MIPv4 (for IPv4 traffic) and MIPv@ (Rv6 traffic) though possible
does not solve the problem of providing mobility in a mixed environment of 18wy and IPv6-only
access networks. Using both MIPv4 and MIPv6 can also introduceaenefficiencies for dual stack
terminals. Currently, IETF is working on specifying a solution for Mobile8Rw run across IPv4-only
transport, and to carry IPv4 traffic (see [SSTIB]).
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Mobile Nodes with multiple interfaces multihoming capabilities in MIPv6: Devices with multiple
interfaces are foreseen to provide ubiquitous and fault-tolerant ctando communicating services,
particularly on mobile nodes which are more exposed to failures or suddenflaonnectivity.

Proposed approaches regard each interface of the UE as an iddapaatwork path. This assump-
tion lacks of multihoming capability. Multihoming allows bandwidth improvement and garsity
leveraging the overall path goodness. However, Mobile IPv6 currdatks support for such multi-
homed nodes [MKLNO4].

[SMWENO5] analyzes this gap in Mobile IP and intents to raise the discussiordar to make
sure that forthcoming solutions will address all the issues. In addition toahixonomy to classify
the situations where a mobile node could be multihomed is proposed to remarkfitdtais found on
multihomed mobile nodes operating Mobile IPv6.

Session adaptation through pre/post-SDP negotiation: Pure IP mobility mechanisms such as MIPv6
does not provide methods for session adaptation. Regarding mobility beheesrogeneous networks,
important differences are expected between the QoS of the old and theeteark. A clever session
adaptation is needed to maximize user’s QoE during and after the handover.

Considering info about new AN if new network capabilities are lower tharidtisend re-INVITE
with adapted SDP and then carry on with the IP mobility mechanisms. Otherwsstors@daptation
should occur after IP mobility succeed. the first SDP offer sent by thé-MNbuld only include codecs
with whom the bandwidth constraint of the new AN are satisfied.

Routing optimization considerations: Routing Optimization in step 21 of figure 4.18 requires Mo-
bile IPv6 support from the correspondent node. Requirement 8 iptehd.2 establishes that routing
optimization should be performed, even if the CN does not support the mobilitageanent protocol.
To deal with this issue, assuming the traffic from the CN is anchored thraugitresponding ANG,
the ANG could catch the Binding Update message towards the CN and updatatés by his own.
Then, the traffic from the CN would be redirected from the CN ANG to thecta#dNG in a transparent
way to the CN. This idea is similar to the NETLMM approaches [SGL05, SC8f]add client MIP
functionality to the network and is another example of how signaling interceftmmpare with SIP
interception in chapter 4.4.6) at the edge points of a network can provideeed mobility functions.

Comparison of IP mobility strategies

Mobile IP solutions, though IP based and intended for commonality, have mdréegeper impacts on
existing architectures, compared to solutions which only extend existingidaatity. 3GPP SAE con-
cludes in [Evo06] that 3GPP inter system handover solutions basedanms®ns of GTP (e.g. solutions)
present practical advantages over those realizing the handovel@relP

The key is if IETF solutions based on MIP will be mature enough to satisfyabqes requirements
and outperform the capabilities of GTP based mobility. This enhancements ingpbptdination of
mobility signaling and QoS signaling (currently handled in IETF nsis WG). Talegathers some of
the pros and the cons of the proposed IP mobility mechanisms:

4.4.8 Evaluation

Due to the lack of available IMS environments for educational purposes;dimparison of signaling
diagrams is the only tool available to validate the proof-of-concept. signéting have been designed
complaining the standards and specifications of the protocols.

A complete evaluation of the proposed schemes (e.g. Proxy MIP (PMIR}VR) is claimed and
is left for future work. It requires the exhaustive identification of corapée factors to decide which
alternative fits better in available networks and upcoming access techrslbgeors to consider should
include:
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| Mobility approach | Benefits | Drawbacks |
mature implementation in GPRS 3GPP specific
QoS and AAA interaction built into terminals
GTP charging and management per application tunnel (PDP)

no tunnel over air interface
regulatory issues (e.g. lawful inte

-
1

ception)
IETF Standard with general scope | tunnels all traffic (multihoming con;
. straints)
Mobile IPv6 MIPv4 proofed by 3GPP2 built into terminals

IPv4-1Pv6 interworking
additional packet overhead (IP in IP
encapsulation)

Network based MIP

no MIP support in the UE required | Tunnels all traffic

no MIP signaling over radio interface work in progress

no tunnel over air interface requirements at ANG
Inter AS anchor required

Table 4.6: Comparison of GTP, MIPv6 and PMIP based mobility.

Performance (delay, jitter, overhead, power consumption, etc.)
Complexity (required changes, implementation efforts, etc.)
Costs (usually related with the complexity)

Security threats

It is important to recall that the final implementation of the mobility scheme is consttdig al-
ready deployed equipment, thus some mobility schemes can imply prohibitivedeests the required
changes.

In the following an analytical evaluation of SIP and IP based mobility scheone®ftical handovers
in IMS based systems is presented. A deeper evaluation of proposedmisuh and alternatives is left
for future work and should include practical results.

SIP versus IP mobility strategies

SIP is the basis of the session management of the IMS and provides mechaniabling limited mo-

bility.

Thus, it would be desirable to use SIP to provide means of terminal @nvite mobility for all

applications. Using SIP for supporting mobility in the context of IMS prestnggollowing benefits:

Reuses IMS functionalities to reserve resources and ensure Qa$.iJhe need of new interfaces
to access the PDF and AAAC mechanisms since the interaction of SIP with thenkitigs is
already defined.

Provides inherent means of route optimization and improved performanceditime services
via SIP signaling messages for address binding, registration, etc.

Does not need a home IP address as MIP solutions.

Provides mechanisms of session adaptation through SDP negotiation oflsesson.

Handles mobility at a semantic level (application layer mobility) above IP terminalsiaticses-
sion transfers between terminals (MIP solutions offers only terminal mobildireeting all IP
traffic).

But, SIP mobility mechanisms alone present also some limitations to overcome. seliPrbability
management:
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Is unable to move TCP sessions to new IP address.
Lacks of seamless handover management.

Yields large handoff delays.

Requires SIP IMS version implementation at the UE.

Wedlund and Schulzrinne discuss in [WS99, SWO00] the capabilities arudepns associated with
SIP and MIP mobility. Performance evaluations comparing SIP and MIP mobilicharesms show that
SIP behaves better to support real time service mobility [WS99]. [PCT@8pares a pure SIP mobility
approach versus a hybrid SIP/Mobile IP strategy and demonstratesdmoplaamenting SIP with other
IP mobility techniques provides the expected mobility support to every seagpgpee An analysis of multi
interface mobility management using SIP and MIP has been proposed irm{IBKand also concludes
that a smart combination of enhanced application and network mobility solutigperforms the stand
alone mechanisms. Such a combination has been presented in this work @fstipauSIP interception
mechanism, where SIP signaling is used to trigger IP mobility mechanisms.

Table 4.7 gathers the benefits and drawbacks of SIP and IP basedétpgs for the mobility man-
agement in IMS based networks.

| Approach|| Benefits | Drawbacks |
reuses IMS elements (QoS, AAA, charginghandoff delay
optimal route TCP support
SIP based| session adaptation correspondent node involved
impacts on the infrastructure SIP IMS extensions
enhanced mobility services
keeps IP constant interaction with IMS (QoS, AAAC)
TCP support additional elements required (HA, G-MAR)
IP based . .
can be transparent to CN no session adaptation
support for unmodified hosts means for route optimization

Table 4.7: Evaluation results of SIP vs.IP handover approaches

In the short term, supporting mobility at the application layer with SIP shouldobeptemented
with other approaches that rely on network layer mobility protocols (e.g, NEFFLMM). Though SIP
(with the required extensions and network architecture) may replace thév ionger term. Such SIP
enhancements require changes in both the network and the UE. SIPrhabiity mechanisms have
shown to be very powerful and capable of offering value added mobéityices (e.g. based on MMF
similar approaches). At the same time support for unmodified hosts is dé@siceder to maximize
the number of potential UEs, therefore network based approachestdde deployed. For an early
IMS deployment network and IP based approaches seem to be theptiest until next generation
terminals and SIP based mobility approaches are available and mature dopagtelecom provider
scale deployment.

45 Conclusion

None single all-in-one solution available. As suggested when considegngability requirements of
NGN the support of different mobility management protocols should beideresl. The analysis of
the different approaches conclude that enhancements are neeadetieeahe convergence of different
protocols and equipments. So, they key issue is an efficient interworkithg alifferent approaches to
achieve the always best connected paradigm.

Architectural enhancements are needed to implement IP mobility schemes. Veighrdgards, the
outcomes of IETF are expected and early implementations of IP mobility protsicoldd proof their



112 CHAPTER 4. SEAMLESS VERTICAL HANDOVERS IN NGN

suitability for large scale communications networks. Huge efforts are stilimed|to ensure a seamless
integration in the IMS architecture. Efficient interworking with existing IMS heatisms for resource
reservation or charging within the SIP signaling flows is a must to achievelsgs session continuity
over heterogeneous networks.

Some kind of mobility management function upon the IMS control plane (applicagover like
implementation) is required to smooth the different capabilities of heterogemedworks. Information
services, such as 802.21 MIH IS, are claimed to gather information ypeaamsil active) of different net-
work elements allowing the implementation of homogenous handoff triggers amrdféittive execution
of mobility procedures.

The functionality of the MMF presented in this chapter points out how suetveank based solution
can assist moving nodes in an IMS environment. SIP possibilities haverdismerssed and shortcom-
ings regarding seamless handoff control have been addressed fyppusal of enhancements such as
SIP extensions, signaling interception technigues and media resouctiefisn In addition to this, inno-
vative SIP authentication mechanisms that reuse existing AAA mechanismsfastd /S registration
scheme have been proposed.

SIP mobility mechanisms alone are not enough to maintain TCP connections duating IP ad-
dress changes, therefore different IP mobility strategies have bediedsto complement SIP mobility
schemes. The GPRS Tunneling Protocol and Mobile IPv6 (standardedawdnk based) solutions have
been described and compared. Future work should includes an &éxbasluation of the available
alternatives with regards to protocol performance, implementation complexitgssociated costs. Cur-
rent works in progress (e.g. NETLMM), proposed as technical atames, show the intense efforts
towards the provision of session continuity regardless of the accessrkatsed.
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Conclusion and future work

This work has put light in the fixed-mobile convergence (FMC) conceapt/iging the technical chal-
lenges behind the buzzy FMC word. The IP Multimedia Subsystem (IMS)nig/begarded as the FMC
enabler and has been selected to be the heart of next generationksettemdardized by ETSI TISPAN
and ITU.

An analysis with these regards of the current release of the 3GPP'©ild8onfirmed the conver-
gence capabilities of this network architecture. The separation of aaoésservice planes from the
transport network enables the re-use of core network componentaakes services independent from
the access network. However, from the access independence defiaitive practical adoption of non
3GPP access networks, there is still much work to do.

The analysis has revealed required enhancements at the accesksetmbat the IMS itself. In
addition to the constraints and issues from a real world deployment, themlwifferences of wireless
and wireline networks have to be accommodated. These include the provisamation information,
terminal’s capabilities and different procedures for the resource rneamagf in the access networks.
Additional issues include regulatory requirements that mandate supp@inirgency calls regardless
the access type and lawful interception at both the signaling and the trapsplas. Further work is
needed to adapt the SIP use in 3GPP e.g. timers, compression and optjpat $or SIP extensions
such as Preconditions, Update or 100rel. Required enhancements tadiss aetworks include service
based policing (policy decision and enforcement points), translationptitagion level QoS description
(SDP parameters) to IP bearer QoS parameters and link layer reseseceation mechanisms.

The close cooperation between the standardization bodies (3GPP, ESFAN, IETF, ITU, etc.)
regarding the open issues shows the confidence of the telecom communigypirirttiples of IMS, but
how and when the IMS will become a reality is still unclear.

Mobility management in heterogenous environments is a fundamental fedthi@N. Seamless
service continuity across heterogenous access systems becomesldsgitecfor IMS based networks.
Actual release of IMS provides only limited mobility between different acoesworks. The issues of
vertical handovers in such an environment have been identified. Seaveleical handovers are very
challenging even in a small testbed environment without the constraints af TRESarchitecture and
functions of the IMS add important issues to consider including the seamldsifitynof the data and
signaling paths conforming standardized procedures to ensure dhamitinuity, policy commitment
or SIP call state control.

The envisioned enhancements to the mobility management in IMS include edf@utarworking
among different levels (and layers) of mobility protocols and the provisfanerhanisms for context
transfers at IP layer or above. A vertical handover managementidarfor seamless service continuity
(not only for voice services) is being claimed. With this in mind, differents{ggsks) during a vertical
handover have been modeled, from the gathering context information exéuaition of the handover
mechanisms passing by the initiation, evaluation and decision phases. t(Guaterof the art in the dif-
ferent areas have been reviewed (802.21 Media Independenottan@ontext Transfer Protocol, fuzzy
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logic, policy based networking, different layer mobility, etc.). Unfortuhatiere is no straightforward
solution that takes account of the multiplicity of mobility management requirementsténdgeneous
next generation networks.

Taking into consideration the identified requirements of a vertical handawetion for IMS, a
Mobility Management Function (MMF) has been proposed. The MMF caed@rded as an application
layer mobility management approach for NGN. The MMF can be deployedharad resource of IMS
and additional services could be built upon the information and mobility furetdiered by the MMF.
A description of possible data structures describe how to collect uséuiation from different entities
in an IMS based network. The MMF tracks ongoing user’s sessionaféerda mobility trigger, it starts
handover mechanisms that take into account the requirements imposedilbplavaccess networks
and ongoing session characteristics. SIP mechanisms proposed tHfehs&B&FER method to move
the session to the new point of attachment. Problems regarding the seassesistiee mobility have
been addressed by the design of a SIP interception techniques, athagsservice and a conferencing
approach. SIP limitation of keeping non real time connections alive (e.g) iB@Re of the motivations
for studying IP mobility strategies in an IMS based system. Proposed ap@®énclude the use of
the GPRS Tunneling Protocol and Mobile IP and the exchange of confexmation at IP level. A
network based solution has been shown to be very promising. In additioistantmovative SIP based
mechanisms for terminal authentication and IMS registration have beerggepoan attempt to provide
converged AAA methods. Due to the lack of an IMS testbed, the prooboéept has been limited to
the description of the signaling flows.

The evaluation of the proposed alternatives to handle mobility has revealgdrtithe short term,
SIP mobility mechanisms should be complemented with other approaches thah negtveork layer
mobility protocols. Though an enhanced version of SIP may replace thera lartger term, offering a
powerful mobility management solution based on the application layer.

Future work has been already introduced during the work by includimghér considerations" or
"out of the scope" statements. Future work should start with the integrdteiestbed IMS infrastruc-
ture. One direction of future work should concentrate on the accessristand on the implementation
of identified enhancements to make access networks and user devicesiiyant. Another direction
should be the implementation of the concepts presented during the desighidfithd hough the MMF,
as described in this work, can be unrealistic for today real world deploisnenany of the presented
concepts should be further developed. A exhaustive practical éxaluat the proposed mechanisms
for handling vertical handovers in IMS based networks would meantagustep forward towards the
envisioned converged telecom world.
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