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Como enxergamos SDN

Estamos no inicio de uma transicao irreversivel
* Oportunidades para a indastria nacional

SDN nao e solucéao para todos os problemas
* Mas certamente tem apelo em variadas aplicacoes

Solucdes SDN devem assumir longo periodo de
transicao e coexisténcia com legado

» Equipamentos hibridos (tradicional/SDN)

* Redes hibridas: equipamentos tradicionais e equipamentos SDN

* Solucdes que agreguem valor a infraestrutura existente, seja
reduzindo custos ou aumentando receitas

* Algumas excecdes (ex.. datacenter de nuvem) podem seguir
abordagem SDN 100% OpenFlow

Oportunidades para a tecnologia nacional em

comunicacdes seguras anti-espionagem



Visao de SDN
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Convergéncias Vertical e Horizontal

Service network A (programmable)
= fz

Service network B (legacy)

== =l ————5

Physical resource examples
=1 Edge/gateway router
== Ethemet switch
MPLS XC
E 3 Opfical XC
— Optical fiber
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OpenFlow, NETCONF, SNMP, XMPP
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Configuracoes
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* Escopo de SDN:

Software Defined Optical Transport Software Defined |IP Routing fﬁ“wﬁc b
Flexgrid ROADNS and adaptive transponders < Bridging IF routing and OpenFlow
cEmbracing NETCONF and YANG modelirg - Moved 10 OF 1.3 and multi-cantraller support
- GMPLS emulated services and hybrid moedels - Brarzilian industry embracing OpenFlow/SDN
-Application of cognitive algerithms - First operetion pilats reveal added value

slncreasing uscrideveloper comemdiniy

Optical

Radio [ Telecom NGN

Software Defined Wireless Networking Software Defined Telecom Services

Cantral OpenFlowe 1.3 Wik router (Opend/RT) - Fram NGN Diameter interfaces to OpenFlow
Consumer-friendly hama management - Integrate 055/B55 with dynamic SDN contral
-Cantrol OVS in Linux-based devizes (eg. TV)? - Hybrid cloud network transport services
CInvestigate mesh routing scenarlos - Link with Memwark Functlons virtualization

-Integration w/ cognitive radia capabilities {NFV) and 1etwork management outsourcing



SDN no CPqgD
IndUstria (fabricantes,  Universidades Fora de
operadoras, etc) e |C£S /adromzagao
- - -y - .

Prospeccao
Tecnoldgica

Desenvolvimento de
Tecnologia de Produto

Parceiros Industriais
(Padtec, Datacom ,Tropico, WxBR)

Mercado
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Routel-ow

http://cpgd.github.io/RouteFlow/

From the labs to production
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Switch -
Frogramavel [

K Switch —
Leverages open source routing Linux suites such as Quagga

Interoperates with legacy routers and routed networks



RouteFlow
Proxy

OpenFlow!
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Key Features

Modular architecture

* RF-Proxy

 RF-Server

* RF-Client
Database layer

* JSON-based IPC

* Resillient core state

* Programmer-friendly
Multi-Controller support

« NOX, POX, Ryu, Floodlight,
OpenFlow version

 1.0: NOX, POX, Ryu, Floodlight

 1.2/1.3: Ryu

* RouteFlow-specific blocks in orange
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Modes of operation

From logical routers (akin VRFs) to single node abstractions
over flexible virtual networks

New design choices on the distribution of the control nodes

Logical Split Router Router Multiplexation Router Aggregation
(1:1) (1:n) (m:1 or m:n)

Virtual Network Provider

(Network Slices) ; E,/ >

Infrastructure Provider
(Physical Substrate)

e & 4
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.'RouteFIow Statistics

pre N Visits: 35,000+ (17,000+ Unique)
From over 2600 cities of 130+ countnes all over the globe!

N Yy

T

http /fgo.cpad.com. brirouteflow/ 7 72
= days since I /

Project Launch SOCIAL CODING

1000s downloads!
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RouteFlow Field Trial at Indiana University

5/0

OPEN NETWORKING SUMMIT e—,_o,o,ozzgg .
NOW PRE-REGISTERING FOR APRIL 2012 | STANFORD UNIVERSITY
CIC Router
HOME WHY SDN2 CONFERENCE SPEAKERS  REGISTRATION  PAST CONFERENCES  HOTEL & VISITOR INFO  MEDIA  CONTACT xe-2/2/0 Chicago
.10
172.31.1.0/24 eBGP

172.31.2.0/24

192.12.206.224/28

Pronto

HP 3500

<InCNTRE

CIC F10 11/0 .6= CIC PC

192.5.101.4/30

.231

10.50.0.0/24

10.20.0.0/24

149.165. 254 172/30

174
Indiana Gigapop
Router ge 7/1/3

Indianapolis

ge-7/0/0.130 -l
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RouteFlow NDDI/I2 Deployment Joint Techs]

4

B packets

= RouteFlow A=:Chicage

=~ < RoutaFlow B - New York
e~

== Contralier Wieklow C - Washingion DC

INTEARNET
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*Demonstration at Supercomputing 11

RS Demo @ SC11 ;2 SC11

Seattle, WA

nnnnnnnnn g communities
through HPC

. SCinet Research Sandbox Testbed (SC11) e | L
NOC DNOCs Booths

-:_ﬂ CF-MEC. M
i

Routing configuration at __
your fingertips
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Routel-low

More than a solution... an Innovation Platform
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Controller-Centric Hybrid  Networking —

Mhﬂ_rrfﬂmmumcafmns

A migration path to roll out OpenFlow technology

Not a revolution, but an evolution of current IBGP RRs to
essentially eBGP Route Controllers
“BGP-free edge”: A cost-effective simplified edge for SW-driven innovations

---------- Legacy control links
=+ =+ QOpenFlow control links

AS 8002 — — — Data plane links A58003

AS 1000 @
RS2 if“'ge | A e

R1 N

(B

AS 1002

,' Control Plane Core:

) RR + RFCP
S
R3 Data Plane Core:
MPLS Cloud

Cust. B CE Cust. B CE



* International BPG peering using RouteFlow

REANNZ (AS 38108)

1GE

viay  BLAX
1066

e

VANDERVECKEN

ethD
210,748,235

ethd
2107 46.238/24

ot e
Port 2 PicaB
[192.188.37.5/30] 3780
{Peers w/

ESnet FLA) I Port1

REANNZ FLA (AS 65124)

PacWave

@SUNN

1066 10GE

ESnet (AS 293)

sURN-crs.es.net

[192.188,37.9/30]
(Peers w/ REANNZ)

&

[192.188.37.10/30]
[Peers w/
REANNZ FLA)

*e-8/2/0.3801
(To REANNZ)

9/1/4:1066
Mm}%

1Gbps OSCARS
circuit for
connection to
REANNZ

Ibl-mr2.es.net

(VLAN 3801)

[192.188.37.1/30]
[Peers wf ESnet FLA)

(" ESnet FLA (AS 3434) )

VANDERVECKEN (VM)
ethi A

[192.188.37.6/30]

2% 10GE
(Data-plane)

[192.188,37.2/30)
[Peers w/ ESnet) (Peers wf
REANNZ FLA)
Port 50

>

REAN/

Google

=
&
] 5-—‘
S ESS
[




o — J,/////’///O// =

— e

Aggregated BGP routing service - RCP

Single node abstraction of a domain-wide eBGP router

@D

(T

Think modern multi-chasis routing architectures with external route S|GCQM|\/|

processors and OpenFlow switches acting as line cards
Aggregation logic defined in the RF-Server

AS 8000 — Physical link
------- BGP peering
R81
AS 8002 AS 8003
. aBGP .
R84, //R83
il ) AS 1002
AS 1001 . % MRFCP
Bl RN OV A R12
ox1[ N 0x2
Customer, 3 > E. Customer
Network{~—f -y===cc==---- g SRR Network

CPE 13 CPE 14
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* Distributed IX Router

DEMO 3

Highlights | | Partners

Cardigan
Deploying a distributed routing fabric

Production trafficin live IXP | __’7’_

REANNZ DP0x98 . .~ DP 0x99

Reduced operational complexity , Pronto 3 Pronto 3290
Easier to understand ‘ @ w_‘

Controller WAIKATO
Host A [NOX + RFPrOXy I RF I Quagga] CltyLmk Host B Te Whare Winonge o Wiikato

Snapshot: 1134 flow entries in each switch  CITYLINK ESVICTORIA
8 flows matching control plane traffic 98 flows describing BGP speakers Q) -
(e.g., ARP, ICMP, BGP, etc.) _ o
1 flow entry to drop traffic by default 1028 flows representing L3 routes Google“ 9 o Soues Ronting

Aids modification and diagnosis
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*InterVLAN Routing (IVR)

DEMO 2

Highlights

Goal: Interconnect 32 campi

RFServer defines InterVLAN routing logic
Router-on-a-stick paradigm

Seamless VLAN configuration

OpenFlow rules match on destination IP
and perform VLAN rewrite actions

RouteFlow-based
InterVLAN
Routing (IVR)

} TN
\ L/ (overlay
“.FIBRE
|
\

GIGA Network g
Extreme,BD12K §

CPqD
Campinas

Datacom OF 1.0
Hybrid Switch

Batkbone

————— P

Partners

TSP (PP

Universidade de Séo Paulo

AVA
AVAY

unesp™ yecs.m

UNIVERSIDADE ESTADUAL PAULISTA
“JULIO DE MESQUITA FILHO”

DATACOM

Datacom MetroSwitch
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High Availability H—“-hﬂt-] H—ﬂhj-]

RF LR RF }IR
Client[{Engin Client[JEngin

Shadow Virtual Control Planes

Backup VMs
RolAL‘l’eF\cZ
s IPC /RP
Distributed DB Cluster TSON APT«

State-less RFServer

Controller Cluster Architecture

¢ M:N OpenFlow Controllers: Master / Slave / Equal
* Distributed Environment
- Group of Switches / Network Domains

Controller
(running RFProxy)

RFServer

RouteFlow
virtual switch

Controller
(running RFProxy)
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Cloud Datacenter Network
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Rede de Datacenter de Nuvem “ multi-tenancy”

-
2;\(:1\ ) Routel-low
N

<

Requisicio  openstack”

Sevidor1 . Servidor 3

MV 2|+
’ I

tapl EEEEN tapn
1

ovs

ethQ

.~.//~/-//~--‘--”-ﬂ'---~h-.---.- i
Bl - ~ - \\\\\ )
Servidor2 Rede SDN . Servidor n
. g...m
MV 2 gl MV n .
1 L Y A
ta}ﬂ « « = JEION| ¢ “ N
¢ P . Qj
¢ L8 avs
. . . . . ﬁih m
New routing codifications and strategies

under investigation in 100% OF scenarios
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Software-Defined Traffic
Engineering MPLS



o Seamless MPLS / MPLS-lite / IP Traffic Engineering

Traffic Statistics (current & historic) : sFlow + OpenFlow
Event DB (failures, alarms)
Virtual & Physical Topologies

e i r~ m——r
+ Ddtad = Qalfoup 1dNIES
Mining J + Metering

Network Information Base
---------- Legacy control links

=+ =+ QOpenFlow control links

[518082 — — — Data plane links (518008

RS2 N\ Edge Edge// R83
SRS o

4 \
R1 \. .~~~ Control Plane Core: & { DPOx1
RR + RFCP R12

| S

R3 Data Plane Core: DP 0x2\
MPLS Cloud

AS 1000

Cust. B CE Cust. B CE

REANVA . Google g@
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Improved Security



’ Security

Centralized analysis of anomalies
Re-use existing firewalls / middleboxes (DPI) and Net/SFlow and

redirect (tapped) traffic. _ : |
Feedback loop drives JE Q Quagga Routing

new OF entries

OpenFlow *
Firewall / Mbox Switch

TAP /
SPAN
Traffic

“ Next Hop Interfaces

|
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Dynamic Circuit Service
(hybrid circulit/packet)
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-GMPLS Control Plane as (non -OF) SDN

Application

WebUI

/ Connections Managem
= a0

ent Plane
PCE Rolicy
| | Server
< 4 \_ =7
4 W
Performance | | Connections
Monitor Manager

B

~

/GMPLS Control Plane)
(External/Virtualized)

.........................

74

wagacy Data Plane (without GMPLS) /

DCS huilds on the GMPLS standardized interface

An abstraction layer allows for seamless operation of DCS over multiple

technologies regardless of their support to GMPLS

@D

The abstraction layer runs a virtual GMPLS stack (on a virtual machine) per
network equipment that does not support GMPLS
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Towards Elastic Optical
Terabit Transport



Elastic Optical Networks

Bandwidth
agnostic WXC

Bandwidth
fixed WXC

g Fixed-rate 2 Flexible-rate
“ transponders transponders
TDM-XC |/
ket-SW T 11 - i
Packe | [ | Client L] Client
o080 - = .
equipments equipments
Fixed-grid WSS and Flexgrid WSS and adaptive

transponders transponders
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Software-Defined Elastic Optical Transport

Other Transport
Domains

Transport SDN Controller [OpenFlow, REST, OIF UNI/ E-NNI__|

i Network Functions : Network Services

Application #N
Virtual Switch

Service #N

Topology as Graphs

Equalization CTRL

Spectrum Defrag.
Legacy ASON CP

IMuItiIayer Optimz.

Fault Prediction
Path Computation

‘Optical Gain &

Services

e Data Network /
. olicies
-Performance Datacenter Controllers
Topology
[ OAM

T-NOS (Transport Network OS)

P-OTS / OTN SW

Transponders
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Software-Defined Elastic Optical Transport

Americana Holambra

Salto / ) A Itatiba

Laboratorial Testbed

—_— Data Channel Optical Fiber

= == — = Ethemet Network Element Communication

R— Optical Supervisory Channel Developed Llne Cards

O Flexgrid WSS Node (12.5 GHz Granularity}

O 50/100GHz Channel Spacing WSS Node
Testbed Topology (HWIFW)
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Wireless Home SDN
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OpenFlow in the Home:
Two target controllable devices

Controller

e S

o I/

{ Android Apps ]

ﬁ Virtual Inferface

3G WiFi WIMAX L e ] ol — = - il ] IR

OpenFlow 1.3

| (default config)

*OVS was recently upstreamed to Linux kernel 3.3 TP-LINK TL-WR1043ND
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OpenFlow switches



—*Switch 10Gb OpenFlow 1.0 (2010)

G'Openl’low

« Pantou  OpenFlow 1.0 for Open'®rt now available! (alpha release) CpenFlow at GECY =

CPqD Ports OpenFlow to New Platform

Ootober 13th, 2010, dtalayeo in OpenFlov Blog

CPgD is a private non-profit Brazilian R&D foundation.
Recently they announced the first switch in South
america to support the OpenFlow 1.0 specification. The
switch uses Broadcoom L2/L3 silicon with 24 & 1Gh ports
and 2 » 10Gb ports, It has a high performance CPU
runining the Indigo-beta-4 releasze from Stanford.

Tens of these OpenFlow switches will be deployed in
Project GIG4°s High-speed Experimental Metwoark, an
IP/Ethermet/WOM netwoark testbed run by CPQD and RNP
{Brazilian MREM). Today the GIGA network connects 66 research labs at multigigabit per secon
the southeast region of Brazil, but will soon be upgraded to support 100Gh/s bit rates, using te
developed in project GIGA, and expanded to all the other regions of the country, using RMP 3
resOurces,

This large-scale OpenFlow infrastructure will be fundamental to the national initiative on Future
that CPgD and RMP, amongst others, are leading, as well as to support collaborative experiment
to projects GIGA and GEMI.

The development of the OpenFlow switch and the development of an IP routing stack solution
outside the switches on top of NOX {stay tuned!) are under the Future Internet umbrella o
current RED program, which includes a number of projects, such as Project GIGA,

CPQD was the R&D branch of Brazil" = telephony monopoly system until 1997, when the whol
was privatized, Since then CPgD is a private foundation with the goal of bridging the gap
university research and product development, helping {(mainly) local companies to innovate and
in the market. Today CPQD has more than 30 years of existence and 1200 employees carrying
activities on various ICT sectors,

Thiz ertry was posted on Wednesday, October 13th, 201008t 1212 pmeand iz filedd under OpenFlove Blog. You can follow any re
thiz ertry through the RSS 2.0 feed. You can leave a response, or trackback from your own site.
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. . . >
Software Switch Timeline —

ERICSSON

2011 Dec
* OpenFlow 1.1 + IPv6 + NXM

2012 July
* OpenFlow 1.2 Dev/Toolkit

2012 Dec
* OpenFlow 1.3 Dev/Toolkit

2013 April
* OpenFlow 1.3.2, 1.4 feature prototypes, ...
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OpenFlow 1.3 Dev/Toolkit >

ERICSSON

OpenFlow software switch (link)
* OF SoftSwitch, dpctl, ...

Programming tutorial (link)
OpenFlow Controller (link)

* based on NOX Zaku (“classic”) _ _
Precompiled VM image (link)

OpenFlow test cases (link)

* based on OFTest framework Mininet Integration (link)

e “‘mininet/util/install.sh -n3fxw”

Wireshark dissector (link)
* OF 1.0 — 1.3.1 support
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ONF ONGOING activities -

ERICSSON
Number  Main contact Status Codebase Ticket name
EXT-136 Jean Tourrilhes  Implemented SoftSwitch EXT-136
EXT-154 Dan Malek In Prograss SoftSwitch dpctl | ExT-154
EXtWG EXT-187  Ben Pfaff Implemented ovs EXT-187
N prototype Of O F 1 . 4 fe a‘tu res (M) EXT-191 Linda Dunbar Implemented SoftSwitch EXT-191
 will integrate into “ONF OF 1.4 SoftSwitch” DT | FnR by | Perelyimpemened MO |
EXT-192 EXT-192
EXT-230  Johann Tonsing  In Progress SoftSwitch EXT-230
EXT-232  Jean Tourrilhes  Implemented SoftSwitch EXT-232
TeStWG EXT-233 EXT-233
* merge OFTest code to “main” branch DTS |denToumihes |imperened | S | (EXEES
. . EXT-236  Jean Tourrilhes  Implemented SoftSwitch EXT-236
 feed existing tests as test cases B2V BnPEr mpemems  OVS S
EXT-256  Jean Tourrlhes  Implemented SoftSwitch EXT-256
EXT-260  Ben Pfaff Implemented ovs EXT-260
EXT-261 Already implemented ~ SoftSwitch EXT-261
EXT-262-p Dan Malek In progress OVS/SoftSwitch | ExT.262
EXT-2624  Dan Malek In progress SoftSwitch EXT-262
EXT-262-a  Dan Malek In progress SoftSwitch EXT_262
EXT-262-e Dan Malek In progress SoftSwitch EXT-262
EXT-2624  Dan Malek In progress SoftSwitch EXT-262
EXT-262-5 Dan Malek In progress SoftSwitch EXT-262
EXT-262-x Dan Malek In Progress SoftSwitch EXT-262
EXT-264  Jean Tourrilhes  Implemented SoftSwitch EXT-264

[https://www.opennetworking.org/wiki/display/EXT/Prototyping]
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About Membership Working Groups - Ne

OpenFlow™ Driver Competition

Write the Best OpenFlow Software Driver and Win US$50,000

o Overiew

e Competition Goals

» Submission Requirements

» Competition and Submission Guidelines
« ONF Commitment

» Judging Criteria

* Prize

CPgD implementation:
 Fully compliant to OpenFlow 1.3 and 1.0
e C++ with binding to Java and Python

e Compilation to Linux PC and
Android/ARM

» 6-million flows per second under a
learning switch application

>
>

ERICSSON

Figure 1. OpenFlow Protocol Software Driver

Controller/Switch Interaction
A:mm BOUND
INTERFALCE[S)
CONTROLLER
k. i

OpenFlow

Frotocal

Connection
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Comentario Finais

e Transicao para SDN parece irreversivel

* De forma gradual, coexistindo e adicionando valor ao legado, seja
pela otimizacdo da operacéo ou agilidade na oferta de novos
Servicos

« SDN apresenta oportunidades ineditas

« Para a tecnologia nacional, para os fabricantes, para as operadores
e 0S provedores

« CPgD esta atuando em com parceiros industriais (ex.:
Datacom) para construir solucoes tecnologicas campeas
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Comentario Finais

O CPqgD tem contribuido para o avanco do estado da arte
de SDN/OpenFlow

Dynamic Circuit Services (2010): solucao SDN de aprovisionamento
automatico de circuitos, com garantia de qualidade e protecéao, pelo
proprio cliente em redes multi-tecnologia (ex.: Ethernet e WDM)

Switch (de 10G) puramente OpenFlow (2010): 10. desenvolvido na
LATAM

RouteFlow (2011): Unica solucao de roteamento IP virtualizado para
SDN/OpenFlow disponivel no mundo

Software Switch OpenFlow 1.3 (2012): tnico switch OpenFlow 1.3

completo e kit completo correspondente disponivel no mundo; base
para prototipo OF 1.4 da ONF e framework de testes de OF

Plugin OpenFlow (2013): plugin OF 1.3/1.0 em C++ (6 milhbes de
fluxos por segundo!) com suporte a binding para Java e Python e
compilavel em Linux PC e Android/ARM — concorrente na
competicao internacional da ONF

Participante ativo na ONF e na OIF no contexto de SDN



Obrigado!

www.cpqgd.com.br



